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Abstract—We develop a type system for secure infor-
mation flow where new security levels can be created
and inserted into the security lattice dynamically,
i.e., even in the middle of an execution of a system.
Our system is formalized by extending Kobayashi’s
type-based secure information flow analysis for Mil-
ner’s pi-calculus, which is one of the most expressive
models (or “languages”) supporting both sequential
and concurrent computations, with concise syntax,
reduction-based semantics, and bisimulation equiv-
alence as a robust formalization of secrecy as non-
interference. The development required careful treat-
ment of extensions of lattices themselves as well as
deliberate generalization from the simple 2-element
lattice (consisting of only High and Low) in the orig-
inal system.

Index Terms—language-based security, pi-calculus,
barbed bisimulation, non-interference, dynamic ex-
tension of security lattice, runtime creation and in-
sertion of new security levels

1. Introduction

Lattice-based secure information flow [1] classifies
data into security levels—such as H(igh) and L(ow)—
that are elements of the security lattice, and aims to
prevent leakage of higher-level information into lower-
level actors. Unlike mere access control, secure informa-
tion flow also addresses indirect information leakage—
like if b then 1' else O where ! is a high-level
Boolean value and 1%, 0 are low-level integers—and
even if b then 1* else diverge() when termination-
sensitive. Absence of information leakage is formalized
as non-interference [2], which asserts the equivalence of
two systems with different high-level information when
observed from a low level.

To account for such indirect information flows,
language-based—and, more specifically, type-based—
information flow analysis [3], [4] models systems as pro-
grams and adopts a static type system that imposes the
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classification by annotating types with security levels.
Though called “language-based” with “programs,” this
approach is not limited to programs or programming
languages in the narrow sense (such as C and Java),
but is applicable to various models of systems as well.
Traditionally, the “languages” (or models) have been
imperative [3] or functional [5], and sequential. They
have also been extended with (mainly thread-based)
concurrency, where determinism has often been essential
and non-interference has been proved in probabilistic
settings or under a strong restriction on the concurrent
computations—for instance, no low-level communication
is allowed after high-level synchronization, or observable
non-determinism is forbidden at all; see [4, Section IV-B]
for a survey.

Kobayashi [6] removed such strong restrictions by
adopting a type system for lock-freedom [7] in -
calculus [8]-[10], a rather general and expressive model
of both sequential and concurrent computations. In
short, even high-level synchronization is allowed be-
fore low-level communications as long as the former is
lock-free. Non-interference is proved as (barbed [11])
bisimulation-based congruence, which is also a general
and robust notion of equivalence (and can be extended
with probability; see, for instance, [12]-[15], among
many others).! However, Kobayashi [6] only considered
the security lattice with 2 elements (high and low).

In the present work, we extend Kobayashi [6] with
general security lattices. Furthermore, we allow dynamic
extension of the lattice, that is, new security levels
can be added while the system is running, which is
a mandatory functionality for many modern systems
that allow registration/creation of new users/accounts.

1. Equivalence (and therefore non-interference) of concurrent
processes with general interactions (as opposed to “threads” with
limited concurrency primitives) has by itself been a significant
research challenge, e.g. classically [16], [17] and more recently [18],
just to name a few. While no single definition of equivalence may
be considered satisfactory in every respect, barbed bisimulation is
“fine” (as opposed to coarse) and sufficient as a proof of soundness
of a security type system.



Even the former generaliztion by itself is non-trivial—
all the definitions, statements, and proofs need to be
carefully parameterized with the level [ of the attacker
(namely, observer for the equivalence) being considered
(Definition 3.13, Definition 3.14, Definition 4.11, and so
forth). The latter extension is, to the best of our knowl-
edge, new, even for sequential languages. It also requires
careful treatment of the “current” security lattice of the
system, throughout our technical developments such as
reduction (Definition 2.6) and typing rules (Figure 1),
as well as the definition of a “safe” extension of a
lattice itself (Definition 2.5) and all the proofs (in the
Appendices).

The rest of this paper is as follows: Section 2 in-
troduces the syntax and reduction semantics of our
language along with definitions concerning the security
lattices. Section 3 defines our type system for informa-
tion flow analysis. Section 4 proves the non-interference
theorem and Section 5 concludes. Further details of
our technical developments and proofs are given in the
Appendices.

2. wl-calculus

This section introduces our process calculus 7% for
type-based information flow analysis, which extends the
m-calculus [8]-[10] with a lattice of secrecy levels.

2.1. Syntax

Our language is m-calculus [6], [8]-[10] augmented
with a v operation for extending the lattice of se-
crecy levels, as in the definition below. Intuitively, the
new process form (Iy,...,0, <vi<lj,... )P creates
a new level [ above (resp. below) existing levels Iy, ..., I,
(resp. l},...,1},), and then execute P. (Its formal seman-
tics will be defined in the next sections.)

In the rest of this paper, we often write [, Z, etc. to
abbreviate sequences like I4,...,l,, and =1, ..., 2, when
their lengths m,n > 0 are arbitrary or clear from the
context. For a sequence ¢ where t is a meta-variable of
any kind, we write a € ¢ if a is an element of .

We write Chan and SeclLev for the distinct sets of
channel names and secrecy level names, respectively.
Also, we assume at least two distinct secrecy level names
T, L € SeclLev.

Definition 2.1 (Syntax of 7%-calculus). We define pro-
cesses as follows

,y,... € Chan
k,l,m € SeclLev

(channel name
(secrecy level name
¢ == true! | false’ | unit
vi=clx (value

P:=0|(P|P)|*P| (vax:&P |
215.P | 273.P | (Z<VZ<Z)P|

)
)
(constant value)
)
)

(process

ifvthen Pelse P

where & ranges over the core channel types (defined later
in Definition 3.1).

By convention, we give a lower precedence to | than to
other operators, so (v : )Py | P> means ((vx : §)Py) | Py
for example. We also assume | is left-associative.

As usual, every y; € § in 2?3.P, x in (vx : £)P, and,
in particular, [ in (I; < vl <ly )P are bound in P and

subject to implicit a-conversion such that each of them
is different from other (bound or unbound) names. We
write FN(P), FCN(P), and FSN(P), respectively, for
the set of free (i.e., unbound) names, free channel names,
and free secrecy level names of process P. A sub-process
of a process P is defined as a subexpression of P that is
also a process. We write &2 for the set of processes.
We write Plyo — vo,...,Yn > vy] for the process
obtained by respectively replacing all the free occur-
rences of yg,...,y, in P with vg,...,v,. We often
abbreviate Plyo — vg,...,Yn — vy] as Py +— 0] and

(vao : &) ... (vey, : &) P as (V:Z' : é)P
2.2. Lattice of secrecy levels

In this section, we give definitions and prove lemmas
for the lattice of secrecy levels.

Definition 2.2 (Lattice). We define a lattice as a poset
(L,<p) where, for any finite S C L, there exist the
supremum and infimum of S.

Note that the supremum of () is the minimum of
(L,<r), and the infimum of @ is the maximum of
(L, <p). Thus, for each lattice, its maximum and min-
imum exist.? We sometimes write 1; and 0; for the
maximum and minimum of (L, <p), respectively. For
simplicity, we often write just L for a lattice (L,<p).
For (L,<y) and a,b € L, we write a < bif a <p b
and a # b. We also write a £, b (resp. a £ b) when
a <r, b (resp. a <, b) does not hold. For S C L, we write
supy () and infy (S) for the supremum and infimum of
in L, respectively. Note also a <j, b <= sup;({a,b}) =
b < infy({a,b}) = a.

The following definition is crucial for “safe” exten-
sion of a lattice, as we will adopt in the rest of this
paper. In short, an extension L of a lattice L' must be a
“superlattice” of L', that is, L’ must be a sublattice of
L.

Definition 2.3 (Sublattice). For a lattice (L, <), we
define a sublattice of (L, <) as a lattice (L', <p/) sat-
isfying the following conditions:

(1) ' C L

(2) 12,07 € I/

2. We adopt the present definition as in [19] and [20, p. 3, Re-
mark]; the latter explains why it is more “natural.” An alternative
term for this definition is a bounded lattice [19, Section 2], which
we avoid for brevity in this paper.



(3) supy/(S) = sup;(S) and infr/(S) = infr(S) for
every finite S C L'.
We write L' C L if L’ is a sublattice of L.

Lemma 2.4. Let L be a lattice and L' T L. For any
a,be L,

(1) a <p bif and only if a <p b, and

(2) a <y bifand only if a < b.

We omit proofs when they are straightforward.

A lattice of secrecy levels is a lattice such that its
underlying set is a finite subset of SecLev, with T and
1 being the maximum and minimum, respectively. We
write £ for the set of lattices of secrecy levels. We also
write [ C L if every I; € | belongs to L.

We then give a notation (ZB <vl< l~1)L for exten-

sion of lattices:?

Definition 2.5. Let (L, <y ) be a lattice of secrecy levels
with lo,l; C L, and [ ¢ L for an | € SeclLev. Let further-
more L' = LU {l} and <y be the reflexive and transi-

tive closure of <j U {(l’,l) ‘ I'e l;)} U {(l,l’) I'e l~1}

(15 <l < z})L

If (I',<p/) is a lattice, then we write
for L'.

Note that L' may not always be a lattice, e.g., if L =
{L, T}, lp =T, and l; = L. We reject such extensions
by definition. Note also that L’ may not always be a
superlattice of L, that is, L may not be a sublattice of
L', even if I’ is a lattice. Later, we impose L C L’ by
typing.

2.3. Reduction

This section defines reduction in 7Z-calculus via
structural preorder, which is a variant of standard struc-
tural congruence in m-calculus but is asymmetric for the
sake of specifying canonical forms.

Definition 2.6 (Structural preorder). The binary rela-

tion < on processes, called structural preorder, is defined

as the least reflexive and transitive relation satisfying

the following rules, where Py ~ P; denotes that both

Pojpl andP1 jpo hold.

(SP-ZERO1) P~ P |0

(SP-ZERO2) 0~ (vx : &)0

(SP-COMMUT) Py | PP | Py

(SP—ASSOC) (P0|P1)|P2 jP0|(P1 |P2) 4

(SP-NEW) (vx: )Py | Py ~ (vx:&)(Py | Py) if « ¢
FCN(Py)

(SP-IFT) if true! then Pyelse P, < Py

(SP-IFF) if false' then Pyelse P, < P,

3. In fact, any extension of a lattice would do for the rest of
our development as long as it yields a superlattice and parallel
extensions are commutative. We adopt the present definition only
for the sake of concreteness.

4. The other direction can be derived from (SP-CoMMUT) and
(SP-PAR).

(SP-REP) *P <X xP| P
(SP—PAR) IfPojPhthen P0|Q5P1‘Q
(SP-CNEW) If Py < Py, then (va: &)Py = (va: &)P.

Definition 2.7 (Reduction). The binary relation —

on & x £, called reduction, is defined as the least

relation satisfying the following rules:

(R-CoM) (z!0.Py | z?g.P1,L) — (Py | P1[g — 0], L)

(R-NEWLEV) If lp,/; C L and ([0<uz<[1)L is
defined,

then ((zo << ll)P, L) —
P lo<vi<ly|L).

(R-PAR) If (Py,L) — (P}, L), then (Fy| P, L) —
(P | Prs L),

(R-NEw) If (P,L) — (P', L), then ((vz:&)P,L) —
(va: P L)),

(R-SP) If Py <X P}, (P§,Lo) — (P{,L1), and P| < Py,
then (Po,L()) — (Pl,Ll).

We write — for the reflexive and transitive closure of

—. We also write —» for the transitive closure of —.

3. Type System

Our type system is an extension of Kobayashi [6]’s,
with a general lattice of secrecy levels and dynamic
creation of new levels.

3.1. Types and Usages

Before our extension, we basically repeat
Kobayashi  [6]’s  definition of wusages—originally
proposed in [21]—albeit omitting recursion for the
sake of technical simplicity (while keeping usage
variables for substitutions as in Definition 3.7 (a)).
Informally, a usage is part of a channel type and
expresses how (when and in what order) the channel is
used for input and output, so as to ensure lock-freedom
by checking the correctness—called reliability—of the
usage. The intuitive meanings of usage expressions are
briefly summarized in Table 1.

Definition 3.1. We define types and usages as follows:

7 :=Bool' | Unit | £/U (type)
€ u= (7)! (core channel type
p € UVar (usage variable

)

)

to,te € NU{oo} (obligation and capability levels)

Uz=0|plagZ.U[U|U)| )

«U |ttt U | U & U
az=1]0

(usage

(input and output)

We write FV(U) for the set of usage variables oc-
curring in a usage U. A usage U is closed if no usage
variable occurs in U. Also, we write @ for the co-action
of a, defined as I = O and O = I. We define the type

of true! and false! as Bool! and the type of unit as Unit.



[ Usages [ Intuitive meaning (how the channel should be used) ]

0 cannot be used at all
aiz U used once for input (o = I) or output (o = O), and then used according to U, where ¢, and t. are natural numbers
(or 0o) respectively called obligation and capability levels (not to be confused with secrecy levels) and represent when
(i-e., in what order) the input or output must and can be performed, so as to prevent deadlocks and livelocks caused
by self or cyclic dependencies

Uo | U1 used according to Up and Uy, possibly in parallel (the symbol | here represents parallel composition as in w-calculus)
*U used according to U infinitely many times in parallel
T(tf’tO) U | used according to U, but input and output obligation levels are raised (at least) to ¢; and to, respectively
Up & Uy used according to either Up or Uy, as chosen by the “user” (the symbol & here represents additive conjunction as in

linear logic [22])

TABLE 1. INTUITIVE MEANING OF USAGE EXPRESSIONS (SIMILAR TO [6, TABLE 1])

We assume | for usages is left-associative as well. We call
Bool! and Unit base types. A type 7 is called a channel
type if it is not a base type. The secrecy level of a type T
is defined as [ if 7 is either Booll or of the form (7)"/U.

For each occurrence of ozt in a usage, t, and t. are
respectively called the oblzgatzon and capability level an-
notation of the occurrence. Intuitively, they mean that
the input or output o must be performed—though may
not succeed—by the “time” (relative ordering in terms of
natural numbers and co) specified by ¢,, and will succeed
by time t. if—though need not be—performed.

Definition 3.2 (Capability). For a € {I, 0}, cap,(U)
is defined by:
cap,,(0) = cap, (p) = cap,, (&iZ.U) =00
cap,, (ai:.U) =1,
cap, (U | Uy) = cap, (Uy & Uy)
cap,, (*U) = cap, (T(“’to) U) = cap, (U)

We call cap;(U) and cap, (U), respectively, the input
and output capability level of a usage U.

Definition 3.3 (Obligation). For « € {I,0}, ob,(U) is
defined as:

0ba(0) = oba(p) = obg (a@°.U) = oo,
obg (aiz.U) =t,,
oba (Up | Ur) = min(oby (Up), 0b, (U1)),
ob, (xU) = ob, (U),

obg, (T(t”tO) U) = max(tq,0bs(U)), and
bo (Up & Ur) = max(oby (Up), obe (U1)).

We call, respectively, obr(U) and obp(U) the in-
put and output obligation level of a usage U. We de-
fine ob(U) = min(ob;(U),obo(U)), which is used as
ob(U) = oo to mean U has no obligation, and write U
for (1110 [ where t; = ob; (U) and to = obo(U).

We then define reduction of usages (with structural
preorder, like we did for processes), which is required for
defining their reliability and for the statement of type
preservation (subject reduction), as is usual for behav-
ioral type systems, where static types capture dynamic
behavior of processes.

Definition 3.4 (Structural preorder for usages). The

binary relation =< on usages is the least reflexive and

transitive relation satisfying the following rules:

(UP-ZerO) O|U = U

(UP-CommuT) Ug | Uy XUy | Uy

(UP—ASSOC) (UO | Ul) | Uy, XUy | (U1 | UQ)

(UP CONGP) If Uy < U07 then Uy | Ui = Ué ‘ Us.

(UP-REP) U X «U |U

(UP T) T(tl to)a U _< max(t ta ) U

(UP-DisT) T(tl’tO) (U | Ul) < T(tz ito) U | T(tzvto) U,

(UP OR) U & U XU, fOI‘ZG{O ].}

(UP-CoNG?) If U < U’, then 4ltr:t0) iy < pltnto) g,

(UP-Commutt) 1trto) 4(t160) 7 <
T(t},t’o) T(thto) Us

Definition 3.5 (Usage reduction). The binary relation

= min(cap,, (Up), cap,, (U;)) — on usages, called usage reduction, is defined as the

least relation satisfying the following rules:

()Ot°Uo\ ».Up — Uy | Uy

( ) IfU0—>U0,then U0|U1—>U0|U1

(3) If Uy 2 U, Uy — U{ and Uj = Uy, then Uy —
Ui.

We write — for the reflexive and transitive closure of

— for usages as well.

Definition 3.6 (Reliability). We write cong(U) if
obg(U) < cap,(U), and con(U) if both con;(U) and
conp(U). Then we say that a usage U is reliable, written
rel(U), if con(U’) for any U’ such that U —» U’.

Next, we define the following subusage and subtyping
relations.

Definition 3.7 (Subusage). The subusage relation <:

on closed usages is the largest binary relation such that,

whenever Uy <: Uy, the following conditions hold:

(a) Ulp— U] <: Ulp+— U] for any usage U with

V({U) = {p}-

(b) If Uy — U{, then there exists U} such that Uy —
Uy and Uj <: Uj.

(¢) cap,(Uy) < cap, (U;) for each a € {I,0}.

(d) For each a € {I,0}, if cong(Up), then ob,(Uy) >
Oba(Ul)

5. This rule was not present in [6] but is added for a part of our
soundness proof.



Proposition 3.8. (1) If Uy <: Uy and con,(Up), then

cong (Uy).
(2) If Uy <: Uy and rel(Up), then rel(Uy).
(8) The subusage relation is reflexive and transitive.

Definition 3.9 (Subtyping). The subtyping relation <:
on types is the least reflexive relation such that £/U <:
U U< U

Note that if 7 is a base type, then 7 <: 7/ implies 7/ = 7.
Note also that the subtyping relation is transitive, i.e.,
7 <:7"and 7 <: 7" imply T <: 7.

Definition 3.10. The obligation level of a type T, writ-
ten ob, (7), is defined by
if 7 is a base type

Oba(r) = {oba(U) it 7= ¢/U

along with ob(7) = min(ob;(7),0bo(7)). We also define
$t1t0) 7 47 w7, and 19 | 7y as:

if 7 is a base type

(tr,to) - _
f T‘{HT“waﬁT—UU

N T if 7 is a base type
/U dtr=¢u
I if 7 is a base type
C¢/xU ifT=¢/U
To if 79 = 7 and is a base type
7o |1 =1&/(Uo|U1) if 0 =E/Up and 7 = §/Uy
undefined  otherwise

We assume | for types is also left-associative, that
is, 79 | 71 | 72 stands for (7o | 71) | To.

Definition 3.11 (Equivalence except usages). The re-
lation 7 ~ 7/ on types is the least equivalence relation
satisfying (7)' /U ~ (7) /U’ for | € SecLev.

Then 79 | 71 is defined if and only if 79 ~ 71. Note
also that 79 <: 71 implies 79 ~ 71.

3.2. Type Environments

Our type environments I' and A are defined as func-
tions from a finite set of values v (consisting of channel
names z and constants ¢) to types 7, with constant
values mapped to their respective types. We write @) for
the empty type environment. For a value v ¢ Dom(T),
we write I',v : 7 for type environment I" such that
Dom(I") = Dom(T') U {v}, I'"(v) = 7, and I'(y) = T'(y)
for y € Dom(T"). We write v : 7 for the type environment
I’ with T'(v) = 7 and Dom(T") = {v}.

We extend the subtyping relation to a relation on
type environments.

Definition 3.12 (Subtyping relation on type environ-
ments). For type environments I' and A, we write
< Aif

(a) Dom(I') D Dom(A),
(b) T'(z) <: A(x) for each z € Dom(A), and
(¢) ob(I'(z)) = oo for each x € Dom(T") \ Dom(A).

We say that a type environment I is closed [6, p. 316]
[23, p. 238, Definition 6.1.2] if T'(z) is a channel type for
each channel name x € Dom(I"). We also say that T is
reliable, written rel(T"), if, for any = € Dom(T"), I'(x) is a
channel type £/U with rel(U). Note that the subtyping
relation on type environments is also transitive, i.e., if
I <:Tand IV <: T, then I" <: .

For type environments I' and A, we define :

T'(z) | A(z) if 2z € Dom(T") N Dom(A)
(T]A)(z) =< T'(z) if x € Dom(T") \ Dom(A)
(x) if x € Dom(A) \ Dom(T")

>

For a type environment I'; we write I, T(t“to) T',and 1
for the type environments satisfying (+I')(z) = *(I'(z)
)

(10770) ) (a) = 14749) (1)), and (1T)(z) = 1(P(a))
respectively. Note Dom(I'| A) = Dom(I') UDom(A)

and Dom(+I) = Dom(("'®)T) = Dom(1T) =
Dom(I"). Again, we assume | is left-associative, and
abbreviate vy : 71 | +++| v, 17T, as ¥ : 7. Furthermore,
we write I' ~ TV if Dom(T") = Dom(I'") and I'(z) ~ I''(z)
for every x € Dom(T").

We now start to extend the type system with gen-
eral lattices. The first definition below generalizes well-
formed channel types [6, Definition 14]. Informally, it
means the channel type is well-formed when the level of
the “attacker” is | (which was just L, written L in [6],
in the 2-element lattice).

Definition 3.13 (l-secure channel type). We say that
a channel type (7)' /U is l-secure in L when

(1) if I’ <p 1, then all the capability level annotations
in U are oo, and
(2) I <p 1" for any secrecy level I occurring in 7.

We write T' || L for the pair (I', L) and call it an
environment.

Definition 3.14 (l-secure environment). For a type
environment [ and a lattice of secrecy levels L, we say
that I" | L is {-secure if every channel type in the range
of ' is [-secure in L.

3.3. Typing Rules

Our type judgement T'|L >, P is a tuple
(T || L,m, P) of an environment I' || L, a secrecy level
m € L, and a process P, where every secrecy level
occurring in P and T is in L. Intuitively, it means that
the process P is secure (i.e., does not leak information
about high-secrecy values to low-level “attackers” or
contexts) under the type environment I' and secrecy
lattice L, where m is a lower bound of the levels that P
may interact with (as in [6]).
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Figure 1. Typing rules

The typing rules other than (T-NEWSEC) are similar
to previous ones [6] except that they are all parame-
terized by the general lattice of secrecy levels L. The

second premise L C Iy <vilp<ly)L in (T-NEWSEC)

ensures safe extension thanks to our previous definitions
on lattices (Definition 2.3 and Definition 2.5). The “side”
condition m <y, l1,ls, which is more subtle, guarantees
that high-secrecy operations can be erased in the proof
of non-interference (the third last case in Definition F.9).

We say a type judgement I || L >, P is l-secure if
T || L is l-secure. An l-secure derivation tree is defined
as a tree of [-secure type judgements constructed by
instances of the rules in Figure 1. An [-secure deriva-
tion tree with root I' || L >, P is called an [-secure
derivation tree of I' || L >, P. We say that I || L t>,, P
is l-securely derivable from A || L' >, P’ if there exists
an [-secure derivation tree of I' || L >, P whose leaves
are either A || L' >>,,» P’ or constructed by (T-ZERO).
We also say that I' || L >, P is l-securely derivable if
there exists a derivation tree of T' | L >, P whose leaves
are constructed by (T-ZERO), and that I' || L >, P
is derivable (from A || L' >, P’) if it is Il-securely
derivable (from A || L' >, P’) for some I.

All the careful definitions above are needed for
soundness and related proofs of our type system with
a generalized (let alone extensible) security lattice (that
is, lattice of secrecy levels).

Example 3.15. Figure 2 shows a T-secure derivation
tree for I' || L >, P where the process P is

(T<wvl< 1) (I/JL‘ (v Booll>l) (z!truel.y?.0 | 270.0),

I =y: O/t I%.0)|0, and L = {1, T}. Intu-
itively, P creates a new secrecy level [ and internally
communicates a Boolean value true! of that level. Non-
interferece means that replacing it with false! makes no
difference to low-level observers.

The following proposition allows a weakening,
namely, extension of the lattice L in an environment
| L.

Proposition 3.16. If I'||L ©>,, P is l-securely
derivable (resp. from AL >,  P'), then
Il (l~0 <vl' < l~1)L > P is also l-securely derivable
(resp. from A|| (lNO <vl' < IE)L’ D P'), where U is
fresh.

4. Soundness

In this section, we will prove our main theorem:
non-interference. To that goal, we first show two impor-
tant properties of well-typed processes: subject reduction
(type preservation) and lock-freedom.

4.1. Subject reduction

We define I' — I" as ' = (T'g,z : £/U) for some z
with U — U’ and IV = (T'g, 2 : £/U’). Again, we write
— for the reflexive and transitive closure of —.

Lemma 4.1. IfT' || L is l-secure and ' — T”, then
I || L is l-secure.



0 I L'>,0
2 (Bool!) /0,y : ()T /0 || L' >, 0
2 (Bool!) 0,y : ()5 /I% | I/ > 1 y?

0 || L', 0
2 (Bool!)' /0,y : ()" /0,b:Bool! | I/ 1>, 0

x: <Booll>l/08,y SOV 10| L > altruel y?

x: <Booll>l/18,y (O /0 || L >y a?b

x: <Booll>l/08 110,y : O /1D IO 0 || L/ > altruel.y? | 27b

y: OtV jo || L sy (1/:17 : <Booll>l)(x!truel.y? | x70)

y: OV 0| L (L<vl<T) (um : <Booll>l)(a:!truel.y? | 27b)

Figure 2. An example of typing (rule names and trailing 0 are omitted), where L' = ((1) < vl < (T))L

Lemma 4.2 (Structural preorder preserves typing). If
T|| L >y P isl-securely derivable and P < P’, then
T || L >y P s also l-securely derivable.

Proof. See Appendix D.2. O

Definition 4.3 (Substitution on type environment).
For a type environment I, variables Z, and values v with
{Z} N {0} = 0, we define a type environment I'[Z > 7]
as in Figure 3. Furthermore, we say that T'[Z +— 0]
is well-defined if Dom(T'[z — 0]) = (Dom(T")\ {z}) U
{vi | ; € Dom(I")}.

Lemma 4.4 (Substitution lemma). IfI' || L >, P is
l-securely derivable and T[Z — 0] is well-defined, then
TZw— 0] || L >y P[Z— 0] is also l-securely derivable.

Proof. See Appendix D.3. O

Proposition 4.5 (Subject reduction). If T || L >,, P
is l-securely derivable and (P, L) — (P’', L"), then there
exists IV such that either ' =T or I' — I, and that
" || L' >y, P’ is l-securely derivable.

Proof. By induction on the derivation of (P,L) —
(P',L"). See Appendix D.4 for details. O

Note that the L’ above is always a superlattice of
L—that is, L is a sublattice of L'—as can be proved by
simple induction according to Definition 2.7.

4.2. Lock-freedom

Next, we prove the lock-freedom property, which, in
short, guarantees that every input or output with finite
(namely, not oo) capability will eventually succeed and,
as a result, such high-level synchronization can securely
be performed even before low-level communication.b

Definition 4.6 (Strong barbs). Let P be a process. We
define SBarbso (P), SBarbs;(P), and SBarbs(P) as:

P < (vj)(215.Py | P) with }

Barbsp(P) =
S ar SO( ) {.’I" x¢gf0rsomeP07P1

6. Although we do not consider timing in the present paper, it
can also be incorporated [24].

< (vj) (@22, -
SBarbs;(P) = {x P =< (vy)(z?2.Py | P1) with }

x ¢ g for some Py, Py
SBarbs(P) = SBarbsp (P) U SBarbs;(P)

The following definition specifies reduction by inter-
nal communication on a secret channel (of level I’) that
the attacker (of level l) cannot access (I’ €1, ).

Definition 4.7 (Secret reduction). For a type environ-

ment I', the binary relation ‘)? is defined as the least

relation satisfying the following rules:

(1) (x!(’l}o,...,’l}n).Po |$?(Z/O7>yn)P1aL) —>?
(Po| Pilyo = vo, .- yn — vy],L),  where  the
secrecy level of T'(x) is I with I/ £, 1

(2) If lo,l; € L and (lp < vl <y )L is defined, then
((fo <wm<i)P,L) —F (P (lo<wi<i)L).

(3) If (Py,L) —1 (P, L), then (Py| P, L) —f
(PO/ | P17 L/)a

(4) It (PL) —— (P, L)),
(vz: &P, L) — ((vz: )P, L),

(5) If PO j Pé, (Pé,Lo) —){‘ (P{,L1)7 and Pll j le7
then (Po,L()) —){‘ (Pl,Ll).

We write ~—»f for the reflexive and transitive closure of

then

Note that the secret reduction (Py, Lo) —1 (P1, L1)
implies usual reduction (Py, Lo) — (P, L1).

Lemma 4.8. Suppose thatT'|| L >, P and A || L >,
Q are k-securely derivable, T'|A is reliable, T' | A || L is k-
secure, and ob,(T'(z)) is finite, where a« = I or a = O.
Then, there exist a process R and a lattice for secrecy
levels L such that (P|Q,L) —»I,JA (R7 ﬁ) and x €
SBarbs, (R).

Proof. See Section E.2. O

Definition 4.9 (Context). A context is defined as an
expression obtained from a process by replacing a sub-
process with [ ]. We write C[P] for the process obtained
by replacing [] in C with P.



(o) |- | T(x,)

rz— o)(w) =

D(zjo) | - [ T(2) [ T(w)

ifwéevand wé¢z

if w e v and w ¢ Dom(I") with

{z; €z |w=wv; and z; € Dom(I")} =
{Zjo,. yxj pfor 0<jo<---<jr<n
if w € v and w € Dom(T") with

{z; €z |w=wv; and z; € Dom(T")} =
{Zjp,. .,z for 0<jo<---<jr<n

Figure 3. Substitution on type environment

depth([ ](1)> = depth([ ](2)) =0

if [V and []®
do not occur in P
depth(Cop) + depth(Cl)

depth(P) = 0

depth(Co | Cl) (

depth(z!0.Cy) = depth(Cy) +

depth(z?7.Cy) = depth(Cp) +
depth(xCy) = depth(

depth((vz : £)Co) (

th(

(

depth( (I < vl < ;) Co ) = depth
depth(if vthenCjelse C}) = depth(Cop) +

N NN N

epth(C’l)

Figure 4. Depth of context

A context with two holes is defined as an expression
obtained from a ];)rocess by replacing just two sub-
processes with [ and . We write C [P, ] )[P ](2)

for the process obtalned by replacing []* and []® in
C with Py and P, respectively.

Definition 4.10 (Depth of context). For a context
with two holes C, we inductively define the depth of
C, written depth(C), as in Figure 4. We also define the
depth of a context with one hole in the same manner.

Definition 4.11 (k-constrained derivation tree, k-finite
level context, k-evaluation context). For a context C
(resp. with two holes), we define a k-constrained deriva-
tion tree of T' || L t>; C as a k-secure derivation tree of

L L Cfrom A L' >p [] (vesp. Ay || Lj >y =
and Ay || Ly Dy [1®) where Iy <p, k or t, is finite in
every instance of (T-OuT) or (T-IN) if [] (resp. [](1) or
[](2)) occurs in P.

We then define an k-finite level context in L as a
context F' satisfying the following conditions:

(1) F is of the following forms:
Fu=[]|(P|F)|(F|P)|x0.F|z?y.F |
(vz : €)F | ([0 <vl< l})F

(2) There exists a k-constrained derivation tree of
I || L>; F.

We also define an k-finite level context in L with
two holes as a context with two holes F' satisfying the
following conditions:

(1) F is of the following forms:
Fu= (FOIFO)[(FP|FW) | (P|F)|(F|P)]
2I0.F | 2?9.F | (vx : §)F | <l~0 <vl< l~1)F

FO =10 (P FD) | (FO | P) | 210 FD |
2?9 FY | (va: £)FWD | (l~0 <vl< l})F(l)
F@ .= [1® |(P|F?)| (F® | P)| 210 F? |

2?9.F P | (v : £)FP | (l~0 <vl< l})F(g)

(2) There exists a k-constrained derivation tree of
I || L>; F.
Finally, we define an k-evaluation context (resp. with

two holes) as a k-finite level context (resp. with two
holes) of depth 0.

Lemma 4.12. Let Do | D1 be a context with two holes
(hence, D; is a process, a context, or a context with
two holes for i = 0,1). Suppose that T || L >; Dy and
A || L > Dy are k- securely derivable from Ty || Lo >y,
[](1) and Ty || Ly >y, [](2), | A is reliable, T'| A || L is
k-secure, and obs (I'(x)) is finite, where o = I or o = O.
Then, there exist a context with two holes C and a lattice
for secrecy levels L such that (D | Dy, L) ol (C’, ﬁ)

H}k
and = € SBarbs, (C).
Proof. Similar to Lemma 4.8. O

Lemma 4.13. Let F be a k-finite level context with two
holes, and T'|| L >; F be the root of a k-constrained
derivation tree. If I is reliable, then there exist an eval-
uation context E and a lattice for secrecy levels L such

that (F,L) —»T (E ji).

Proof. By induction on the depth of F.
In case the depth of F' is 0, we have the claimed result
immediately.



Assume that F is of the form FEy[x!0.Cy] for an
evaluation context Ey. Since I is reliable, ob(T'(z)) <
capo(I(7)).

Assume z is free. Since I' || L >>; F' is the root of the
k-constrained derivation tree of F', cap,,(I'(x)) is finite.
Hence, ob;(I'(z)) is finite. By Lemma 4.12; there exist

R and L such that (Eo[x!9.Co], L) —»L (R, i) and z €

SBarbs;(R). Then (Eolzd.Fo),L) —»% (E[F), io)
for an evaluation context Ej. By the induction hypothe-
sis, there exists an evaluation context E and a lattice for

secrecy levels L such that (E(’)[CO],ﬁO) —»h (E,ﬁ)

Thus, (F, L) —»¥ (EL)

In the case that z is not free, FEp[z!0.Fy] =
(vz)Ej[x!9.Fy) for a evaluation context Ej. Since there
is a k-constrained derivation tree of ' | L t>; Ey[x!0.Fp],
there is a k-constrained derivation tree of T'|| L >
(vz)E{[z!0.Fy]. Hence, there is a k-constrained deriva-
tion tree of IV, : £/U || L >; Eplz!0.Fy] with rel(U).
Therefore, we can show the claim in the same way to
the case that x is free.

In case F is of the form E[z?g.Fy], we can show the
claim in the similar way to the case F = E[z!0.Fp].

In case F'is of the form F Kl;) <vl< IE)FO} , We can
show the claim easily.

4.3. Non-interference

We will now show our main theorem: the non-
interference property of well-typed processes.

Definition 4.14 (Barbs). Let P be a process, and L be
a lattice of secrecy levels. We define the barbs of (P, L),
written Barbs(P, L), as:

(P,L) —» (P',L’) and
x| P'= (vj)z!o.Py | Py or P' = (vg)x?z.Py | P
with z ¢ g for some Py, Py

Definition 4.15 (Barbed bisimulation). A barbed

bisimulation is defined as a binary relation R on

P x £ satistying the following conditions for every

((Po, Lo), (1, L1)) € R.

(1) If (.P(),L()) —
(P{,Lll) such that (Pl,Ll) —
((Po, Lp), (P, LY)) € R.

(2) If (P,L1) — (P{,L}), then there exists
(P§, Ly) such that (Py,Lo) —» (P, L) with
((Py, L), (P1, Ly)) € R.

(3) BaI‘bS(Po, Lo) = Barbs(Pl, Ll)

We say that (Py, L) and (P, L1) are barbed bisimi-
lar, written (Py, Lo) ~ (Py, Ly), if there exists a barbed

bisimulation R such that ((Po, Lo), (P1,L1)) € R.

Definition 4.16. A context C is called an (T' || L, m)-
(A || L',m')-context if A|| L' 1>,y C is derivable from
T L]

(P},L;), then there exists
(P{,L}) with

Note that L' T L if A|| L >, C is derivable from
Tl Lew]

Definition 4.17 (Barbed congruence). For processes P
and Py, we say that Py and P, are barbed (T || L, m)-

congruent, written Py ~ Py, if
L,m)

(1) T'|| L >y, P; is derivable for ¢ = 0,1, and

(2) for any closed A, lattice of secrecy levels L', secrecy
level m’, and any (T || L, m)-(A || L', m')-context C,
(ClR], L) = (C[P], L).

We say that the secrecy level of T' || L is | if [ is the
supremum in L of all the secrecy levels that appear in
I'(x) for every channel name = € Dom(T").

Now, we state the non-interference theorems. Intu-
itively, they guarantee secrets—values of level I’, or be-
havior of processes of level m’—do not leak to attackers
of level [ or k.

Theorem 4.18 (Non-interference (1)). For any type
environment I, lattice of secrecy levels L, process P, and
secrecy levels 1, I, we have

P[m — truel/} =

P [x — falsel/}
(T||L,m)

if T|| L > P[a: — truel/} is k-securely derivable, the
secrecy level of ' || L is I, I' €11, and I L1, k.

Proof. 1t suffices to show that, for any closed A,
a lattice for secrecy levels L/, and a secrecy level

m’, (C {P [1: — truel/H,L’) ~ (C {P [Jc — falsel/},L’D
with any (I' || L,m)-(A || L', m’)-context C. We can con-
struct a process ), where

(C[P[x — truel,”,L’) ~ (Q,L) ~ (C[P[a: — falsel/},[/]).

Hence, we have the claimed result. ) is obtained by
eliminatinT channels with secrecy level higher than &

from C {P T+ truel/H. See Section F.6 for details. O

Theorem 4.19 (Non-interference (2)). For any type
environments I', A, lattices for secrecy levels L, L', pro-
cesses Py, Py, and any (A || L',m')-(T || L, m)-context

C, we have
C|P ~ C|P
O] 3y O
if A|| L' >y Py is k-securely derivable for i = 0,1, the
secrecy level of T || L is 1, m' £ 1, and m' £ k.

Proof. Let II be a closed type environment, and
C be (T'|| Lym)-(II|| L';m")-context. We can
construct a context D, where (C/|C[Pp] ,L) ~
(pletr] ) % (p[erm].n) £ (cler].z).

D is obtained by eliminating channels with secrecy

level higher than k from C. See Section F.7 for
details. O O



5. Conclusion

We have defined 7¥-calculus, an extension of -
calculus with secrecy types and an operation to extend
the lattice of secrecy levels. Then, we have given a type
system for secure information flow and shown the lock-
freedom and non-interference properties. Our system has
extended previous work [6] with general lattices and its
dynamic extensions, requiring deliberate definitions and
proofs for sound generalization and safe extension of
the security lattices. Future work would include further
extending the calculus with polymorphism for secrecy
levels so that processes can communicate and share
the new levels they create, as well as considering other
operations—such as deletion—to dynamically change
the security lattice.
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Appendix A.
Basic properties of 7-calculus

Lemma A.1. For a lattice of secrecy levels L, assume that (l:) <vl< l~1)L is defined, and L C ([0 <vl< l~1>L.
Let I = ([0 <l < z})L. Then (zg <l < l})L' is defined and I' (z; <l < z})L',
Proof. Straightforward. O

Lemma A.2. For a lattice of secrecy levels L and l;), l~17 ZZ), lN’1 C L, assume that lo <vl< l~1>L
and ([g <l < fg) (z; <vl< z})L are defined, and L T (15 <ul< z}>L and (fo <vl< l})L C
(zg <l < 171) (15 <vl< l})L. Then ([6 <l < l71>L and (z}) <vl< l]) ([6 <l < [;)L are  de-
fined and L T i< vl < 171)L, ([6 <l < 171)L C (z; <vl< z}) (l}g <l < [;)L, and
(zg <l < 171) (15 <vl< l})L = (z; <vl< z}) (JZ) <l < ['I)L.

Proof. Straightforward. O
Proposition A.3. If Py X P} and P, X Py, then Py | P, = P} | P|.

Proof. Assume Py < Pj and P; < P/. By (SP-CoMMmUT) and (SP-PAR), we see

Py ‘ P =< P(/) | P (SP—PAR)
<P | P (SP-CoMMUT)
< P|| P, (SP-PAR)
<P, | P (SP-CoMMmUT).
O
Lemma A.4. P() | (Pl | PQ) j (PO | Pl) | PQ.
Proof. By (SP-CoMMUT), (SP-Assoc) and (SP-PAR), we see
P() | (Pl | PQ) =< (Pl | P2) | P() (SP-COMMUT)
= (P P)| P (SP-ComMMmuT) and (SP-PAR)
<P | (P |P) (SP-Assoc)
<P | (Py| P) (SP-CoMmUT) and (SP-PAR)
= (P | P)| P (SP-CoMMUT).
O
Lemma A.5. (1) If Py 2 Py, then FN(FPy) 2 FN(Py).
(2) If Po ~ Pl, then FN(P()) = FN(Pl)
Proof. Tt suffices to show (1). We see (1) by induction on the construction of Py < P;. O
Proposition A.6. If (P,L) — (P, I:), then either
(1) P< (z/j': : é)zm.PO | 275.P, | Ps, (yaa : 5)130 | P[j— 3] | Po <P and L =L, or
(2) P= (Vi : é) (l~0 <vl < l;)PO | P, (Vi : é)PO | P < Pand L = (l:) <vl < l~1)L.
Proof. By induction on the construction of (P, L) — (P, i) O



Appendix B.
Basic properties of usages

B.1. Propositions for usages

Lemma B.1. Let U, Uy, and Uy be usages. Let o € {I,0}. Let F be a partial mapping from usage variables to
obligation levels.

(1) If cap,(Uy) < cap,(Uy), then cap, (Ulp — Uo)) < cap, (Ulp — Ui)).
(2) If Cap(x(UO) = Capa(Ul)) then Capa(U[p — UO]) = Capa(U[p = Ul])
(3) If obo(Up) > 0by(Ur), then oby (Ulp — Us]) > obo(Ulp — Ui)).
(4) If obo (Up) = oba(Uy), then ob(Ulp — Ug)) = obs (Ulp — Ui]).

Proof. (1) By induction on the construction of U.

(2) By induction on the construction of U.

(3) By induction on the construction of U.

(4) By induction on the construction of U. O

Lemma B.2. (1) IfUy XU} and Uy 2 Uy, then Uy | Uy X U | UT.
(2) Uo | (U1 | U2) = (Uo | Uh) | Ua.

Proof. We show each clause.
(1) Assume Uy = U} and U; < U;. By (UP-CoMmuT) and (UP-CONGP), we see

Uo |Uy U | Uy (UP-ConGP)

<UL | (UP-CoMMUT)

<U; | U (UP-CoNGP)

< Uy | Uy (UP-COMMUT).

(2) By (UP-ComMmmuT), (UP-Assoc) and (UP-CONGP), we see

Uo | (Ur|Uz) 2 (Ur | U2) | Uo (UP-CoMMUT)
< (U2 |U1) | Uy (UP-CommuT) and (UP-CONGP)
= Uz | (Ur | Up) (UP-Assoc)
=< Uy | (Uo | Un) (UP-CommuT) and (UP-CONGP)
= (U | Uh) | Ua (UP-CoMMUT).

O

Lemma B.3. IfU <X U’, then cap,(U) < cap,(U’') and oby(U) > ob(U’) for o € {I,0} and a partial mapping F
from usage variables to obligation levels.

Proof. We show the claim by induction on the construction of U < U’. We consider cases according to the clauses
of the definition.

Case 1. If U = U’, then we have the claimed result obviously.

Case 2. Assume U =< U” and U” < U’. By the induction hypothesis, cap,(U) < cap,(U"), obs(U) > ob,(U"),
cap, (U") < cap, (U’), and ob,(U") > ob,(U’). Then, we have cap, (U) < cap, (U’) and ob,(U) > ob,(U’).

Case 3. (UP-ZERO). Assume U = 0| U; and U’ = U;. Then

cap, (U) = cap, (0 | Ur) = min(cap, (0), cap,, (U1)) = min(oo, cap,, (U1)) = cap, (U1) = cap, (U’)
and
0bo (U) = 0b, (0| Uy) = min(ob, (0), 0be (Ur)) = min(co, 0b, (U1)) = 0b (U) = oba (U").
Case 4. (UP-CoMMUT). Assume U = U; | Uz and U’ = Uy | Uy. Then
cap, (U) = cap, (Uy | Uz) = min(cap, (U1), cap, (Uz)) = cap, (Uz | Uy) = cap, (U’)
and

0bo (U) = 0by(U; | Uz) = min(oby (U1),0bs (Uz)) = 0by (Us | Ur) = oby (U”).
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Case 5. (UP-Assoc). Assume U = (U | Usz) | Us and U’ = Uy | (Uz | Us). Then

cap,(U) = cap, (U1 | U2) | Us)

= min(cap, (U1 | Uz2), cap,(Us))

= min(min(cap, (U1), cap, (Uz)), cap,(Us))
(cap, (U1), cap, (Uz), cap, (Us))
in(cap,, (U ), min(cap, (Uz), cap,(Us)))
in(cap, (cap,(U1),Us | Us))
| (U2 | U3))

= min

I
=
=}

I
£
B

Il

o

0
e
Q

and

oba(U) = oba ((Ur | Uz) | Us)
(oba (Ut | Uz) oba(Us))

= min(oby (U1), 0be (Uz), 0bs (Us))
(oba(
(

I
£
=}

= min(oby(U7),0b,(Us | Us))
= oba (U1 | (U2 | Us))
= ob (U").

Case 6. (UP-CoNGP). Assume U; < U;. We also assume U = U | Us and U’ = U] | Us. By the induction hypothesis,
we have cap,, (U1) < cap, (U7) and oby(U1) > ob,(U7). Then
cap,,(U) = cap, (U1 | Uz)
= min(cap,, (U1), cap,, (Uz))
< min(cap,, (U;), cap,, (Uz))
= cap,, (U] | Us)
= cap,, (U")

and

Oba(U) = Oba U1 ‘ UQ)

Case 7. (UP-REP). Assume U = xUy and U’ = Uy | Up. Then
cap,, (U') = cap,, (xUo | Up)
= min(cap,, (*Up), cap,,(Up))
cap,, (xUp)
cap, (U)

and

oba(U") = oba (xUy | Uo)
= min(obg (xUp), 0by (Up))
= ob, (xUp)
= 0bg(

Case 8. (UP-1**)). Assume U = p(1:t0) ,Bf;.UO and U’ = ﬂma’x(tl Uo.
Assume 8 = a.

Cap(x(U) = cap,, (T(tth) BE; UO)
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= cap, (ﬁg .Uo)

— 1,
(ﬁmax(tl, Uo)
)

cap,

and

oba(rﬁfio)ﬁh.vb)

= max(ta ( Uo))
= max(tq, t1)

_ Oba (ﬁmax(t17t o) U )
= Oba( )

Assume 8 = a.

max(tl, )

/-\/—\

and

__oba(N“¢O>ﬁ“lJ)
= max ta (ﬁtz. 0))

= max(ty, 00)
ba( max(tl,t ) U )
bo (U’
C%e&(URD$ﬂJ%wmeU:Tmm”UﬂU§MMLV:T“M”M\ﬂmwaUMW
e 0) om0, )

= cap, (U1 | Us)
= min(cap,, (U1), cap,,(Uz))

= min (capa (T(“’t()) U1) ,cap,, (T(t“t‘)) Ug))

= cap,, (U")

I
o)

and

| |
o)

be (T(tz to) Uy | U2)
(ta (U1 | U2))

(ta,ob ( )) maX(ta,Oba(Uz)))

(
E (1019 01 ) b (1040 13,))

b T(tz,to) Uy | T(tLtO) Us )
ba(U).

v
EEEB

|
o)

I
o
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Case 10. (UP-OR). Fix ¢ € {1,2}. Assume U =
cap, (U)

and

ob, (U)

Case 11. (UP-Conc %)), Assume Uy < UJ,

U1 & U2 and U/ = Ul Then
= cap, (U1 & Us)

= min(cap, (U1), cap, (Uz))
< cap,(Us)

= cap, (U")

= 0bo(Uy & Us)
max(cap, (Uy), cap, (Us))

= ob, (U").
U = +'010) gy, and U’

T(“’to) U|. By the induction hypothesis,

we have cap,, (Up) < cap,, (U}) and ob, (Uy) > 0by(U}). Then

cap, (U) =

and

Case 12. (UP-CommuT 1%%)). Assume U = 1(t1:t0)

cap, (U)

and

= 1(t110) 4(tr:10) 7 Then
) Uo)

T

= cap,

’
o

—~
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B.2. Proof of Proposition 3.8

We show each claim.
(1) Let Uy and Uy usages. Assume Uy <: Uy and con,, (Up). By Definition 3.7 (¢), we have cap,, (Uy) < cap, (U1). By
Definition 3.7 (d), we have obg(Up) > obg(U;). By Definition 3.6, we have obg(Up) < cap,(Up). Then obg(U;) <
obg(Uy) < cap, (Up) < cap, (Uy). Thus, cong (Uy).
(2) Let Uy and Uy usages. Assume Uy <: U and rel(Up). Fix a usage Uj, where U; —» U]. By induction and
Definition 3.7 (b), we see that there exists a usage U} such that Uy —» U] and U} <: U{. Since rel(Up), we have
con(Uy). By (1) in this proposition, we have con(U]). Thus, rel(Uy).
(3) Since it is obvious that the identity relation on closed usages satisfies all the conditions of Definition 3.7, we
have the reflexivity of the subusage relation.

We show the transitivity of the subusage relation. Let

Uy <: Uy, or
R = { (Up,Uy) | there exits Us such that
Uy <: Uy and Uy <: Uy

It suffices to show that R satisfies all the conditions of Definition 3.7.

Assume (Up,Uy) € R. Then, either Uy <: Uj, or there exits Uy such that Uy <: Us and Uy <: Uy. If Uy <: Uy,
then all the conditions of Definition 3.7 hold by Definition 3.7. Assume Uy <: Uy and Us <: Uy.
(a) Fix a usage U, where FV(U) = {p}. By Definition 3.7 (a), we have U[p — Up] <: Ulp + Uz] and Ulp — Uz] <
Ulp — Ui]. Then, we have (Ulp — Upl,Ulp — Ui]) € R.
(b) Assume U; — Uj. By Definition 3.7 (b), there exists U} such that Uy — U} and U} <: Uj. By Definition 3.7
(b), there exists Uy such that Uy — U and U <: Us. Then, we see that there exists U such that Uy — U/ and
(Up, U1) € R.
(¢) By Definition 3.7 (c), we have cap,(Uy) < cap,(Uz) and cap, (Uz) < cap,,(U1), for each a € {I,0}. Then, we
have cap,, (Upy) < cap, (Uy), for each a € {I,0}.
(d) Fix a € {I,0}. Assume cong(Uy). By Proposition 3.8 (1), we have cong(Uz). Then, by Definition 3.7 (d), we
have ob,(Up) > 0bs(Uz) and ob,(Usz) > 0b (Uy). Thus, oby (Uy) > oby (Uy). O

B.3. Property of subusages

Proposition B.4. (1) For closed usages U and U’, if U X U’, then U <: U’.

(2) For closed usages U, if ob(U) = o0, U <: 0.

3) For closed usages U and U’, if ob(U) = oo, then U |U’" <: U’.

) Let Uy and Uy be closed usages. Then (xUy | xUy) <: %(Ug | Uy).

) Let Uy, ..., U, be closed usages. Then (xUg | --- | *Uy,) <: x(Uy |-+ | Uy).

) For usages Uy, Uy, Uf, and Uy, if Uy <: U and Uy <: Uy, then Uy | Uy <: Uy | Uj.
) 14t U <. U for a usage U and t,,t. € NU {oco}.

) U <: U for a usage U.

Proof. We show each claim of Proposition B.4.
(1) For closed usages U and U’ with U < U’, let

R = {(Uolp = U], Uolp = U']) | Uy is a usage with FV(Up) € {p}}.

It suffices to show that RgU’ satisfies all the conditions of Definition 3.7.

Fix closed usages U and U’ with U < U’. Assume (Up[p — U], Uplp — U’]) € RgU’U/).
(a) Let Uj be a usage with FV(Uj) = {p'}. Since FV(Upy) C{p} and FV(U)) = {p'}, we have
Uslp" = Uolp = UD] - = (Uglp’ = Uol)lp = U] and Uglp" = (Uolp = U] = (Uglp" = Uo])lp = U”]. Hence,
(Usle! = Wolp = UL Ujlp' = Walp = U'N) € B
(b) To show that R1 U satisfies Definition 3.7 (b), we show that if (Up[p— U], Uplp— U’']) € RgU’U/), and
Uolp — U'] < V, then there exists a closed usage V such that Up[p — U] < V and ( ) RgU U,
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Assume (Uplp — U], Uglp — U']) € REU’U/) and Up[p — U’] < V. We show that there exists a closed usage V
such that Up[p — U] < V and (V, V) € REU’U/). The proof is by induction on the construction of Uy[p — U] < V.

Assume Uy = p. Then, we have Up[p — U’] = U’. Since U < U’ and U’ <V, we have U < V. Let V = V. Then,
we see that Up[p — U] <V and (VJA/) € RgU’Ul) ifvV=V.

We consider other cases according to the last rule of the construction of Uy[p — U] < V.
Case 1. Assume V = Ug[p — U']. Let V = Up[p — U]. Then, we have Up[p — U] < V and (V,V) € RgU’UI).
Case 2. Assume that there exists V’ such that Up|p — U’] < V/ and V' < V. By the induction hypothesis, there
exists a closed usage V' such that Up[p — U] < V' and (V’,V’) € RgU’UI). Since (V’,V/) € RgU’Ul) and V' <V,
the induction hypothesis implies that there exists a closed usage V such that V/ <V and (V, V) € RgU’U,). Since
Uolp — U] =< V', we have Ug[p — U] < V. R ) )
Case 3. (UP-ZERO). Assume Uy = 0| U; and V = Uy[p — U’]. Let V = U;[p — U]. Then, we have Uy[p— U] XV
and (V,V) € RgU’U/).
Case 4. (UP-CoMMUT). Assume Uy = Uy | Us and V Uslp = U') | Uilp— U']. Let V = Us[p — U] | Ui[p — U].
Then, we have Up[p +— U] <V and (V V) € R

Case 5. (UP-Assoc). Assume Uy = p|Us, U' = Uy |Uy and V = Uy | (Us | Uslp — U’]). Then Uplp — U] =
U | Uslp— U]. By (UP-CoNGP) and trzmsitivity7 we have

Ul|Uslp— Ul = (U1 |U2) | Uslp— U] 2 U | (U2 | Us[p = UJ).

Let V = Uy | (Us | Us[p — U']). Then, we have Uy[p — U] < V and (f/,f/) e RV,

Assume Uy = (Uy | Uz) |Us and V = Uy[p — U'] | (Us|p — U] | Us[p — U"]). Let
V = Uilp s U] | (Us]p — U] | Us|p — U]). Then, we have Up|p — U] <V and (f/,f/) e R\VYY,
Case 6. (UP-CONGP). Assume Uy = Uy |Us, Ui[p—U'] < Vi, and V = V;|Us[p+~ U’]. Then, we have
(U1lp—= U], Ui[p—U"]) € RgU’U/). By the induction hypothesis, there exists a usage Vi such that Ui[p+— U] <V}
and (Vl, \71> € REU’U/). Since (Vl, V1> € RgU’U/), there exists a usage U such that FV(U}) C {p}, Vi = Uj[p — U],
and Vi = Ul[p— U']. Let V = Ul[p+s U] | Us[p — U]. Then, we have (V,V) e RUU) By (UP-CONGP) and
transitivity, we see

Uilp = U] | U2[p = U] 2 Ui[p = U] | Uz[p = UJ.

Case 7. (UP-REP). Assume Uy = +U; and V = «U;[p — U'] | Uy[p — U']. Let V = «Uy[p — U] | U[p — U’]. Then,
we have Ugp[p — U] <V and (V, V) € RgU‘U,).
Case 8. (UP-1**)). Assume Uy = tt110) p U’ = gt .Uy, and V= mdx(tl’t“) .Uj. Since U < U’, we have either
U=U"or U= T( f’to)a 2.Up with ¢ = max(t,t[,).

Assume U = U’. Let V = V. Then, we have Up[p — U] <V and (V7f/) € RgU’UI).

Assume U = T(t/f’t/o) a:i.Ul with ¢; = max(#],#,). By (UP-CoNG 1"*)) and transitivity, we have
T(tl,to) T(t},tb) ai;'Ul < T(t;,to) ai;Ul < ir;ax(tl ta) U

Let V = V. Then, we have Up[p — U] < V and (V V) € R(U’U,)
Assume Uy = 1t:0) ol.Uy and V= n;ax(tl o) 17y [prU']. Let V = max(tl ) 1y [0 — U]. Then, we have
Uolp = U] < V and (V7V) e RV,

Case 9. (UP-D1sT). Assume Uy = 1(1710) p U/ = Uy | Uy, and V = t¢:t0) g | 1{trt0) . By (UP-Cong 1))
and transitivity,

T(tl,to) U= T(tl,to) U =< /]\(thto) U, | T(thto) Us.
Let V = V. Then, we have Up[p — U] < V and (V V) € R(U v,

Assume Uy = 100 U | Uy and V = 1000 0y[p — U7 |T(t”tO)U2[p'—>U] Let V = 1t yy[p s U] |
1(¢1:80) ,[p — UJ. Then, we have Ug[p — U] < V and (V V) € R
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Case 10. (UP-OR). Fix i € {1,2}. Assume Uy = U; & Uy and V = Uy[p — U’]. Let V = U;[p — U]. Then, we have
Uolp > U] < V and (f/,f/) e RV,
Case 11. (UP-Conc 1)), Assume Uy = t0t0) p U' < U, and V = 1010 g7 By (UP-Cong %)) and
transitivity, we have
T(tz,to) U < T(tz,to) U’ < T(thto) U,
Assume Uy =+ Uy 1y [p— U] < Vi, and V = ptr:to) v By the induction hypothesis, there exists a usage
Vi such that Ui[p — U] <V} and (f/l,f/l) IS RgU’U ). By (UP-Conc T(*’*)), we have

et Uy [p s U] < 410010 17,

Let V = (%0, Then, we have U, [pr U] <V and (V, ‘7) € REU’U/).

Case 12. (UP-CommuT 1), Assume Uy = +710) p 07 = $(1116) U, and 7 = +(1£0) 4(tr10) 7y Let v = V.
Then (V, V) € R(IU’U ). By (UP-Cong 10%)) we have

Uslp = U] = (t1t0) g < 4trto) i < 4{tht0) 4trto) = 7,

Hence, Up[p+— U] < V.

Assume Uy = 1(010) 4(t1:40) 7, and V = 4(t1:10) 4t1t0) 7, [p 1 U], Let V = 1(t1:0) 4t120) 7, [ 1 U). Then,
we have Up[p — U] < V and (V)f/) c RgU,U )
Now, we show that if (Uo[p— Ul,Uslp = U"]) € R§U’U') and there exists a closed usage V such that

Uslp — U'] — V, then there exists a usage V such that Up[p — U] — V and (V, V) € RgU’U,).

Assume (Uplp — U], Uglp — U']) € RgU’U/) and Up[p — U’] — V. We show that there exists a usage V such that
Uolp — U] — V and <V, V) € R§U’U ). We show the claim by induction on the construction of U [p—>U]—V.
Assume Uy = p. Then, we have Up[p — U'] = U’ and Uy[p — U] = U. Then, we see

U=U —V
Let V = V. Then, we see that Up[p — U] — V and (V, V) € RgU’U/) ifvV=v.
We consider other cases/according to the last rule of the construction of Uylp — U'] — V.
Case 1. Assume Uy = p | Oy .Uy, U' = Ij.Ur, and V = Uy | Us[p — U'].
Since U < U’, we have either U =U’ or U = T(t/f/’tg) I{*.Uy with t, = max(t,t]).
Assume U = U’. Let V = V. Then, we have Ug|p — U] — V and (V, V) € REU’U/).
Assume U = T(tlfl’tg) I{* .Uy with t, = max(t1,t}). By (UP-1*%)) | we have

118) 11 Uy | O} Uslp +» U) < Ii2.Uy | O} Uslp = U] — Uy | Uslp = U],

Let V = U | Us[p = UJ. Then, we have Uy[p — U] =V and (V,V) € R:(LU’U/).
Assume Uy = I;°.Uy | p, U' = O;:”.Ug, and V = Uj[p — U] | Us.
Since U =< U’, we have either U = U’ or U = T(tl/’tg) Of}.Ul with ¢, = max(t1,t}).
Assume U = U'. Let V = V. Then, we have Uy[p — U] — V and (V, V) € REU’U,).
Assume U = T(t/fl’tg) O'r.Uy with t/, = max(ty,t%). By (UP-CommuT) and (UP-1(*"*)), we have
It Uy[p v U] |15016) 0t .Uy < 1(5:16) 0 Uy | Tte Uy [p v U
< 0y .Us | Ife.Un[p > U]
< L2 Urlp = U] 037 .Us
— Uilp—= U] | Us.

Let V = Uy[p — U] | Us. Then, we have Up[p — U] < V and (f/, f/) e RV,

19



Assume Uy = I}°.U; | O:%.Ug and V = Uy[p— U] | Us[p — U']. Let V = Uy[p — U] | Uz[p — U]. Then, we have
Uolp s U] — V and (V, f/) e RV,
Case 2. Assume Uy = U, | Us, Ui[p — U'] — Vi, and V = V; | Us[p — U’]. By the induction hypothesis, there exists
a usage V; such that Uy [p— U] — V7 and (Vl,Vl) € RgU’U,). Let V =V, | Uslp — U]. Since (Vl,ffl) € RgU’U,),
there exists a usage U] such that FV(U]) C {p}, Vi = Uj[pr U], and V; = U}[p+> U']. Hence, we see V =
Ullp > U] | Us[p s U] and V = U{[p s U’] | Us[p ~ U’]. Then, we have Ug[p — U] — V and (f/, f/) e RV,
Case 3. Assume that there exist usages V; and Vs such that Uplp—U'] = ‘71, Vi — Vg, and Vo < V. Since
(Uolp = U),Uplp—U") € REU’U,) and Ugy[p — U’] < Vi, there exists a closed usage V; such that Up[p — U] < V)
and (Vl,Vl € REU’U,). By the induction hypothesis, there exists a closed usage Vs such that V; — V5 and

‘72,‘72) S REU’U,). Since (VQ,VQ) S REU’U,) and Vg = V, there exists a closed usage V such that Vo < V and

V,V) e RgU’U,). Since Uy[p — U] =< Vi, Vi — Vi, and Vi < V, we have Uolp— U] — V.
(¢) By Lemma B.1 (1) and Lemma B.3.
(d) By Lemma B.1 (3) and Lemma B.3.
(2) For a closed usage U with ob(U) = oo, let

R\ = {(Us[p = U], Uslp — 0)) | Uy is a usage with FV(Uy) = {p}}.

It suffices to show that RéU) satisfies all the conditions of Definition 3.7.

Fix a wusage Uy with FV(Uy) C{p}. Fix a closed usage U with ob(U)=occ. Assume
(Uolp = U), Uslp — 0]) € RS,

(a) Let U’ be a usage with FV(U') = {p'}. Since FV(Up) C {p} and FV(U') = {p'}, we have
Ul = Uolp = U] = (Ul = Uo))lp—= U] and U'[p" = (Uolp—0))] = (U'lp' = Uo])[p+ 0]. Hence,
(U'lp! = WUolp = UPLU'lp! = (Uolp > O])) € Ry )

(b) To show that RQU) satisfies Definition 3.7 (b), if (Ug[p — U], Up[p — 0]) € RéU) and Up[p — 0] <V, then there
exists V such that Up[p +— U] < V and (V, V) € RéU).

Assume (Uplp — U], Uplp +— 0]) € RgU) and Up[p — 0] < V. We show that there exists a closed usage V such
that Uplp— U] <V and (V,V) e RéU). The proof is by the induction on the construction of Up[p — 0] < V. We
consider cases according to the last rule of the construction.

Case 1. Assume V = Ug[p +— 0]. Let V = Up[p — U]. Then, we have Up[p — U] <V and (V, V) € RgU).

Case 2. Assume Up[p — 0] < V' and V' < V. By the induction hypothesis, there exists a closed usage V' such that
Uolp U] = V" and (V',V') € RéU). Since (V',V’) € RéU) and V' < V, the induction hypothesis implies that
there exists a closed usage V such that V/ < V and (V, V) € RgU). Since Up[p — U] = V' and V! < V, we have
Uolp— U] = V. ) ) )
Case 3. (UP-ZERO). Assume Uy = 0|U; and V = Uy[p+— 0]. Let V = Uy[p — U]. Then, we have Up[p — U] XV
and (V,V) € RéU).

Case 4. (UP-CoMMUT). Assume Uy = Uy | Uy and V = Us[p — 0] | Uy[p — 0]. Let V = Us[p — U] | Urlp — U].
Then, we have Up[p +— U] <V and (V,V) € R;U).

Case 5. (UP-Assoc). Assume Uy = (Uy|Us)|Us and V. = Uilp— 0]| (Us[p— 0] | Us[p— 0]). Let V =
Uilp = U | (Uz[p +— U] | Us[p +— U]). Then, we have Uy[p — U] < V and (V,V) € RéU).

Case 6. (UP-CONGP). Assume Uy = Uy | Uy, Uy[p — 0] < Vi, and V = V; | Uy[p — 0]. By the induction hypothesis,
there exists a closed usage V; such that U; [p— U] = V; and (Vl, Vl) S RéU). Since <V1, V1> € RéU), there exists

Uy such that Vi = Uy[p — U] and V; = Uy[p+— 0]. Let V = Uy[p — U] | Us[p — U]. Then, we have (V,V) € RéU).

By (UP-CONGP), we have Uy[p = U] | Us[p — U] 2 Uy[p = U] | Uz[p = UJ.

Case 7. (UP-REP). Assume Uy = «U; and V = «Uy[p — 0] | U1[p — 0]. Let V = «U;[p — U] | U1r[p — U]. Then, we
have Ugp[p +— U] <V and (V,V) € RéU).

Case 8. (UP-1**)). Assume U, = 1(:10) oyl.Uy and V= agax(tl’t“).Ul [pr0]. Let V = ainax(tl’t").Ul[p — U].

2
Then, we have Up[p — U] < V and (V, V) € RéU).
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Case 9. (UP-DisT). Assume Uy = 4000 U [Uy and V. = 00 Ui[p s 0] |10 Uy[p — 0]. Let V. =
10100 U [p 1 U] [ 44149) Ug[p 1 U] Then, we have Uplp — U] <V and (V, V) € RY”.

Case 10. (UP-OR). Fix i € {1,2}. Assume Uy = U; & Uy and V = U;[p + 0]. Let V = U;[p — U]. Then, we have
Uolp— U] <V and <V7f/ € RgU).

Case 11. (UP-ConNG T(*"*)). Assume U, = T(t”tO)Ul, Uillp— 0] = Vi, and V = T(“’tO)VL By the induction
hypothesis, there exists a closed usage Vi such that U; [p— U] = V; and (Vl, Vl) e RéU). Since (Vl,ffl) € R;U),
there exists Uy such that V; = Uy[p — U] and Vi = Uy[p — 0]. Let V = 1110 {7, [p s U]. Then, we have (V, V) €
R\, By (UP-Cona 1)), we have 1¢1:%0) U7 [p s U] = 1040) 7, ]p > U]

Case 12. (UP-CommuT 1)) Assume Uy = T(t“tO)T(t/f’t/O) Up and V = T(tlf’tlo) &) 7 [p 5 0]. Let V =
T(t’htb) +(t1:20) 17, [p + U]. Then, we have Up[p — U] < V and (V, V) € RéU).

Now, we show that if (Up[p— U],Uplp — 0]) € RgU) and Uglp — 0] — V, then there exists V such that
Uolp — U] — V and (V, V) e RV,

Assume (Uplp — U], Uylp — 0]) € RéU) and Ug[p — 0] — V. We show that there exists a closed usage V such
that Up[p— U] — V and (V,V) € RéU). The proof is by the induction on the construction of Ug[p — 0] — V.
We consider cases according to th/e last rule of the construction.

Case 1. Assume Uy = I;°.U, | OI:f.Ug and V = Ui[p+ 0] | Usfp — 0]. Let V = Uy[p — U] | Us[p — U]. Then, we
have Ugp[p +— U] — V and (V, V) € RéU).

Case 2. Assume Uy = Uy | Us, Up[p — 0] — Vi,and V =V; | Us[p + 0]. By the induction hypothesis, there exists V;
such that Ui[p — U] — V; and (Vl,%) € RéU). Since (Vl, Vl) € RéU), there exists U; such that V; = U, [p— U]
and Vi = Uy[p — 0]. Let V = U [p — U] | Us[p — U]. Then, we have Up[p — U] — V and (V, V) € RéU).

Case 3. Assume there exists usages V; and Vj such that Up[p — 0] < Vi, Vi — Va, and Vo < V. Since Ug[p — 0] < V4,
there exists V; such that Uy[p — U] < V; and (Vl,Vl) IS RéU). Since (Vl, V1) € RéU) and V; — V5, the induction
hypothesis implies that there exists Vs, such that V; — Vs and (Vg, Vg) S RéU). Since V5 < V, there exists V such
that Vo < V and V,V € RéU). Since Uy[p — U] < Vi, Vi — Vs, and Vi < V, we have Ullp— U] — V.

(¢) Let o € {I,0}. Then, we have cap,(U) < oo = cap,(0). By Lemma B.1 (1), we see cap,(Uplp — U]) <
cap,, (Uo[p ~— 0]).

(d) Let @ € {I,0}. By assumption, ob,(U) = o0o. Then ob,(U) = oo = 0by(0). By Lemma B.1 (4), we have
ob, (Uplp — U]) = oby, (Uy[p — 0]). Thus, ob, (Ug[p — U]) > ob, (Ug[p + 0]).

(3) For closed usages U and U’, assume ob(U) = co. By this proposition (2), we have U <: 0. From Definition 3.7 (a),
we see U |U’ <: 0|U’. By (UP-ZERO), 0 | U’ < U’. By this proposition (1), we have 0|U’ <: U’. By Proposition 3.8
(3), we have U |U’ <: U".

(4) For closed usages Uy, Uy, let

RU) — (U — +Uy | U1, Ulp — #(Uy | U1)]) | U is a usage with FV(U) C {p}}.

It suffices to show that RELUO’UI) satisfies all the conditions of Definition 3.7.

Fix closed usages Uy, U;. Fix a usage U with FV(U) C {p}. Assume
(Ulp = (+Uo [ +U)], Ulp = (Uo | U1)]) € RE™.

Let WO = *UO | *Ul and W1 = *(UO | Ul)
(a) Let U’, where FV(U') = {p}. Since FV{U)={p} and FVU') = {p}, we have
U'lp’ = (Ulp = Wo])] = (U'[p" = U)lp = Wo| and U'[p" — (Ulp = Wi])] = (U'[p" = U])[p — W1]. Hence,

(U0 = (Ulp = (+Uo | +UN))], U'[0 = (Ulp = +Us | U])]) € R,

b) To show that RELUO’Ul) satisfies the condition Definition 3.7 (b), we show that if
(Ulp = Wol,Ulp— Wh]) € Rfon’Ul) and there exists a usage V such that U[p+— Wi] < V, then there exists
V such that U[p+— Wy] < V and (V, V) € RflUmUl).

Assume U[p — W;] < V. The proof is by induction on the construction of V[p — W] < V. We consider cases
according to the last rule of the construction.

—~
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Case 1. Assume V = U[p — Wi]. Let V = U[p — Wo]. Then, we have U[p — Wy] < V and (V V) € R(UD’UI)

Case 2. Assume U[p— Wi] < V’ and V' < V. By the induction hypothesis, then there exists V' such that
Ulp — Wy] < V' and (V’,V’) € RiUO’Ul) Since (V’ V’) R(UO’UI) and V' < V, induction implies that there
exists V such that V/ <V and (V, ‘7) € R(UO’ 1) Since Ulp— Wo] <V’ and V' <V, we have U[p+— Wy] < V.
Case 3. (UP-ZERO). Assume U = 0 | U’ and V = U’[p — W;]. Let V = U’[p — Wp)]. Then, we have U[p — Wy] < V
and (V,V) € RELUO’UI).
Case 4. (UP-CoMMUT). Assume U = U} | U} and V = U} [p — Wi | Uj[p — Wi]. Let V = Ul[p — Wol | Ujlp — Wo).
Then, we have U[p — Wy] < V and (‘7, ‘7) € RELUO’Ul).
Case 5. (UP-Assoc). Assume U = (U} |U}) | U} and V = U}lp — Wil | (U}[p — W) | Uslp— W1)). Let V =
Ullp = Wo | (ULlp — Wo] | U[p — Wo]). Then, we have U]p s W] < V and (V v) e R{VoUY,
Case 6. (UP-CoNGP). Assume U = Uj | Uy, Ullp — W1] X Vg, and V =V, | Ui [p — Wi]. By the induction hypoth-
esis, there exists a closed usage Vj such that Uj[p — Wy] < V; and (%, VO) € RZ(LUO’Ul). Since (V(h Vo) € RiU"’Ul),
there exists Uy such that Vi = Up[p — Wy] and Vi = Uplp — Wh]. Let V = Uy[p — Wyl | U{[p — Wo]. Then, we
have U[p = W] < V and (V, V) € RELUO’Ul).
Case 7. (UP-REP). Assume U = p and V = (x(Uy | U1)) | (Uo | U). Let U’ = p| (U |Uy) and V = U’[p — Wy
Then, we have V = U’[p — W;]. Hence, we have (V, V) € RiUO’Ul). By (UP-Commurt), (UP-REP) and Lemma B.2,
we have
Wo = Uy | xU;

= (xUo | Uo) | (+U1 | Un)

=*Up [ +U1 | (Uo | Uh)

=V.

Assume U = «U’ and V = «U'[p— Wil |U'[p— Wi]. Let V = «U’[p — Wo] | U’[p — Wo]. Then, we have
Ulp— W] =V and (V,V) € RA(LU"’Ul).
Case 8. (UP-1**)). Assume U = 1(t1:t0) oyl .U’ and V= agax(tl’t“). Ulpr Wi]. Let V = max(tl ta) U'p = W)
Then, we have U[p — W] <V and (V, V) € RELUO’Ul).
Case 9. (UP-D1sT). Assume U = 00yl U and V. = 100 Uil Wy |11 Ulp — Wi, Let V =
10D gl s Wol [17%) U p 1 Wo]. Then, we have Ulp > Wo] <V and (7, V) e R,
Case 10. (UP-OR). Fix i € {0,1}. Assume U = U} & U} and V = U![p — W1]. Let V = U![p — Wo]. Then, we have
Ulp — Wo] <V and (v V) e R{Pov),
Case 11. (UP-Cong %)), Assume U = 120 U U'[p—s Wy] < V/, and V = 120 ¥/ By the induction
hypothesis, there exists a closed usage V' such that U’[p — Wy] < V' and (V", V') e REIUO’Ul). Let V = qlirto) 7,
Then, we have U[p+— Wy] =< V. By Definition 3.7 (a) we have shown, ptrto) V’,T(t“to)V’) € RELUO’UI) i e
(f/,f/) e r{VYY.
Case 12. (UP-CommuT 109, Assume Uy = 1140 +(t080) ) and V = 4(t1:40) 4(t1:40) {7 [p s W), Let V =
T(t/I’tIO) 1(¢1:20) 17, [p + Wp). Then, we have Ug[p — U] < V and (V, V) € Ré(lUO’Ul).
Now, we show that if (U[p — Wo],Ulp — Wh]) € R{YUY) and there exists a usage V such that Ulp— Wy — V,

then there exists V such that U[p — W] — V and (V, ‘7) € RELUO’UI).

Assume [J[p — W,] — V. The proof is by induction on the construction of V[p s W] — V. We consider
cases according to the last rule of the construction.

Case 1. Assume U = I/°.U] | Ot, U and V = Ub[p — Wi] | Uf[p s Wi]. Let V = Ub[p +— Wo] | Uj[p — Wp]. Then,
we have Ulp — Wy] — V and (V V) c R(UO,UI).

Case 2. Assume U = U} | U}, Ujlp+— Wi — Vo, and V = Vj | Uj[p — W1]. By the induction hypothesis, there
exists Vp such that Ullp — Wo] — V, and (VO, Vg) € RZ(LUO’UI). Since (f/o, VO) € Rfon’Ul), there exists Uy such that
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Vo = Uplp — Wo] and Vi = Ug[p — Wi]. Let V = Ug[p — Wo] | Uj[p — Wp]. Then, we have U[p — Wy] — V and
(V,V) e R\,

Case 3. Assume there exists usages V and V; such that Ulp — W] < Vo, Vo — Vi, and V] < V. Since Ulp— W] =
Vo, there exists Vg such that U[p — W] < Vj and (VQ,VO) € RflUO’Ul). Since (VO,VO) € RSLUO’UI) and Vo — V1,
the induction hypothesis implies that there exists V; such that Vy — Vi and (Vl, Vl) € RflU”’Ul). Since (\71, Vl) €
RELU"’Ul) and V; < V, there exists V such that V; < V and (‘7,‘7) € RELUU’UI). Since U[p — Wo] < Vo, Vo — VA,

and V; <V, we have U[p — W] — V.
(c) Let a € {I,0}. Then

cap,, (*(Uo | Ut)) = cap,(Uo | Ur)
= min(cap, (Up), cap, (U1))
= min(cap,, (*Up), cap, (xU7))
= cap,, (xUp | *Uy).

By Lemma B.1 (2), we have cap, (Ulp — *(Uy | U1)]) = cap, (Ulp — (*Up | *U1)]). Thus,
cap, (Ulp = #(Uo | U1)]) < cap, (Ulp = (+Uo | ¥U1))).
(d) Let @ € {I,0}. Then

min(oby, (Up), oba (U1))
= min(ob, (xUp), 0bs (xU7))

By Lemma B.1 (4), we have ob,(U[p — *(Uy | U1)]) = obo(Ulp — (xUp | *U1)]). Thus,
obo (U[p = #(Uo | U1)]) = oba(Ulp = (+Uo | +U1)]).
(5) By this proposition (4) and Proposition 3.8 (3),
#(Uo |-+ |Un) > #(Uo |-+ [ Un—1) | *Un

>

> (xUg | -+ | %U,,).

(6) Assume Uy <: Uy and Uy <: Uj. By Definition 3.7 (a), we have Uy | Uy <: U} | Uy. We also have Ujj | Uy <: U} |U;.
By Proposition 3.8 (3), we see Uy | Uy <: Uj | Uj.

(7) For a tuple of variables j = (po,...,pn) and a tuple of usages U = (Up,...,U,), we abbreviate
Ulpo = U, -+, pn = Uy forU[ﬁHU].
Let

Re — G { (V [Po s ptrotoo) g p ey pltinston) Un} 7)
.=
V[p() = UOw-an — Un]

It suffices to show that Ry satisfies all the conditions of Definition 3.7.
Fix closed usages Uy, . ..,Uy, a usage V with FV(V) C {po, ..., pn}, and tog, .-, ton,tig,---trn € NU{oc}. Let

5= (P0s- s pn)s U = (Uo,...,Uy), and U = (ﬂ“mtoa) Us, ... Atrnton) Un). Assume (V [ﬁ — U'} : V[ﬁ — U]) e
Rs.
(a) Let V' be a usage with FV(V')

v (Ve 0])] = <V’[p’HV}>[;H
(7l = (vl 0]Vl = (v]pe 01

Uy, ...,U, are closed usages, and
V is a usage with FV(V) C {po,...,pn} [’

n=0

{p'}. Since FV(V) C{po,...,pn} and FV(V') = {p’'}, we have
g and V' [p’ — (;[ﬁpro—) U’]/))} = (V[ — V])[ﬁr—flj’} Hence,
)
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Assume (V [[) — lj’] , V[[) — ﬁD € Rs and V {[) — f]} < V. We show that there exists a closed usage V such
that vV {,5 — U’} <V and (V, V) € Rs. The proof is by the induction on the construction of V|p — U| < V.
Assume V = p; with some i = 0,...,n. Then, we have V[ﬁ»—> (NJ} = U; and V[[)l—> U’} = T(“i’toi) U;. Let
v = t(t1:40:) 7 Then, we have (T(“wtoi) v, f/) € Rs. By (UP-ConG 1)), U; < V implies 1(#-0:) U, < V.
We consider other cases according to the last rule of the construction of [ﬁ — U } <V.
Case 1. Assume V = V[ﬁ — U] Let V = V[ﬁ — UN"} Then, we have V[ﬁ — U’] <V and (f/7f/) € Rs.
Case 2. Assume V[ﬁ — U} < V'and V' < V. By the induction hypothesis, there exists a closed usage V' such
that V[ﬁ — U’} <V’ and (V/, V') € Rs. Since (V’,V’) € Rs and V/ < V, the induction hypothesis implies that
there exists a closed usage V such that V/ < V and (V, V) € Rs. Since V{ﬁ — U/} < V' and V' <V, we have
vipe o] =V,
Case 3. (UP-ZERO). Assume V =0V, and V = %|:,5 — U’] Let V = %|:,5 — U’} Then, we have V{ﬁ — U’} <V
and (V,V) € Rs.
Case 4. (UP-CoMMUT). Assume V = V; | V4 and V = V4 [ﬁ s U] Vo [ﬁ s U] Let V =1 [ﬁ s U'} Vo {,5 s U/]
Then, we have V{ﬁ — U’} <V and (V,V) € Rs.
Case 5. (UP-Assoc). Assume V = p; | Va, U; = Vo | Vi and V =V | (V1 Vs [,3 s U]) for some i = 0,...,n. Then
v{ﬁ — U/} - (T(% t0.) (Vy | Vl)) Vs {,5 s U/] By (UP-DisT) and transitivity, we have

et (v [ Vi) | Va5 07] 2 o) v 10t v | 13 [ U]
<At vy | (10t v V1o 7).

Let V = T(t”’toi) Vo | (T(t”’toi) Vi | Va [ﬁ > lj’]) Then, we have V[ﬁ > (7’] <V and (V,V) € Rs.

Assume V. = (Vo|Vi)|Ve and V = VO[ﬁHU] | <V1[ﬁ»—>l7 |V2[ﬁ»—> U]) Let V = VO[,;HU/} |
(Vl {ﬁ — UN"} | Va {/3 — U’]) Then, we have V |p — U’} <V and (V,V € Rs.
Case 6. (UP-CoNGP). Assume V =V, | V1, Vo |p — ﬁ} < Vo,and V =V, | V3 [ﬁ — U} By the induction hypothesis,

there exists a closed usage V, such that Vj p— U’ =<V, and VO,VO € Rs. Since (V(),Vo € Rs, there exists

closed usages Wy, ..., Wy, a usage V' with FV(V') C {pg,..., 0}, }, and tiq, ..., to,,, thgs - - - 17, € NU{oo} such
that

Vo=V’ {pg — T(“o’too) Wo, ..., pl, s Ptimstom) Wm} and
Vo =V'[ph = Wo,....ph = Wl.

Without loss of generality, we can assume {pq, - - ., pn YO {ph, - - - Pt = 0. Let o = (0fs - -+, ply)s W = (Wo, ..., Win),
and W’ — <T(t/lovt;30) WO) . ’T(t/I'm’thnL) Wm

Let V. = V' [,3' — W/} ' [ﬁ — U'] Then, we have (f/, f/) € Rs. By (UP-CoNGP), we have
VO[[)»—)U’} |V1{,5|—> U'} < V’[ﬁ’»—> W'] \Vl{ﬁH U/]
Case 7. (UP-REP). Assume V = #Vp and V = #V; [f) i 0} Vo [[) o U}. Let V = #V, [ﬁ o U'} Vo [ﬁ o U/}. Then,
we have V) [ﬁ — U’} <V and (V, V) € Rs.
Case 8. (UP-1("). Assume V = 1(1:00) p, T, = alt .V, and V = a2 0te) v Lot 17 = pltnitor) gmexttte) y
Then, we have (V,V) € Rs. By (UP-CommuT ")) and (UP-REP), we have

Vv [[) — U/} — T(tz,to) T(t1i7toi) ag-VO =< T(tli' ,toi) T(tI,to) OZEVO < T(t}i,toi) a;r;ax(tl,ta).vo _ ‘V/

24



Therefore, we have / {,5 — U’} <V.

Assume V = ftrto) o}V and V= max(tl’ A [[) — U} Let V = ozfgax(tl’t ).Vo[[) — (7’} Then, we have
V[p — U’} <V and (v, v) € Rs.
Case 9. (UP-DIST). Assume V = 1310 yo |V and V = 4(tnto) v [ﬁ — U} | (trto) [ﬁ s U’]. Let V =
ptrto) v [/3 s U’/} | 4ltrto) v, {,3 s U'] Then, we have V[ﬁ s U’/} <V and (V, f/) € Rs.
Case 10. (UP-OR). Fix j € {0,1}. Assume V =V, & Vi and V =V} [ﬁ — U} Let V =V [;3 — U’} Then, we have
V{pﬂ—> U’} <V and (V, V) € Rs.
Case 11. (UP-ConG 1)), Assume V = ptnto) v Vb[ﬁ»—) T]’} =< Vo, and V = 1120 i By the induction

hypothesis, there exists a closed usage V such that Vj p— U:/} < Vp and (VO, VO) € Rs. Since (Vo, VO) € Rs, there

exis}/;c c}llosed usages Wo, ..., Wy, a usage V' with FV(V’) C {pg,..., .}, and g0, ... to,,, thgs - - - 17, € NU{co}
such that

Vo = V'|py = 1110 000) Wo, o gl v 40m t0m) W, | and
VO = V/[p() — Wo, A ,p;.n — Wm]

Let o = (phoeeispl)s W = (Wos..., W), and W' = (T(t'fovt'oo) Wo, ... H(Emton) Wm>. Let
vV = T(t“tO)V’[prHWO,...,p;n»—)Wm]. Then, we have (V, V) € Rs. By (UP-Cona T(*’*)), we have
T(tz’to) Vo [ﬁ — U/} < T(thto) V! |:p~/ — W/}
Case 12. (UP-CommuT 1)), Assume

V = T( hto)p U, = T(tpto) Vo, and VvV = T(t,l’tb) T(t“tO)V Let V =
T(t},t’o) pirto) T(thtO )V Then, we have (v
H

V) € Rs. By (UP-CommuT %)) and (UP-ConG ")), we have

V[ ptrto) p(tr to;) 4(¢1:16)

(tr,to) T(t;,f/o) T(tfi,f,oi) Vi

IA
_>

(t7:to) T(thto) T(tz to;) Vo

IIA
<k —

Hence, we have V{ﬁ — (j’} <V.

Assume V = 1t1:£0) 4(¢1:80) v and 7 = 4(t1:to) 4(trto) v [5 s U}. Let 1 = 1(t1:t0) 4(trto) {,5 — l]/] Then,
we have V{[) — U’} <V and (V,V) € Rs.

Now, we show that if (V [[) — U’},V[ﬁ — ﬁD € Rs and V{[) — 0} — V, then there exists V such that
V{,B»—> U’} — V and (V,V) € Rs.

Assume (V P> U’] vV [ﬁ — UD € Rs and V [[) — (NJ} — V. We show that there exists a closed usage V such
that Vv [,5 — U'| — V and (V, V) € Rs5. The proof is by the induction on the construction of [[) — f]} — V.
Case 1. Assume V = Itt:.VO | Ofé.Vl and V = Vo[[) — [}} | V1 [[) — f]} Let V = %[ﬁ — Uz’} | V4 [[) — U’} Then, we
have V{[) — U’} — V and (V,V) € Rs.

Case 2. Assume V =V | V1, W [ﬁ —U| — Vo, and V =V, | V1 [ﬁ — ff} By the induction hypothesis, there exists
a closed usage Vj such that Vg |p — U'| — V, and (Vo, Vo) € Rs. Since (VO, Vo) € Rs, there exists closed usages
Wo, ..., W, a usage V' with FV(V') C {pp,...,p},}, and tpg, ... to,,.tres - - - t7,, € NU{oo} such that

Vo = V' |p = 1(t10100) Wo, .. pf, v 0m t0m) W, | and

Vo =V'[ph = Woy .oy play = Wil
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Without loss of generality, we can assume {pq, . . ., pn YO {ph, - - -, P} = 0. Let o = (0fs - -+, ply)s W = (Wo, ..., Win),
and 01— (o) 5y 3o 11

Let V=1V’ [p~’ — W |V1[ﬁ — U’} Then, we have (V,V) € Rs. We also have Vo[ﬁ — U’} | Vi {/3»—> U’} —
V’[;;’ — W’} |V1{,6n—> u|.
Case 3. Assume there exists usages V;, and V; such that [ﬁ — U'} <V, Vo — Vi, and V| = V. Since V [/3 — Tj} =
Vp, there exists Vy such that V/ [ﬁ — U’} < Vp and (‘70, Vo) € Rs. Since (Vo, Vo) € Rs and Vyj — V7, the induction
hypothesis implies that there exists V; such that Vy — V4 and (Vl, Vl) € Ry. Since V7 =< V, there exists V such
that V; < V and (V,V) € Rjy. Since V[ﬁ — U’] < Vo, Vo — V1 and V4 < V, we have V{ﬁ — U’} — V.
(¢) By Lemma B.1 (2).

(d) By Lemma B.1 (4).
(8) By this proposition (7). O

Appendix C.
Basic properties of types and type environments

C.1. A basic property of types

Proposition C.1. (1) Let 19 and 71 be types. Then 1o | 71 <: 71| 70.
(2) Let 19, 11, and T2 be types. Then (1o | 1) | T2 <: 70| (11| T2).
) For types 19, 7}, 71 and 71, if 7, <: 7] for each i = 0,1, then 1o | 71 <: 7| 7y.
) Let 19, 71, and 15 be types. Then 7o | (11| 12) <: (70| 71) | T2.
) For types T and 7', ob(7) = oo implies 7| 7" <: 7.
or esT ana T, i T <!T en xT <! *T .
) For typ dr', if ', th !
) Let T be a type. Then 1 <: T |T.
) Let To,...,Tn be types. Then (x1o |- | *7,) <: (10 |+ | Tn)-
) Let 7 be a type. Then ptnto) o . 7
) Let 7 be a type. Then T7 <: 7.

Proof. We show each claim.
(1) We show 7o | 71 <: 711 | 70.

Assume 79 is a base type and 79 = 7. Then 79 | 7 = 79. Since 79 = 71, we see that 7, is a base type. Then
71 | 70 = 71. Since 79 = 71, we have 7o | 1 = 71 | 70. Hence, we have 7o | 7y <: 71 | 70.

Assume 79 = /Uy and 71 = £/U;. Then, we have 79 | 71 = /Uy |Uy and 11 | 79 = &/U; | Uy. Since Uy | Uy =
U | Uy, Proposition B.4 (1) implies Uy | Uy <: Uy | Uy. Thus, 9 | 71 <: 71 | T0.
(2) We show (19 | 71) | 72 <: 70 | (11 | 72).

Assume 79 is a base type and 79 = 71. Then 7y | 71 = 79. Because 7y is a base type and 79 | 72 is defined, we have
To =72 and 7o | 72 = 7o. Hence, (19 |71) |72 =70 =70 |71 =70 | (11 | T2).

Assume 19 = £/Up and 7, = £/U;. Then 79 | 71 = £/Up | Uy. Because (19| 71) | 72 is defined, there exists a usage
UQ such that T2 = f/UQ Hence, (7’0 | ’7'1) | T2 = g/((UO | Ul) | Ug) We also have T0 | (7'1 |7'2) = g/(UO ‘ (Ul ‘ UQ)) Since
(U() | Ul) | Uy XUy ‘ (Ul ‘ Uz), we see (U() | Ul) | Uy <: Uy | (U1 | UQ) ThUS, (’7’0 | Tl) | Ty <: To | (7‘1 |’7’2).
(3) Assume 7; <: 7/ for each i = 0,1. We show 19 | 71 <: 7| 71-

Assume 79 is a base type and 79 = 71. Then 79 | 71 = 7. Since 79 <: 74, we have 7} = 79. Since 79 = 71, we see
that 7 is a base type. Since 71 <: 71, we have 7{ = 71. Then 7 | 71 = 7 | 7. Hence, we have 7 | 71 <: 74| 79.

Assume 79 = /Uy and 71 = £/U;. Then 79|71 = &/Uy | Uz. For each i = 0,1, because of 7; <: 7/, we have
7/ =¢/U] and U; <: U]. By Proposition B.4 (6), we have Uy | Uy <: U} | Uy. Then

0| =&/Uo | Uy <: /US| UL =70 | 71
(4) We show 79 | (11| 72) <: (70| 1) | 2. By (1), (2), (3), and transitivity of <:, we have

70| (11| 72) <: (71| 72) | 70
<:(m2|m) |70
<:7o| (11| 70)
<: (11| 70) | 72
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<: (10| 71) |72

Thus, 70 | (11| 72) <: (10| 1) | T2
(5) Assume ob(7) = co.

Assume that 7 is a base type. Since 7|7’ is defined, we have 7/ is a base type and 7 = 7/. Then, we have
7|7 =7 = 7'. Therefore, we have 7| 7/ <: 7.

Assume that 7 = £/U and ob(U) = co. Since 7 | 7’ is defined, there exists a usage U’ such that 7/ = £/U’. Then,
we have 7|7/ = ¢/U | U'. By Proposition B.4 (3), we have U | U’ <: U’. By Definition 3.9, 7| 7" <: 7’.
(6) Assume 7 <: 7'

Assume that 7 is a base type. Then, we have 7 = 7/. We also have *7 = 7. Because 7’ is a base type, *7’ = 7/.
Hence, *7 = *7’. Therefore, *7 <: *7’.

Assume that 7 = £/U. Then *7 = £/«U. Since 7 <: 7/, there exists U’ such that U <: U’ and 7/ = £/U’. Then
w7’ = £/+U’. By Definition 3.7 (a), we have «U <: «xU’. Thus, *7 <: *7’.
(7) We show 7 <:*7 | T.

Assume that 7 is a base type. Then, we have *x7 = 7. Since 7 is a base type, we have 7 | 7 = 7 | 7 = 7. Therefore,
*T <o KT | T.

Assume that 7 = £/U. Then x7 = £/*U and *7 | 7 = £/+U | U. Since *U =< «U | U, Proposition B.4 (1) implies
«U <: «U | U. Therefore, #7 <: %7 | T.

(8) We show (x7g | -+ | *7) <:*(70 |-+ | Tn)-

Assume that 7y is a base type. Then, we have x19 = 79. Since (x7g | -+« | *73,) is defined, 71,...,*7, are base
types. Then, we see that xr; = 7; and 7; is a base type for each ¢ = 0,...,n. Hence, (x7q | -+ | *7) = (70 | - -+ | T)-
Since 79 | - -+ | 7, is defined and 7¢ is a base type, we have 7o | - -+ | 7, = 7. Then %79 | - - - | 7, = *719 = 79. Therefore,
(70 [+ [ #7n) <t (70 |-+ | 7).

Assume that 79 = £/Up. Then x19 = £/+Up. Since (7o | - -+ | 7,) is defined, 79 | - - - | 7, is defined. Hence, 7; is the
form of £/U; for each ¢ =1,...,n. Then, we have

(x70 [ -+ [#70) = §/(+Uo | - - | +Un) and
#(1o |- ) =&/*Uo |- [ Un).

By Proposition B.4 (5), we have (7o | --- | *7,) <:*(70 |-+ | Tn)-
(9) We show t¢1:t0) - <. 7.
Assume 7 is a base type. Then T(t“tO) 7 = 7. Hence, T(t“tO) T T
Assume 7 = £/U. Then ptnto) o — f/T(t”tO) U. By Proposition B.4 (7), we have ttrto) I <. U. Hence,
T(t“to) T<T.
(10) We show 17 <: 7.
Assume 7 is a base type. Then 17 = 7. Hence, 7 <: 7T
Assume 7 = &/U. Then T 7 = £/1U. By Proposition B.4 (8), we have 1U <: U. Hence, 17 <: 7.

C.2. A basic property of type environments

Proposition C.2. (1) For type environments T'g and 'y, Ty | T1 <: Ty | Ty.
(2) For type environments T, T'1, and Ty, Ty | (T'1 | T2) <: (Tg | 1) | Ta.

For type environments Lo, I'1, and T'f, if Ty <: T, then T | Ty <: T4 | T'y.
For type environments Ty, T'1, T, and T, if Ty <: T(, and Ty <: T, then Ty | Ty <: T | T].
For type environments Ty, 'y, and Ty, (T |T'y) | T2 <: To | (T'1 | Ta).

For type environments I' and IV, if T' <: TV, then I’ <: *I".

For type environments T', «[' <: «[" | T

For type environments I' and I, if T <: T, then T,z : 7 <: T,z : 7.

For type environments T' and TV, if (T,x :7) <: (I",2 : 7), then T <: T".
For a type environment T, T(t”tO) I'<:T.

For a type environment I', 11" <: T'.

~_ N~~~
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Proof. We show each claim.
(1) We show Ty | Ty <: Ty | To.
(a) Since Dom(T'g | T';) = Dom(T'g) UDom(I'y) = Dom(I'; | T'g), we have Dom(I'y | T'1) 2 Dom(T'y | T'g).
(b) Let 2 € Dom(I'; | T'p).
Assume z € Dom(T'y) N Dom(Ty). Then, we have T'g | T'1(x) = T'o(x) | T'1(z) and T'y | To(xz) = T'1(x) | To(z). By
Proposition C.1 (1), we have I'g(x) | 'y (z) <: T1(z) | To(z).
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Assume z € Dom(I'y) \ Dom(T'g). Then, we have I'g |I'1(z) = TI'1(z) and T’y | To(x) = T'1(z). Hence, T'y(z) |
Fl(.’L‘) < Pl(l') | Fo(.’L‘)

Assume = € Dom(T'y) \ Dom(I';). Then, we have I'g |'1(z) = T'o(z) and I'1 | To(z) = To(z). Hence, Ty(x) |
Fl(l') < Fl(.ﬁ) | Fo(af)

(¢) Dom(Ty | T'1) = Dom(I'y | Tp). Then Dom(Tg | T'1) \ Dom(I'y | Tg) = @. Thus, Definition 3.12 (¢) holds obviously.
(2) We show T’y | (Fl ‘ Fg) < (FO | F1> ‘ Ts.
(a) We see

DOHl(FO | (Fl ‘ Fg)) = DOm(Fo) U Dom(Fl) @] Dom(Fg) = DOIH((FO | Fl) | FQ)

Then, we have
Dom(I'g [ (T'y [T2)) 2 Dom((I'g [ I'y) [ I'2).

(b) Let & € Dom((I'g | I'y) | I'a).

Assume z € DOIH(FO | Fl) n DOHI(FQ) Then (FO ‘ Fl) | FQ(I) = FQ | Fl(x) | FQ(I)

Assume x € Dom(T'g) NDom(I'y). Then (I'g|T1) |T2(z) = (To(z) | Ti(x)) | T2(x). By Proposition C.1 (2),
(To | T1) | Ta(2) = To() | (T4 (2) | Ta(z)). Since To | (Ty | T3)(2) = Tofz) | (T4 (2) | Ta(x)), we have (o | Ty) | Ta(z) =
Lo [ (I'y [T2)(x).

Assume z € Dom(T'y) \ Dom(I'y
have (FO ‘ Fl) | Fg(l‘) = FO I (Fl | FQ

Assume z € Dom(T'y) \ Dom(T'g
have (FO ‘ Fl) | FQ(I) = FO | (Fl | FQ (I)

Assume z € DOHl(FO ‘ Fl) \DOHl(Fg) Then (FQ ‘ Fl) | FQ(ZIJ) = FO | Fl(l‘) Since FO | (F1 | FQ)(I‘) = Fo ‘ Fl(.fﬁ), we
have (L' [I'y) | T2(z) = To | (I't [ I'2)(2)

Assume z € Dom(I'3) \ Dom(T'g | T'y). Then (I'g | I'y) | T2(x) = T'a(x). Since Ty | (T'y | T'2)(z) = I'a(x), we have
(To | 1) [ La(x) =To | (Ty [ I2)(2).

(¢) Dom(Tg | (1 | T2)) = Dom((T'g |T'y)|T2). Then Dom(Tq | (1| T2)) \ Dom((T'o | 1) |T2) = @. Thus, Defini-
tion 3.12 (c) holds obviously.

(3) Assume I'y <: T'|. We show Ty | Ty <: T | T'y.

(a) Since I'y <: Iy, we have Dom(T') 2 Dom(I). Thus,

Dom(T | T'1) = Dom(I'g) U Dom(T';) 2 Dom(I) U Dom(I';) = Dom(T | T'y).

(b) Let € Dom(I'y | '1). Since Dom(I'g | T'1) 2 Dom(I'( | I'1), we have 2 € Dom(Ig | I'y).

Assume z € Dom(I'y) NDom(T'y). Then, we have I'y | T'1(z) = I'j(z) | T'1(x). Since Dom(I'g) 2 Dom(I'), we
have z € Dom(T'g) N Dom(I';). Then, we see I'y | I'1(z) = To(z) | T'1(x). Since Ty <: 'y, we have I'g(z) <: T'y(z). By
Proposition C.1 (3), To(x) |T1(z) <: Ty(z) | T1(x). Thus, Ty | T1(z) <: T | T1(x).

Assume z € Dom(T() \ Dom(T'y). Then T'{|Ti(z) = T{(z). Since Dom(Iy) 2 Dom(Tf), we have
Dom(I'j) \ Dom(I'y). Then I'y |T'1(z) = To(x). Since Ty <: Iy, we have I'g(x) <: T'j(z). Thus, T | Ty (x

Assume z € Dom(I'1) \ Dom(I'}). Then I'y | 'y (z) = I'1 ().

Assume z € Dom(I'y). Then I'g | T'1(z) = To(z) | T'1(z). Since 2 € Dom(Ty) \ Dom(Ty), and I'y <: Iy, we have
ob(Ty(z)) = co. By Proposition C.1 (5), we see T'g(z) | T'1(x) <: T'y(x). Thus, T'o | T'1(x) <: Tf | T1(x).

Assume x ¢ Dom(Ty). Then Ty | Ty (z) = T'y(x). Thus, Ty | Ty (z) <: Ty | Ty (z).

(c) Let # € Dom(I'g |I'1) \ Dom(I'( | T'1). Then # € (Dom(I'g) UDom(I'1)) \ (Dom(I'y) UDom(I';)). Hence, = €
Dom(Ty) \ Dom(T'()) and « ¢ Dom(I';). Therefore, I'g | T'1(z) = To(z). Since Ty <: T, we have ob(T'g(z)) = oo.
Thus, ob(Ty | T'1(z)) = oo.
(4) Assume I'g <: T'j and T'; <: I'}. By this proposition (3), T'o | T’y <: T'{ | I'y. From this proposition (1), T'f | T’y <:
I'y | T'y. This proposition (3) implies I'y | T’y <: I} | I'j. From this proposition (1), I'j | Ty <: I'y | T'}. By transitivity,
Iy | Ty <: T | T
(5) By (1), (2), (4), and transitivity of <:, we have
(F() ‘ Fl) | I'y <: T | (FO | Fl)

<: FQ | (Fl |F0)

< (FQ | Fl) |P0

< FO | (FQ | Fl)

<: FO | (Fl |F2)

. Then (Tg |T1) | T2(z) = To(x) | T2(x). Since T'y | (I'y | T'2)(z) = To | Ta(x), we

. Then (T'g | T1) | Ta(z) = T1(z) | T2(x). Since Ty | (T'1 | T2)(z) =Ty | Ta(x), we

—~
~— T —~

T €
) <

Thus, (I'o [I'1) T2 <:To | ('t [I'2).
(6) Assume ' <: IV. We show [ <: «[".
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(a) Since T' <: I, we have Dom(T") D Dom(I"). Since Dom(xI') = Dom(T") and Dom(xI[') = Dom(I"), we have
Dom(xI") D Dom(xI").

(b) Let # € Dom(xI'"). Since Dom(*I'") = Dom(I"”), we have x € Dom(I"”). Since I' <: I, we see I'(z) <: I''(z). By
Proposition C.1 (7), *I'(z) <: #*I"(x). Then, we have *I'(x) <: «I''(z).

(¢) Let € Dom(«I') \ Dom(*I"'). Since Dom(*I') = Dom(T') and Dom(*I') = Dom(I’), we have x €
Dom(T") \ Dom(I"). Since T" <: IV, we see ob(T'(z)) = co. Then

ob(*I'(z)) = ob(*I'(z)) = ob(I'(z)) = oo.
(7) We show I <: " | T.
(a) Since Dom(*I') = Dom(I") and Dom(«I' | T') = Dom(*I') U Dom(I") = Dom(I") U Dom(I"') = Dom(T"), we have

Dom(*I') D Dom(«I" | T).
(b) Let 2 € Dom(*I" | I"). By Proposition C.1 (7), we have «I'(z) <: (+xI" | I')(z).

(¢) Dom(xI') = Dom(«I' | T'). Then Dom(*I') \ Dom(I" | T') = (. Thus, Definition 3.12 (c) holds obviously.

(8) Assume I' <: IV. We show (I',z: 7) <: (I, 2 : 7).

(a) Since I' <: TV, we have Dom(I") 2 Dom(I"). Hence, Dom(I',z : 7) O Dom(I",x : 7).

(b) Let y € Dom(IV,z : 7). If y = &, then (I, : 7)(y) =7 = (I',z : 7)(y). Assume y # z. Then y € Dom(I"). Since
< T, T(y) <:I'(y). Thus, (T',z: 7)(y) <: (I, 2 : 7)(y).

c¢) Let y € Dom(T, z : 7) \ Dom(I"”,z : 7). Then, we have y € Dom(T") \ Dom(I"). Since I" <: I, we see ob(T'(y)) =
oo. Thus, ob((T',z : 7)(y)) = oc.

(9) Assume (I',z : 7) <: (I",z : 7). Then = ¢ Dom(T") and x ¢ Dom(I"). We show I' <: I".

(a) Since (T2 : 1) < (F’,x T), T & Dom(I‘)7 and z ¢ Dom(I"”), we have Dom(T") 2 Dom(I").

(b) Let y € Dom(T"). Since x §Z Dom( "), we have y # x. We also see y € Dom(I”,z : 7). Since (T',z : 7) <: (I, 2 : 7),
we have (I, z : 7)(y) <: (T, z : 7)(y). Thus, I"(y) <: T'(y)-

(¢) Let y € Dom(T") \Dom( ’) Then, we have y € Dom((I',z : 7)) \ Dom((I'", z : 7)). Since (I',z : 7) <: T,z : 7),
we see ob((I',z : 7)(y)) = co. Thus, ob(T'(y)) = occ.

10) We show t(*t0) " <. T,

a) Since Dom(T(t”tO) I‘) = Dom(T"), we have Dom(T(t”tO) r

b) Let # € Dom(T'). By Proposition C.1 (9), we have $(t1:t0) F( )

(

( )-
(

(c) Dom(T(t”tO) I‘) = Dom(I"). Then Dom(T(t“tO) F) \ Dom(T")

E

(

(

om(T"
=T(z)
(). Thus, Definition 3.12 (c¢) holds obviously.

11) We show 1T" <: T

a) Since Dom(1T') = Dom(T"), we have Dom(1T") D Dom(T").

b) Let € Dom(T"). By Proposition C.1 (10), we have 1 I'(z) = I'(x).

¢) Dom(1T') = Dom(T"). Then Dom(17T) \ Dom(I") = (). Thus, Definition 3.12 (c) holds obviously.

Proposition C.3. For type environments T'y and Ty, if Tg <: Ty and rel(Ty), then rel(T'y).
Proof. Straightforward. O

Lemma C.4. LetT', A be type environments and L be a lattice of secrecy levels. Assume that both T || L and A || L
are l-secure. Then:

(1) T|A| L is l-secure.

(2) «U || L is l-secure.

(8) tUrtO) T || L is I-secure.

(4) TT || L is l-secure.

Proof. Straightforward. O

Appendix D.
The details of proof of subject reduction

D.1. Inversion lemma

Lemma D.1 (Inversion). Assume thatT'|| L t>,, P is l-securely derivable.

(1) If P=0, then T <: 0.

(2) If P = Py | P1, then there exist two type environments T'y, Ty and m’ € L such that T <:T{|T, L' C L, and
m <p m' hold, and that T || L' >, P; is l-securely derivable for each i =0, 1.
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(8) If P = z!(9).P,, then there exist a type environments I, secrecy levels lo,mo € L, types 7, a usage U and
te € NU{oo} such that T <: T, m <p ly, and m < mg, I,z : (D) /U || L >, Py is l-securely derivable,
I || L is I-secure, and t. = oo implies ly <p, mg, where I = ($etbtet D 1547 | 2 <%>l°/O?CU>.

(4) If P = x?7(y).Py, then there exist a type environments I”, secrecy levels lg,mo € L, types 7, a usage U and
te € NU{oo} such that T <: T, m <y ly, and m < mq hold, T',z : (7 /U, §j: 7 || L m, Po is l-securely
derivable, T" || L is l-secure, and t. = oo implies lg <y, mg, where I = (T(t“H’tCH) I z: <7~'>l°/I?CU .

(5) If P = xPy, then there exist a type environments IV, and m' € L such that m <p m’, and T <: «I', and
I || L >y Py is l-securely derivable.

(6) If P = (v : §) Py, then there exist a type environments I', a usage U, and m' € L such that m <y m/, rel(U)
and T <: TV, and T, 2 : £/U || L >y Py is l-securely derivable.

(7) If P= (l~1 < vl < l;)Po, then there exist a type environments I'', and m' € L such that m <; m’ and I" <: T",

m' <p U for anyl' € l1,l>, and I’ I (l~1 < vl < l;)L > Py is l-securely derivable.
(8) If P = ifvthen(Qpelse @y, then there exist a type environments I, and m’ € L such that m <p m', and
I' <:T"|v:Bool™, and I || L >y Qo and I || L >y Q1 are l-securely derivable.

Proof. By induction on the size of derivation tree of " | L >, P. O

Lemma D.2. IfT'|| L >, P is l-securely derivable and x ¢ FV(P), then I' | L t>,, P is l-securely derivable and
I <:T’, where I is the restriction of T' to (Dom(T") \ {z}).

Proof. By induction on the size of derivation tree of I' | L >, P. O
Lemma D.3. IfT || L >, P is l-securely derivable and © € FV(P), then x € Dom(T").
Proof. By induction on a derivation tree of I' || L t>,,, P. O

D.2. Proof of Lemma 4.2

We show Lemma 4.2.

Let P and P’ be processes, I" be a type environment, L be a lattice of secrecy levels. Let m € L. Assume that
|| L >, P is l-securely derivable and P < P’. We show that I' || L &>, P’ is l-securely derivable. The proof is by
induction on the construction of P < P’. We consider cases according to the last rule of the construction of P < P’.
Case 1. If P’ = P, the assumptions immediately imply that T || L t>,,, P’ is I-securely derivable.

Case 2. Assume that there exists a process P” such that P X P” and P” < P’. By the induction hypothesis,
T ||L >, P” is l-securely derivable. Then P” < P’ and the induction hypothesis imply that T' || L >,, P’ is
l-securely derivable. -

Case 3. (SP-ZERO1). Assume P’ = P | 0. By assumption, there exists an I-secure derivation tree w of ' || L >, P.
Then, we have an [-secure derivation tree as follows:

o

: ——— (T-ZERO)
I'|Lw,P O L>m,0
0| L, PO

Since I'| ) =T, we see that ' || L >, P’ is l-securely derivable.

Assume P = P’ | 0. By Lemma D.1 (2), there exist two type environments I'|,, I'} and m’ € L such that I' <: T'y|T"}
and m <y m' hold, and that I'{ | L >,y P’ and I'} || L >,y 0 are l-securely derivable. By Lemma D.1 (1), we have
I} <: 0. By Proposition C.2 (4), I'y | T} <: T | 0. Since Iy | @ = I'{), we have I'y | I} <: T. By I <: I'{) | '}, we have
I' <: T,. Let n’ be an l-secure derivation tree of I'y || L > P'. Then, we have an [-secure derivation tree as follows:

-

].—‘6||Ll>m/P’ F<2].—‘6 mng’
U Lom P
Thus, we see that I' || L >, P’ is derivable.

(T-WEAK)
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Case 4. (SP-ZERO02). Assume P =0 and P’ = (vz : £)0. By Lemma D.1 (1), T’ <: ). We have an [-secure derivation
tree as follows:

VLm0 ) 0 <0
>m : <:
| v:&/ (T-WEAK)
0| L>p, P r<:0
U'|| Ly, P

Thus, we see that I' || L t>,, P’ is l-securely derivable.

Assume P = (vz:£)0 and P’ = 0. By Lemma D.1 (6), there exist a type environments I, a usage U, and
m’ € L such that m <p m/, rel(U) and I" <: I, and I", 2 : {/U || L >, 0 is I-securely derivable. By Lemma D.1

(1), IV, 2 : £/U <: 0. By Definition 3.12 (c), we have ob({/U) = co. Then I'' <: I,z : {/U. Hence, we have I <: 0.
Therefore, I' <: ). We have an I-secure derivation tree as follows:

(T-WEAK)

——— (T-ZERO)
0| Lm0 <0 m<pm

T Ly, P

Thus, we see that I' || L t>,, P’ is l-securely derivable.

Case 5. (SP-ComMMUT). Assume P = Py | Py and P’ = P; | Py. By Lemma D.1 (2), there exist two type environments
Iy, I and m' € L such that I' <: T | T} and m <p m’ hold, and that I', | L t>,, P; is l-securely derivable for
each i = 0,1. By Proposition C.2 (1), I'y | T} <: T | Tj. Hence, I <: T} | T'y. Let m; be an l-secure derivation tree of
I || L >y, P; for each 4 = 0,1. Then, we have an [-secure derivation tree as follows:

(T-WEAK)

1M 1o

D | Low P Tl Lo Po
- / / : (T_PAR) ! / /
T, [Ty | Lo P Fo P<T,|T}, m<.m
T Lo P

Thus, we see that I' || L >, P’ is l-securely derivable.

In case P= P, | Py and P’ = Py | P;, we have an Il-secure derivation tree of I' || L >, P’ in the same way.
Case 6. (SP-Assoc). Assume P = (Py | P1)| P> and P’ = Py | (P, | ;). By Lemma D.1 (2), there exist two type
environments I'y;, I'y and m’ € L such that I' <: T'(; | T4 and m <p m/ hold, and that T'y; || L >y Py | Py and
% || L >y Py are l-securely derivable. Because I'y; || L I, Py | Py is I-securely derivable, Lemma D.1 (2) implies
that there exist two type environments I'j, I'Y and m” € L such that T'{; <: T’y | T}, and m' <p m’ hold, and
that 'Y || L >y~ P; is I-securely derivable for each ¢ = 0, 1. By Proposition C.2 (4) and transitivity of <:, we have
I <: (T§|TY) | T. By Proposition C.2 (5) and transitivity of <:, we see I' <: T'§ | ('Y | T'5). Let m; be an Il-secure
derivation tree of I/ || L 1>, P; for each i = 0,1. Let 72 be an [-secure derivation tree of ', || L 1>, Ps. Then, we
have an [-secure derivation tree as follows:

(T-WEAK)

!
:ﬂ-o . :71'2
; T/ || L >y P ;
T || L > P I‘t’ ”|L> P1 (T-Weak) I L o P
- 720 (T-WEAK) 1 ™ 2 ™ "2 (T-PaR)
T4 || L > Po DYDY || Lone Py Py (T-PaR)
TY | (D[ T5) | L S Po| (Py| P
o [ (@Y[T5) | 0| (P1| P2) (T-WEAK)
UL, P

Thus, we see that I' || L >, P’ is l-securely derivable.

Case 7. (SP-NEW). Assume P = (vz: &)(Py) | P, P = (vz: §)(Py | P1), and = ¢ FN(P;). By Lemma D.1 (2),
there exist two type environments I'y, ' and m’ € L such that ' <: Ty | T} and m <p m’ hold, and that
IO || L o (vz:&)Py and T || L >, P; are [-securely derivable. Because T} || L >, (vx:€)Py is l-securely
derivable, Lemma D.1 (6) implies that there exist a type environments I'j, a usage U, and m” € L such that
m' <p m”, rel(U) and Ty <: Ty, and I'j,2 : £/U || L >y Py is l-securely derivable. Since T || L >, Py is I-
securely derivable, and = ¢ FN(P;), Lemma D.2 implies that I'Y || L t>,,, Py is l-securely derivable and I'} <: I'Y,
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where I'f is the restriction of I'} to (Dom(I'}) \ {z}). Then (I'f,z:&/U) | = (T4 |TY),z: &£/U. Since I'y <: Iy
and I} <: T/, Proposition C.2 (4) 1mphes that Ty | T} <: Ty | Y. By transitivity of <:, we have T <: T'§ |F" Let
mo be an l-secure derivation tree of ',z : £/U || L > Po, and 71 be an [-secure derlvatlon tree of T/ || L > Pr.
Then, we have an [-secure derivation tree as follows:

) T

Fg,.%‘g/U ||L|>m// Py Flll ||L|>m// P

LT 2 €0 [ L om Py [ Pr L DAR)
T0ITY | Lo s B | P) )
(T-WEAK)

T|L>, P

Thus, we see that I' || L >, P’ is l—securely derivable.

The case P = (va : &)(Py | P1), P (l/x E)(Py) | P, and x ¢ FN(Py) is straightforward.
Case 8. (SP-IFT). Assume P = if true”™ then Pyelse P, and P’ = F,. By Lemma D.1 (8), there exist a type
environments I and m’ € L such that m <p m/, and I" <: F’|true ! Boolm ,and IV || L >ms Py and I" | L >p Py
are [-securely derivable. Since the type of true™’ is Bool™ , we see m” = m/ and I | true™ : Bool™ =T". Hence,
I <:T. Let 7 be an l-secure derivation tree of IV || L >, Po Then, we have an [-secure derivation tree as follows:

s

' | L o P,
M (T—WEAK)
U Lom P

Thus, we see that ' || L >, P’ is I-securely derivable.
Case 9. (SP-IFF). Assume P = iffalse™ then Pjelse P, and P’ P By Lemma D.1 (8), there exist a type
environments IV, and m’ € L such that m <p m/, and I" <: I"|false™ Boolm ,and IV || L >ms Py and F | L >p Py

are [-securely derivable. Since the type of falsem” is Bool™", we see m” = m’ and I” | false™ : Bool™ = I". Hence,
I' <:T”. Let 7 be an [-secure derivation tree of I' || L >, P;. Then, we have an I-secure derivation tree as follows:

T

T || L >y P
M (T-WEAK)
T Lo P

Thus, we see that I' || L >, P’ is I-securely derivable.

Case 10. (SP-REP). Assume P = xPy and P’ = xPy | Py. By Lemma D.1 (5), there exist a type environments I",
and m’ € L such that m <; m/, and T' <: «I, and IV || L >,y Py is l-securely derivable. By Proposition C.2 (7),
we have *I" <: «I" | . Hence, we have I' <: «I'" | T”. Let 7 be an [-secure derivation tree of I || L >, Fy. Then,
we have an [-secure derivation tree as follows:

T

: o
|| L, P ;
V”L , ; (T-REP) Lo

>m >,
: ij %’ L P, | P “— (T-Paw)

[
[ | TV || L > %Py | Py (T-WeaK)
| L, P

Thus, we see that I' || L >, P’ is l-securely derivable.

Case 11. (SP-PAR). Assume P = Py | Q and P’ = P, | Q with Py < P;. By Lemma D.1 (2), there exist two type
environments IV, T and m' € L such that T' <: IV [T and m <j, m’ hold, and that I || L >, Py and T || L > @
are [-securely derivable. Since Py < P;, the induction hypothesis implies that IV || L >, P; is I-securely derivable.
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Let m be an l-secure derivation tree of IV || L t>,,» P1, and 7 be an I-secure derivation tree of I'' || L 1>, Q. Then,
we have an [-secure derivation tree as follows:

! i

I'"|| L>p P I'M|| Lp Q
I"|T" || L>p P Q
U L>, P

Thus, we see that I' || L >, P’ is l-securely derivable.

Case 12. (SP-CNEW). Assume P = (v : )Py and P’ = (vx : )Py with Py < P;. By Lemma D.1 (6), there exist a
type environments I, a usage U, and m’ € L such that m <; m/, rel(U) and ' <: IV, and IV, 2z : £/U || L >, Py
is [-securely derivable. Since Py =< P, the induction hypothesis implies that IV, z : /U || L >, P; is l-securely
derivable. Let 7 be an l-secure derivation tree of I,z : £/U || L t>,,,» P1. Then, we have an l-secure derivation tree
as follows:

(T-PAR)
(T-WEAK)

:m
IMaz: (/U | Ly Py
" || Loy (vr: &Py
T|[L, P
Thus, we see that I' || L >>,,, P’ is [-securely derivable.

(T-NEWw)
(T-WEAK)

D.3. Proof of substitution lemma

Lemma D.4. For type environments Lo, T'1, a tuple of variables & = (xq,...,2y), and values © = (vg,...,vy,), if
To[Z — 0] is well-defined and Ty <: T'1, then I'1[Z — 0] is well-defined and To[z — 0] <: T1[Z — 7].

Proof. For type environments I'g, 'y, a tuple of variables & = (zo, ..., x,), and values ¥ = (v, ...,v,), assume that
To[Z — 7] is well-defined and T'g <: I'y. Let

D; = (Dom(T';) \ {zo,...,zn}) U{v; | ; € Dom(T';)}

for j = 0,1. We note that Dy 2 D; because of Dom(T'g) 2 Dom(T'y).

We show that I'1 [T — 7] is well-defined. By the assumption I'y <: I'y, we have Dom(I'g) 2 Dom(I';) and T'p(w) <:
I'1(w) for each w € Dom(T'y). For each w € Dom(I'y), by I'g(w) <: I'1(w), we have I'p(w) ~ 'y (w).

Let w € D;.

When w ¢ ¢ holds, T'1[Z — 9](w) is defined as T'; (w).

Assume that w € 9, w ¢ Dom(I'1), and {z; € Z | w = v; and x; € Dom(I'1)} = {zj,,..., 2} with 0 < jp <

- < jk < n. We show I'1(x;,) ~ T'1(zy,) for any i, i1 € {jo,...,Jr}. From D1 C Dy, we have w € Dy. Let

{zi € | w=v; and z; € Dom(I'g)} = {zj, ... ,le/} with 0 < jj < -+ < j] < n. Since I'g[Z — 7] is well-defined,
either Fo(xj(/)) [ ] Fo(zj;) or Fo(a:jé) [+ Fo(l’jl') | T'(w) is defined. Hence, T'o(x;,) ~ To(zi,) for any i, i3 €
{0,...,1}. Since {zj,,..., 25} C {xj(/], ...,z }, we have Io(z;,) ~ To(x;,) for any io, i1 € {0, ..., k}. Since I'p(z) ~
Fl(l‘) for each x € ])0111(1—‘1)7 we see that Fl (ino) ~ Fo(xio) ~ Fo(xil) ~ Fl(xil)- Therefore, Fl(xjo) | s | Fl(a:jk) is
defined. Thus, I'1[Z — ?](w) is defined.

In a similar way, we can show that I'1 [Z — 0](w) is defined in case w € ¥ and w € Dom(T';).

We show I'g[Z — 0] <: T1[Z — 7).
(a) We see Dom(T'g[Z — 7]) 2 Dom(T'1[Z — 7]) because of Dom(T';[z — ?]) = D, for j =0, 1.
(b) We show I'g[Z — 9](w) <: T'1[Z — 0](w) for each w € Dom(I'1[Z — 7]).

Let w € Dom(T';[Z — 0]).

When w ¢ 9, we have I'g[Z

Assume that w € o,
with 0 < jo < <

— 0l(w) = To(w) <: Ty (w) =T1[E — 9](w).
w ¢ Dom(Ty), and {z; € Z|w=v; and z; € Dom(I'1)} = {zj,,..., .}
Jje < n. Then, we have I''[Z+—0)(w) = Ti(zj)]| - |T1(xj,). Assume

{z; € Z | w=wv; and z; € Dom(I'1)} {v0,---»yx} U{20,...,21}. By Proposition C.1 (1) and (2), we have
Fo[.i — ’17](11)) <: Fo(yo) ‘ cee | FO(yk) | Fo(Zo) | s | FQ(Z[). Since z; € DOIII(F()) \DOHl(Fl) for i = 0,.. .,l, we have
ob(T'g[Z — ¥](2;)) = oo. By Proposition C.1 (5), we have To(yo) | -+ | To(yx) | To(2z0) | -+ | To(z1) <: Tolyo) |-+ |
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To(yk)- Since I'p(w) <: 'y (w) for any w € Dom(I'y), we have T'o(y;) <: I'1(y;) for ¢ = 0,..., k. From Proposition C.1
(3), we have To(yo) | - -+ | To(yr) <: T1(yo) | - -+ | T1(yx). Then, we see T'y[Z — 0](w) <: T'1[Z — 7](w).

In a similar way, we can show I[Z — 0](w) <: T'1[Z — 9](w) in case w € ¥ and w € Dom(T').
(¢) We show ob(T'g[Z — 7](w)) = oo for each w € Dom(T'y[Z — 0]) \ Dom(T'1[Z — 7]).

Assume w € Dom(T'g[Z + 0]) \ Dom(T'1[Z — 7]).

Assuming w ¢ 0, we have w € Dom(T'g) \ Dom(I';). In case, we have ob(I'g[Z — 0](w)) = ob(Tg(w)) = oo
because of T'y <: I'y.

Now, assume w € ¥ and w ¢ Dom(Ty). By w € Dom(Ty[Z — 7]), we see that

X ={z; €% |w=v; and z; € Dom(T'y)}

is not empty. Assume X = {zj,,...,z; } with 0 < jo < --- < ji < n. Then, we have I'o[Z — 0](w) =
To(zj,) |- | Tolxj,). By w ¢ Dom(I'1[Z — 0]), we see that {z; € Z | w = v; and x; € Dom(I'1)} is empty. Hence,
zj, ¢ Dom(I'y) for ¢ =0,..., k. Therefore, ob(I'g(z;,)) = oo for i =0, ..., k. Thus, ob(T'y[Z — ?](w)) = oc.

Now, assume w € ¥ and w € Dom(T'y). Let {z; € & | w = v; and ; € Dom(I'g)} = {zj,,...,2;, }. Then, we have
o[z — 0](w) =To(zj,) |-~ | To(xj,) | To(w). In a similar way to the case w ¢ Dom(I'y), we have ob(T'g(z;,)) = oo
for i =0,...,k. Since w ¢ Dom(T';), we have ob(T'g(w)) = co. Thus, ob(Ty[Z — 0](w)) = co.

Lemma D.5. (1) For a type environment I', a tuple of variables & = (xo,...,Zn), and values 0 = (vg, ..., V), if
(+I)[Z > 0] is well-defined, then T'[Z > 0] is well-defined and (xI')[Z — 0] <: «[[Z — 0].

(2) For type environments T'g and T'1, a tuple of variables & = (xo,...,z,), and values O = (vg,...,vp),
if (Do |T1)[Z— 0] is well-defined, then To[Z — 0] and T1[Z — 0] are well-defined, and (Lo |T1)[E — 0] =
(Dol = ) | (T1[7 - 7).

Proof. We show each statement.
(1) For a type environment I', a tuple of variables & = (zq,...,2,), and values & = (vg,...,v,), assume that
(+I)[Z > 0] is well-defined.

We show that T'[Z +— 9] is well-defined. Let D = (Dom(T") \ {:vo, ooy Zp}) U{v; | z; € Dom(T")}. Since Dom(+I') =
Dom(T) and (xI')[Z — 9] is well-defined, Dom((xI')[Z — ©]) =

Let w € D.
When w ¢ ¢ holds, I'[Z — 0](w) = I'(w). Hence, I‘[i“ — ?)(w) is defined.
Assume that w € 9, w ¢ Dom(T), and {z; € Z | w =v; and z; € Dom(I")} = {zj,,...,2; } with 0 < jo <
- < jr < n. In this case, w ¢ Dom(+I'). Then (xI')[ — o](w) = (*I')(zj,) |- \( )(%k) Since (xI')[Z > 7]
is well-defined, *I'(zj,) | -- |*I‘(33]k) is defined. Then, we can show that I'(xj,) | ---|I'(z;,) is defined. Therefore,
I'[z — ?](w) is defined and I'[Z — ?](w) = T'(xj,) | - |F(x]k)

In a similar way, we can show that T'|Z — 0](w) is defined in case w € ¥ and w € Dom(T).
We show (+I')[Z — 0] <: *T'[Z — 7).
(a) We have

Dom((+I')[z — 0]) = D

Hence, Dom((*I")[Z — 9]) 2 Dom(*I'[Z — 7]).
(b) Let w € Dom(+I'[Z — ©]). Then w € D.
In case w ¢ ¥, we have

(«xD)[Z — 7](w) = «[(w

Then, we have (xI')[Z — 0](w) <: *T'[Z — ?](w).

Assume that w € 0, w ¢ Dom(I'), and {z; € Z | w =v; and z; € Dom(I'1)} = {zj,,...,2; } with 0 <
Jo < oo < i < . Then T[Z = 0](w) = T(wj) |- [T(z) and (\D)[7 = 0](w) = (+I)(2j) [ - | (\D) () =
«'(zj,) | -+ | %D (25, ). We also have *I'[Z — 0](w) = *I'(z},) | - - - | I'(x}, ). By Proposition C.1 (8), we have
*F(xjo) | | *F(‘r]k) < *F(xjo) | e | F(x]k)

Thus, (+I')[Z — 0](w) <: *T[Z — ?](w).
In a similar way, we can show (xI')[Z — 0](w) <: *I'[Z + ?](w) in case w € ¥ and w € Dom(T').
(¢) Because Dom((xI")[Z — ©]) = Dom(*I'[Z + ¥]), Definition 3.12 (c) holds obviously.
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(2) For type environments I'g and I'y, a tuple of variables & = (zo, ..., z,), and values © = (v, ..., v,), assume that
(To | T1)[Z — 7] is well-defined.

We show that T'o[Z — 0] is well-defined. Let Dy = (Dom(Tg) \ {zo,...,2n}) U{v; | 2; € Dom(Ty)}.

Let w € Dy.

When w ¢ ¢ holds, T'y[Z — 9](w) = To(w).

Assume that w € 0, w ¢ Dom(I'g), and {z; € Z | w =v; and z; € Dom(I'0)} = {zj,,... xjk} with 0 <
jo < -+ < jr < n. Let {z; €% |w=wv; and z; € Dom(Ty |T1)} = {sr:jé,...,xlf} with 0 < j) < -+ <
ji < n. Since (Do |T1)[Z — 9] is well-defined, we have (Ig|I'1)[Z — 0](w) = (To|I1)(z; ) | (Co | Ty) (z7)-
Since {zj,,..., 5.} C {xjé,...,le/}, we see that I'g(z;,) is defined for each ¢ = 0,...,k. Then, we have
o[z — 0)(w) =To(xj,) |-+ | To(z,,). Thus, I'h[Z — 0](w) is defined.

In a similar way, we can show that T'g[Z — 0](w) is defined in case w € © and w € Dom(Iy). Thus, we see that
D[z — 7] is well-defined.

In a similar way to the case I'g[Z — 0], we can show that I'1[Z — 0] is well-defined.

D; = (Dom(T;) \ {zo,...,zn}) U{v; | 2; € Dom(T;)}
for i = 0,1. Then Dom((T'y[Z — 9]) | (T'1[Z + 0])) = Do U Dy. Since (g | T'1)[Z +— 7] is well-defined, we have
Dom((T'g | T'1)[Z — 9]) = (Dom(Ty | T'1) \ {zo, ..., zn}) U{vo,...,vn}
= ((Dom(Ty) UDom(T'1)) \ {zo,...,zn}) U{vo,...,vn}.

Then

((Dom(Tp) UDom(I'1)) \ {zo, .., zn}) U{vo,...,vn}

(Dom(Tp) \ {zo, ..., zn}) U (Dom(T'1) \ {zo,...,zn})) U{vo, ..., vn}

(Dom(Tp) \ {zo, ..., 2n}) U{vo,...,vn}) U ((Dom(Ty) \ {zo,...,2n}) U{vo,...,vn})
=DoU D;.

Hence, we have
Dom((Tg | T'1)[Z — 0]) = Dom((To[z — 0]) | (T1[Z — 0])).

Let w € DOm((FQ[ij — 17]) | (Fl[.i — 17])) Then w € Do U Dy.
If w ¢ v, then we have

(o[ = 2]) | (T1[Z = 9])(w) = To(w) [ 'y (w)
= FO | Fl(w)

Hence, (g | T'1)[Z — 0](w) <: (To[Z — 9]) | (T1[Z — 0])(w).
Assume that w € 9, w ¢ Dom((T'o[Z — 0]) | (T'1[Z — ?])), and

{z; € Z | w=v; and z; € Dom((T'g[z — ?]) | (T1[Z — 7))} ={xjo, ..., T}, }

with 0 < jo < --- < jr < n. Then

(Tol& = o)) | (T1[2 = o)) (w) = (Lo [ T1)(@jo) | -+ [ (To [ T1) ()
and
(Co [T)[# = o)(w) = (To | T1)(2jo) | -+ | (To [ T)(y)-
Hence, (To | T)[i ~ 8](w) = (To[ r #]) | (T4[f — ) ().
In a similar way, we can show (I'g|T'1)[Z— 0](w) = (Io[Z+— 0])| (T1[Z— 0])(w) in case w € o and
w € Dom((To[Z — 0]) | (T1[Z — 7])). O

Proof of Lemma 4.4. Assume that I' || L >, P is Il-securely derivable, and T'[Z + 0] is well-defined. Let & =
(zoy---y2n), 0= (Vo,...,Un), 7 =D(2;) for i =0,...,n, and 7 = (70,...,7Tn).

We show the statement by induction on an l-secure derivation tree of T' || L >,,, P. We proceed by a case analysis
of the rule used at the root.
Case 1. Assume that the rule used at the root is (T-ZERO). Then I' = ['[z — ¢] = § and P = P[% — 0] = 0. Thus,
L[z~ 9] || L >y P[Z — 0] is l-securely derivable.
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Case 2. Assume that the rule used at the root is (T-NEW). Assume that I,y : {/U || L >, P’ is the assumption of
the rule instance, where P = (vy : £)P’ and rel(U) with y ¢ Z. Then, we see that T,y : £/U || L >, P’ is l-securely
derivable. By the induction hypothesis, T'[Z — 9],y : {/U || L >, P’[Z +— 0] is l-securely derivable. Let 7 be an
l-secure derivation tree of T'[Z + 0],y : /U || L >, P'[Z + ]. Then, we have an [-secure derivation tree as follows:

T

T[E s 8,y : €/U || L > P'[F s ]

— —— (T-NEW)
[z~ 9] | L >y, P[E— 0

Thus, I'[Z — 9] || L >y, P[Z — 7] is l-securely derivable.

Case 3. Assume that the rule used at the root is (T-REP). Assume that IV || L &>, P’ is the assumption of the rule
instance, where P = *P’ and ' = «I"”. Then, we see that I || L t>,, P’ is l-securely derivable. By the induction
hypothesis, IV[Z — 0] || L >, P’[Z > 0] is I-securely derivable. By Lemma D.5 (1), I'[Z — 9] is well-defined and
(+I")[Z — 0] <: «[V[Z — ©]. Let 7 be an Il-secure derivation tree of I'[Z — 0] || L t>,,, P’[Z — 0]. Then, we have an
l-secure derivation tree as follows:

T

F’[% — :] | L > P’[i:NH f;]~ (T-Rep)
«I'[Z +— 0] || L >y, *P'[Z — 7]
— ——— (T-WEAK)
(«I")[Z — 0] || L >y #P'[T — 7]

Thus, T'[Z + 9] | L >, P[Z — 7] is l-securely derivable.

Case 4. Assume that the rule used at the root is (T-PAR). Assume that I'g || L >, Po and I'y || L >,,, Py are the as-
sumptions of the rule instance, where P = Py | Py and T’ =Ty | ['y. Then, we see that Tg || L >, Poand Ty || L >, Py
are [-securely derivable. By the induction hypothesis, we see that T'o[Z — 0] || L >, Po[Z — 0] and T'1[Z — 0] || L >,
Py [Z — 7] are l-securely derivable. By Lemma D.5 (2), we have (I'g | I'1)[Z — 0] = (T'o[Z — 0]) | (T'1[Z — 7]). Let m;
be an I-secure derivation tree of I'g[Z — 0] || L &>, Po[Z — 9] for ¢ = 0,1. Then, we have an [-secure derivation tree
as follows:

27 1M

To[Z — 0] || L >y PolZ — 7] [z~ 0] || L >y PLT — 7]

O — (T-PARr)
[z — 9] || L >, P[Z — 7]

Thus, T'[Z + 9] | L >, P[Z — 7] is l-securely derivable.

Case 5. Assume that the rule used at the root is (T-IF). Assume that IV || L >, Qo and IV || L >,, @Q; are
the assumptions of the rule instance, where P = if wthenQgelseQ; and I' = IV | w : Bool!. Then, we see that
I" || L >y Qo and TV || L 1>, @1 are I-securely derivable. By the induction hypothesis, I'[Z — 9] || L >, Qo[Z — 7]
and I'[Z — 0] || L >y, Q1[% — 0] are l-securely derivable. Let 7; be an [-secure derivation tree of I''[Z — 0] || L >,
Q% — 0] for each i = 0,1. Then, we have an I-secure derivation tree as follows:

1T 1M

D[E s 0] | Lom QolF 8] D'E e 8] || L o Q1[F v 7]
L& 0] || L >, PlE— 7]

(T-Ir)

Thus, T'[Z — 9] || L >y, P[T — 9] is l-securely derivable.

Case 6. Assume that the rule used at the root is (T-OUT). Assume that g,y : §%>11/U | L >, P’is the assumption
of the rule instance, where P = yl@.P’, I = ttF etV g 47|y 1 (7) YJORU, 1 <y and | <p my and
te = oo implies Iy <; my. Then, we see that g,y : ()" /U || L >y, P’ is I-securely derivable. By the induction
hypothesis, To[# — 0], ¥[% s 8] : (F)"" /U || L >y, P'[@ > ©] is I-securely derivable. Let 7 be an I-secure derivation
tree of T[Z > 0],Y[E — @] : (F)"*JU || L >pm, P'[ — ©]. Then, we have an [-secure derivation tree as follows:
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To[F s 3], Y[ s 8] (P U || Lo, P'[i s 6]

L[z — 9] || L >, Y3 — 0)0[F — 9]. P'[E — 7]

(T-Our)

Thus, T'[Z — 9] || L >y, P[T — 9] is I-securely derivable.

Case 7. Assume that the rule used at the root is (T-IN). Assume that Tg,y: (F)'/U,2:7 | L >, P’ is the
assumption of the rule instance, where | <y, Iy, | <; mq, P = y?2.P’, and T' = ptetltetp o0 <%>l1/ItUCU, and
t. = oo implies 1 <y, my. We can assume 2’ ¢ Z and 2’ ¢ ¢ for any 2’ € Z. Since the assumption of the rule instance is
I-securely derivable, we see that Tg,y : (F)"*/U,Z:7 || L D>, P’ isl-securely derivable. Let TV =T, y : o,z
Since we have 2’ ¢ & and 2’ ¢ ¥ for any 2’ € Z, we see that I"[Z — 0] = Do[# — 9], y[Z — 0] : ()" /U, % : 7 is well-
defined. By the induction hypothesis, we see that I'[Z — 0] || L >, P’[Z — 0] is I-securely derivable. Let 7 be an
l-secure derivation tree of I'V[Z + 9] || L >, P’[Z — ©]. Then, we have an [-secure derivation tree as follows:

-

(% ] || L m, P'[7 > 7]

— ————  (T-IN)
L[z — 9] || L by, Y[E — 0]72. P — 7]

Thus, T'[Z + 0] || L >; P[Z + ©] is I-securely derivable.

Case 8. Assume that the rule used at the root is (T-NEWSEC). Assume that T'|| (l~1 <vlp < l;)L >y P’
is the assumption of the rule instance, where P = (l~1 <vly < l;)P’ and ! < I, for any I' € l~1, l~2.
Then, we see that T'|| <l~1 <vlp < l;)L >, P’ is Il-securely derivable. By the induction hypothesis, we see
that T[Z — 0] || (l~1 <vlp < l;)L > P'[Z+ 0] is l-securely derivable. Let m be an I-secure derivation tree of

Tz~ 7] | (l~1 < vl < l~2>L > P’[Z — ©]. Then, we have an [-secure derivation tree as follows:

s

I[E s 3] | (z} < vl < l;)L > P'[7 5 1)

- - (T-NEWSEC)
[z~ 9] || L >m (11 <y < IQ)P'[:E > 9]

Thus, T'[Z + 9] | L >, P[Z — 7] is l-securely derivable.

Case 9. Assume that the rule used at the root is (T-WEAK). Assume that I” | L >,,, P is the assumption of the
rule instance, where I' <: TV and I < m/. Then, we see that I || L t>,,,» P is l-securely derivable. By the induction
hypothesis, we see that I'V[Z +— 0] || L >,y P[Z > 7] is [-securely derivable. By Lemma D.4, IV[Z — 9] is well-defined
and T[Z — 0] <: I[Z — 0]. Let m be an l-secure derivation tree of I'[Z + 0] || L >, P[% — ©]. Then, we have an
l-secure derivation tree as follows:

o
[z 0] || L 5 PlE > 0]

Iz~ 0] || L >m PlZ — 0]

(T-WEAK)

Thus, T'[Z — 9] || L >y, P[T — 9] is I-securely derivable. O
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D.4. Proof of subject reduction

Lemma D.6. For type environments L'y, Ty, and I'y, if T1 — T} and Ty <: T'1, then there exists I'{y such that
Iy —T{ and T( <: Tf.

Proof. Since 'y — T}, there exist a name z, a core channel type £, and usages Uy, Uj such that T'y(x) = £/Uy,
I (x) = &/Uj, and Uy — Uj. Since I'y <: T'y, there exists a core channel type &, and a usage Uy such that
To(z) = &/Up and Uy <: U;. By Definition 3.7 (b), there exists a usage U}, such that Uy — Uj and Ujj <: U;. Let
Iy =To[z — £/U{]. Then Ty — T’y and T'j <: T} O
Lemma D.7. For type environments I'g, I, and I'y, if Ty — Iy, then Ty | Ty — T'( | Ty
Proof. Since I'g — T'{;, there exist a name z, a core channel type &, and usages Uy, U} such that I'g(z) = &/Uy,
Iy(z) =¢&/Uf, and Uy — Uj,.

Then I'g | T'1(z) =&/Up or Ty | T'1(x) = /Uy | Uy with some usage Uj.

If Ty | T (z) = £/Up, then we have I'{) | I'y (z) = &/U|. Hence, T'g [Ty — T} | T'1.

IfTo | Ti(x) = £/Uy | Uy with some usage Uy, then we have I'yy | Ty (z) = £/Uf | Ur. Hence, Ty | Ty — T | Ty, O

Now, we prove Proposition 4.5.

Proof of Proposition 4.5. Let P and P’ be processes. Assume that T' || L >, P is l-securely derivable and (P, L) —
(P',L"). We show that there exist a type environment IV such that either I/ =T or T' — I" and I’ || L' >,,, P’ is
l-securely derivable.

We show the statement by induction on the construction of (P, L) — (P’,L"). We proceed by a case analysis
of the last rule used to construct P — P’.
Case 1. We consider the case (R-Cowm). In this case, P = x!(vg,...,vn).Po|2?(yo,---,yn).-P1, P’ =
Py | Pilyo — v, -y Yn —> Up), and L' = L. Let § = (yo,.-.,Yn) and 0 = (vo, ..., Vy).

By Lemma D.1 (2), there exist two type environments I'y, I'} and I" € L such that I' <: I'y | T} and I <p, I’ hold,
and that T || L >y 2!(vo,...,vn).Po and T || L >y 27(yo, - .., yn).P1 are l-securely derivable. By Lemma D.1
(3), there exist a type environments Fé’g I§y € L, my; € L, types 7, a usage U and t. € NU {oo} such that T'{ <:

(1T 5217 [0 (B /OLU ), do <i lfo, and by <o mify, (10T 5217 o (7% /OLU) | L is
l-secure, and 'y, x : (i’)lgo/U | L >y, Po is l-securely derivable, and t. = oo implies lgy <1 mg;. By Lemma D.1
(4), there exist a type environments I'f Iy € L, mY, € L, types 7/, a usage U’ and t; € NU {oo} such that
I < (T(t”“@“) Ty,a: ()0 /10 U'), I, <p Uy, and I} <p ml,, (T(féﬂ’féﬂ) Iy,z: (7)1 U’) | L is I-
secure, ', x : <7:’>l/1/°/U, §:7" || L >y Pois l-securely derivable, and t, = oo implies Iy <; mf;.

Since T < (¢<tc+1¢c+1> T/ |67 |2 (7)o /O?CU), we have Tj(x) ~ (H®/00U. Since T} <
(T(t'c‘*‘lvt'c‘*‘l) | A <T~’>l,1/6/ItO,CU’), we have I'j(z) ~ <T~’>l/1,°/IBCU/. Since Iy | I} is defined, I'y(z) ~ I'j(x). Hence,
<%)l6’0/O?CU ~ <7:’>l/1/°/I2CU’. Therefore, 7 = 7/ and I}, = IY.

Let o be an [-secure derivation tree of T,z : <%>l‘3,°/ Ul L >my Po, and 7 be an [-secure derivation tree of

I x: <7~—>500/U, §:7 || L >,y Pi. We have an I-secure derivation tree as follows:

270 1

DY, (A /U | Loy Po Tl (AU G:7 || Loy, Py

Lo || L >, 2)(vo, ..., vn).Po Dyl L >y 2240, -+ Yn)-Pr

Lo || L > 2 (vo, ..., v,).Po Dy || Lo 22(yo, -y yn). Py
Do |y || L >p 20, ..o v0).Po | 22 (Yo, - -, yn). P

where Ty = (T(tCH’tCH) Lglo:17|x: <7~'>l‘,)/°/O?CU’) and 'y = (T(t/ﬁl’t/ﬁl) ',z : <7~_>l{)’0/12 U’). Thus, we see that

(10T 5217 |2 (/O U) | (10D DY 2 (/15U || L e P

is [-securely derivable. Then
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(1640 5217 2 : (70000 | (1D T 02 (7)1 0
< (P05 7 ) | (10T (2 () (OLU | I UY).

Hence, we have
D < (1 T g 7) | (S ) 3000 | DU,

Since y; ¢ Dom(T'}), we have I'{[§ — 0] =T{. By Lemma 4.4, we see that
Tz (7% /U |57 | L >y, Puj 7]

is l-securely derivable. Let 7o be an [-secure derivation tree of I'j,x : (#)lo U || L >my, FPo and 71 be an [-secure

derivation tree of T,z : (7)o /U |5: 7 || L D>y, P1[g — 9]. We have an [-secure derivation tree as follows:

T et

Do (/U | Loy, P Thows (/U7 (327 | Loy, Pilj s 1]

Tz (/U | Lo By Ta: (7)Y /U |67 | L5 Pl — 0]
(T2 (/O | (T4, (1) /U |52 7) | Lo Po| PolG = 7]

Thus, we see that
(T2 (A0 ) [ (T ()00 52 7) || Lo P
is l-securely derivable. Then
(Y ITY) 527 2 (/U |U7) < (T, (7% 0) | (DL (7Y /U7 55 7)).
By Proposition C.2 (10) and (11), we have
(1t Ty 51 7) | (P T 2 R/ )
- - - l//
< ((T) [(T) [0 7 [ () /(U U).

Hence,
(terte g 51 7) | (K T) [ (75 |0 Lo P

is [-securely derivable.
Now,

(tr g o ) | (10T ) 22 @1 00U | )
— (1T 54 7) | (FEHEDTY) (2 ) T,
By Lemma D.6, there exists I such that ' — T” and
I < (T(tc+1,tc+l) |5 Tf) | (T(t’chl,t’chl) F/ll) |z <%>l6/°/(U ).
Hence, I || L t>,,, P’ is l-securely derivable.
ase 2. We consider the case (R-NEWLEV). In this case, P = (I < vly < ly) Py, P’ = Py an = (lh <vip<ly)L,
Case 2. Wi ider th R-NEwL In thi P l l la) Py, P = Pyand L’ l l lo )L

where I3, Iy C L and (l] < vl < l;)L is defined.
By Lemma D.1 (7), there exist a type environments IV and m’ € L such that m <p m/,; and T <: I, m’ <p I”
for any I € l~1,l~2, and I || (l~1 < vy < l;)L > Py is l-securely derivable.

Let 7 be an [-secure derivation tree of I” || <l~1 <vlp < l;)L > Po. We have an [-secure derivation tree as
follows:
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s

I | (z} <l < z;)L > Po

— - (T-WEAK)
il (11 < vl < 12)L B P

Hence, we have the statement.

Case 3. We consider the case (R-PAR). In this case, P = Py | P, and P’ = P} | P, with (Py,L) — (Pj,L’). By

Lemma D.1 (2), there exist two type environments I'j, I') and m’ € L such that I' <: T’y | I} and m < m' hold,

and that I} | L >, P; is l-securely derivable for each ¢ = 0,1. Since m <p m’ and T} | L >, P; is l-securely

derivable, we see that I'; || L >, P; is l-securely derivable for each ¢ = 0,1. By the induction hypothesis, then there
exists a type environment I'{; such that either I'y = I'j or I', — I'j and I’ || L' >, Py is I-securely derivable. By

Theorem A.6, either L' = L or L' = (lB <vl< l})L. By Proposition 3.16, I'y || L' t>,, P is l-securely derivable.

Let m; be a derivation tree of I'; || L t>,, P; for each i = 0,1. Then, we have a derivation tree as follows:

270 1M

F6 H Ly, Py Fll || L, P
Lo T Lo Po | Py

(T-WEAK)

Let 7o be an l-secure derivation tree of T || L' t>,,, P} and 7, be an [-secure derivation tree of I} || L' t>,, P}.

) LT

)| L om Py T, | L > Py
LoD [ L o Po | Py

(T-WEAK)

If Ty =T, then we have I'y | T} =T, | T'}. Since I' <: Ty | T, we see that " | L' >, Py | Py is I-securely derivable.
Assume T, — T{. By Lemma D.7, we have Iy [T} — T'{|T}. By Lemma D.6, there exists " such that
I' —TI"and IV <: Ty | ). Since I <: T, | T}, we see that I || L' >, Py | P1 is l-securely derivable.
Case 4. We consider the case (R-NEw). In this case, P = ((vx : §) Py, L) and P’ = ((va : §)P§, L), where (Py, L) —
(P{, L"). By Lemma D.1 (6), there exist a type environments I, a usage U, and m’ € L’ such that m <p m/, rel(U)
and I' <: IV, and IV, 2 : /U || L >y Py is l-securely derivable. By the induction hypothesis, there exist a type
environment I' such that I || L' t>,,, P} is I-securely derivable, where either I'' =TV, 2 : /U or I, : £ /U — T
Let 7 be an I-secure derivation tree of I || L’ t>,, F.
If T =T',2 : £/U, then we have an [-secure derivation tree as follows:

o
I2:6/U|| L 5o P
I [| L' gy (v : )P
Ly (ve: &P

(T-NEW)
(T-WEAK)

Assume I,z : /U — T,
Assume I(y) — T"(y) with y € Dom(I"). Then, there exists a type environment I'’y such that T =
Mo,z :&/U and IV — T"y. Since I =T"g,z : £/U, we have an l-secure derivation tree as follows:

T

o,z &JU || L > P,

~ ; — (T-NEw)
"o || L' > (va : )P
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Since I — I'"y, Lemma D.6 implies that there exists I'j such that I' — IV and IV <: I'y. Hence, I' || L’ >,
(v : £) P} is l-securely derivable.

Assume /U — £/U’ with some usage U’. Then I'" =T" 2 : £/U’. Hence, we have an [-secure derivation tree
as follows:

-

I az: /U || L' > P
U [ L o (va: OF,
T L o0 (va: OF

(T-NEw)
(T-WEAK)

Therefore, we have the statement.

Case 5. We consider the case (R-SP). In this case, P = Py and P’ = Py, where (Py,L) < (P},L), (P}, L) —
(P{,L"), and (P{,L') < (P1,L'). By Lemma 4.2, " || L t>,,, P} is l-securely derivable. By the induction hypothesis,
there exist a type environment IV such that either I’ =T or I' — I and I || L' t>,,, Pj is l-securely derivable. By
Lemma 4.2, TV || L' 1>, P’ is l-securely derivable. Thus, we have the statement. O

Appendix E.
Lemmata for lock-freedom and the details of its proof

E.1. Properties of —>lF

Lemma E.1. For type environments I' and I, a lattice of secrecy levels L, a secrecy level | € L and a process P,
if T'(x) ~ IV(x) for any value x belonging to the domain of T, the domain of T is a subset of the domain of T, and
(P,L) —] (P',L), then (P,L) —} (P',L’).

Proof. Straightforward. O

Lemma E.2. For type environments I' and I, a lattice of secrecy levels L, a secrecy lelvel l € L and a process P, if
I'(x) ~I'(z) for any value x occurring in P, and (P,L) —} (P',L'), then (P,L) —} (P',L).

Proof. Straightforward. O

E.2. Proof of Lemma 4.8

We show Lemma 4.8.

Assume that T' || L >; P and A || L t>; Q are k-securely derivable, I' | A are reliable, I'| A || L is k-secure, and
ob, (I'(x)) is finite, where either a« = I or a = O.

Let n be ob,(T'(z)), and Ip be the length of P. By induction on (n,lp), we prove that there exists R such that
(P|Q,L) _»1;|A (R, f/) and x € SBarbs, (R). Let I'(x) = £/U, and A(z) = £/U..

Assume cong(U,) does not hold. Then ob, (U,) > capz(U,). Because I' | A is reliable, we have oby (U, | UL)
capg(Uy | U'). Hence, min(obg(Ux),obg(U;)) < min(capg(Uy), capg(U%)). Then oba(Us) > capg(Us)

min(capg(Uy), capgz(UL)) > min (o‘bg(Um)7 obg(U;)). Hence, n > ob,(UL). By the induction hypothesis, there exists
R such that (Q | P, L) —»2IF (R, ﬁ) and o € SBarbs, (R). Since P|Q < Q| P, we have (P| Q, L) —»2I" (R, k).

By Lemma E.1, (P|Q,L) —»,* (R,L).

Assume cong(U,). We consider cases according to the form of P.

Case 1. Since ob, (T'(z)) is finite, we have P # 0.

Case 2. P = (Py| P1). By Lemma D.1 (2), there exist two type environments I'y, T}, and I’ € L’ such that
I <:TH|Th and I <p U/, and T || L >y P; is k-securely derivable for each ¢ = 0,1. By Proposition C.2 (4),
I'|A <: T{|T} | A. By Proposition C.3, I'y |} | A is reliable. Because I' <: I'y | I'] and ob,(T'(z)) is finite, we
have z € Dom(Ty |T'}). By Definition 3.7 (d), we have n > ob,(I'{ | T'j(x)). Hence, either n > ob,(T'y(z)) or
n > ob, (I (x)).

Assume n > obq (I (2)). The 1(/3ngth of Py is less then [p. By the induction hypothesis, we see that there exist Ry
and Lg such that (P | @, L) _»I;OIA (Ro, ﬁo) and z € SBarbs,(Ry). By Lemma E.1, (Py | Q, L) —»Z‘A (Ro,ﬁ()).

<
>
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Then (Py | Q| P1, L) —»L1® (RO | Pl,io). Since Py | Py | Q < Py | Q| P1, we have (P |Q,L) —»L® (Ro | Pl,ﬁ()).
By € SBarbs,(Rg), we see x € SBarbs, (Rg | P1).

In the similar way to the case n > ob,(I'{(x)), under the assumption that n > ob,(I'j(x)), we can show that
there exists R such that (P |Q, L) «»ZIA (R, ﬁi and z € SBarbs, (R).

Case 3. P = y!0.P,.

Assume y = 2. Let R=P|Q and L = L. Then (P |Q, L) —» (R, I:) and z € SBarbs, (R).

Assume y # z. By Lemma D.1 (3), there exist a type environments I', secrecy levels lg,l; €
L, types 7, a usage U and t. € NU{oo} such that ' <: T | <p g, and | <p I,
I y: <%>l°/Uy | L >k 1Py is k-securely derivable, I || L is k-secure, and t. = oo implies lo <y I;, where
[ = ettt D 5. 47 y:(%)lO/O?CUy. Since I' <: T”, we have t. < t.+1 < oby(I'(x)) < n. Since
I || L is k-secure, we have ly £ k. By Proposition C.2 (4), ' | A <: T | A. By Proposition C.3, T | A is
reliable. Then, we see that (7 >l°/O0 Uy | A(y) is reliable. Let A(y) = <7~’>ZO/U;. Then, we have ob; (0f.U, | U)) <
capo (09U, | U;) Then ob; (U;) < capo(0f.U, | U)) < t. < n. By the induction hypothesis, there exist Ry and
Lo such that (Q|0,L) —»kl (Ro,io) and y € SBarbs;(Rg). Hence, (Q,L) —» Al0 ((uw)y”z Q0|Q1,LO)

and y ¢ w for some Qo and Q. By Proposition 4.5, there exists a type environment A such that A —» A
and A || Ly > (vi0)y?2.Qo | Q1 is k- securely derlvable By Lemma D.1 there exist type environments Ay and
Ay and ly,l; € Lo such that Ag,y: (F)°/V,2:7 || Lo >r 1 Qo and Ay || Ly >y Qy are k-securely derivable,

and Aw Cor< (T(t +1t+1)A0y ()lO/ISV) | Ay, 1 <p lo, I < 13 and | <p !'. By Lemma 4.4,

ra
k

(Ao,y: BV, z: ?) [z 0] || Lo 1, QolZ+— ] is k-securely derivable. By Theorem A.6 and Proposition 3.16,
I y: (7)°/U, || Lo 1, Py is k-securely derivable. Then, we see that
(w370, | (Bo,y s (V20 7) [ AL)[Er 8] | Lo i (Po| Qo | Qu)IE > 7]
is k-securely derivable. By Proposition C.3, I,y : (?)lO/Uy | (Ao,y NGRS EE %) [Z +— 0] | Ay is reliable.
Because I' <: T and cong(U, ), we have
obe (T, () /Uy (2)) < ob (1040 [5:47 |y (1) /0L, ) (2)) < oba(D(x)) = n.

Since the length of P, is less then [p, we see that there exist R and k such that
D7y (7)10 /Uy | (Do,y:(7) 10/ V ,2:7 ) [28] | Aq

(Po | Qolz— 9] @1, L) —»(RyL)

and z € SBarbs, (R). Then, we have the claimed result.
Case 4. P = y?z.Py. Straightforward.
Case 5. P = xPy. Straightforward.
Case 6. P = (vy : £)Py. Straightforward.

Case 7. P = (l~1 <vly < l;)PO. By Lemma D.1 (7), I” £ k for some " € l1,l3 and there exist a type
environments IV, and I’ € Lsuch that <, I’ and T <: 7, I’ <p " for any I" € l1,l5, and I” | (l~1 <viy < l;)L > Py

is k-securely derivable. By Proposition 3.16, A || L < vl < l;)L >; Q is k-securely derivable. Because I' <: T
and cong(U;), we have ob,(I"(z)) < ob(T'(x)). Since the length of Py is less then [p, we see that there
exist R and k such that (FPy|Q, I < vl < lg)L) —»F 12 (R, ﬁ) and z € SBarbs,(R). By Lemma E.I,

(Po | Q, (l~1 <vlp < l;)L) _»1;|A (R, L). Hence,

(P1Q.L) —* (Po1Q. (i < vl <&)L) —* (R,L).
Case 8. P = if vthen Py else P;. Straightforward. O

Appendix F.
Proof of non-interference theorems

F.1. Basic properties for bisimulation

Lemma F.1. For processes P, P’ and a lattice of secrecy levels L, if P ~ P’, then Barbs(P, L) = Barbs(P’, L).

42



Proof. Assume P < P’. We show Barbs(P, L) = Barbs(P’, L).

We show Barbs(P, L) C Barbs(P’, L). Assume z € Barbs(P, L). We show x € Barbs(P’, L).

Assume (P,L) —»(P", L"), P" = (v§)z!0.Py | Py and = ¢ §. Since P’ < P, we have (P', L) —»(P",L’). Hence,
x € Barbs(P', L).

In the similar way to the case P” = (v§)x!0.Py | P1, we have x € Barbs(P',L) if (P,L) —»(P",L"), P" <
(vg)x?z.Py | Py and x ¢ §.

In the same way to the case Barbs(P, L) C Barbs(P’, L), we have Barbs(P’, L) C Barbs(P, L). O

Lemma F.2. & is transitive i.e. if (Py, Lo) ~ (P, L1) and (Py,L1) = (Py, Ly), then (Py, Lo) ~ (P, Ls).
Proof. Easy. O

Lemma F.3. For processes P, P', Q, Q' and a lattice of secrecy level L, if (P, L) ~ (Q,L), PP~ P, and Q =~ Q’,
then (P',L) =~ (Q', L).

Proof. Assume (P, L) ~ (Q,L), PP~ P, and Q ~ @'. Since (P, L) ~ (Q, L), there exists a barbed bisimulation R
such that ((P,L),(Q,L)) € R. Let

R ={((P,0),(@. L)) | (P,L),(Q L) €R, P~ P, and Q~Q', }.

We show that R’ is a barbed bisimulation. Let ((P§, Lo), (Py, L1)) € R’. Then, there exist processes Py and P
such that ((FPo, Lo), (P1,L1)) € R, Py~ Py, and P, ~ P]. We note R C R'.
(1) Assume (P§,Lo) — (PY,Ly). We show that there exists (Py’,L}) such that (P{,L;) —» (Py,L}) and
((P),Ly), (P]',L})) € R'. Since P ~ Py, we have (Py, Lo) — (PY, Ly). Since ((Py, Lo), (P1,L1)) € R, there exists
(Py',L}) such that (P, L) —» (P{',L}) and ((Py, Ly), (P, L})) € R. By P, ~ P|, we have (P{,L1) —» (P, L}).
By R C R/, we see (P, Lg), (P, L})) e R.
(2) In the same way to (1).
(3) By Lemma F.1, we have Barbs(Pj,L) = Barbs(Py,,L) and Barbs(P,L) = Barbs(P{,L). Since
((Py, Lo), (P1,L1)) € R, we have Barbs(Py, L) = Barbs(Py, L). Hence, we have Barbs(Pj, L) = Barbs(Pj, L).

Now, we see that R’ is a barbed bisimulation. By definition of R’, we have ((P’,L),(Q’,L)) € R’. Thus,
(P',L) % (@, L), O

Lemma F.4. (1) If Py <X Py, then FN(C[Py]) 2 FN(C[P1]) for any context C.
(2) If Py ~ Py, then FN(C[Py]) = FN(C[P1]) for any context C.

Proof. Tt suffices to show (1). We see (1) by induction on the construction of C. O

Lemma F.5. For processes Py and Py, if Py ~ P1 and C[Py] = Pj, then there exists a context C' such that
P6 = C/[P()] and C[P]_] = C/[P]_]

Proof. Assume Py ~ P, and C[Py] =< Pj. We show that there exists a context C’ such that P = C’'[P] and
C[P1] = C'[Py]. We proceed by induction on the construction of C[Py] = Pj. We consider cases according to the
form of C.

If [] does not occur in C, then the required condition holds obviously.

Assume C = []. Let C'" = []. Then, the required condition holds.

Assume C # []. We consider cases according to the last rule of the construction of C[P] < F.

Case 1. Assume P = C[P]. Let C' = C. Then, the required condition holds.

Case 2. Assume that there exists a process @ such that C[Py] < @ and @ = PJ. By the induction hypothesis, we
see that there exists a context C" such that @ = C”[Py] and C[P1] <X C”[P1]. Then, we have C”[Py] = Pj. By the
induction hypothesis, we see that there exists a context C’ such that C”[Py] = C'[Py] and C"[P1] =< C'[P;]. Since
C[P] = C"[P] and C"[P] = C'[P1], we have C[P1] = C'[Py].

Case 3. (SP-ZERO1). Assume Pj = C[FPo]|0. Let C’ = C | 0. Then C[P1] <X C'[Py].

Assume C' = Cj | [ ] and Py = 0 for some context Cy. Then Pj = Cy[Py]. Let C' = Cy. Then, we have P| = C'[Py].
By Proposition A.3, we have C[P1] = Co[P1] | P1 = Co[P1]|0. Hence, C[P1] <X C'[Py].

Assume C = Cp | 0 for some context Cy. Then P) = Cy[FPo]. Let C' = Cy. Then, we have P = C'[P]. By
(SP-ZErO1), C[P1] = C'[P1] |0 = C'[P].

Case 4. (SP-ZER02). Assume C = (vz : §)[] and Py = 0. Then Pj = 0. Let ¢’ = 0. Then, we have P = C'[F].
By (SP-CNEW), C[P1] = (vz : §)P1 < (vz : £)0. Then C[P1] <X 0= C'[Py].

Case 5. (SP-CoMmMmuT). Assume C = Cj | Cy for some contexts Cy and Cy. Then Pj = Ci[Py] | Co[Fo]. Let
C' = C4 | C(). Then, we have P(/) = C/[Po] By (SP—COMMUT), C[Pl] = Co[Pl] | Cl[Pl] = Cl[Pl] ‘ Co[Pﬂ
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Case 6. (SP-Assoc). Assume C' = []|C2 and Py = Qo | Q1 for some context Cy and processes Qo and Q.
Then P} = Qo | (Q1 ] C2[P]). Let C' = Qo | (Q1 | C2). Then, we have Pj = C'[Py]. By (SP-PAR), we have C[P] =
Py | Ca[P1] 2 Py | Ca[P1] = (Qo | Q1) | C2[P1]. By (SP-Assoc), C[Pi] X Qo | (Q1 | C2[P1]) = C'[P1].

Assume C' = (Cy | C1) | Cs for some contexts Cp, C1, and Cy. Then P = Co[Py] | (C1[FPo] | C2[Po]). Let C' =
Cy | (Cl | Cg) Then, we have Pé = C/[P()] By (SP—AASSOC)7 O[Pl] = CO[Pl] ‘ (Cl[Pl} | CQ[Pl]) = C/[Pl]

Case 7. (SP-NEW). Assume C = [||Cy, Py = (vz:8)Q, and = ¢ FN(C1[F)]) for some context Cj. Then
P} = (v : Q| Ci[Py]. Let C" = (v :&)Q|Cy. By (SP-PAR), we have C[P1] = P |Ci[P1] 2 Py | Ci[P1] =
(vz: £)Q | Ci[P1]. By Lemma F.4 (2) and (SP-NEW), C[P1] <X (vz: §)Q | C1[P1] = C'[Py].

Assume C = (v : £)Cy | C1 and x ¢ FN(C,[P)) for some contexts Cy and C. Then P = (va : £)Co[FPo] | C1[FPo]-
Let C' = (v : £)Cp | Cy. By Lemma F.4 (2) and (SP-NEW), C[P1] =X (v : §)Co[P1] | C1[P1] = C'[Py].

Case 8. (SP-IFT). Assume C = if []thenCpelse C; and Py = true! for some contexts Cy and Cy. Then P} =
Co[Py). Let C" = Cy. Since Py ~ Py, we have P; = truel. By (SP-IFT), O[P;] = if true! then Cy[P;] else C1[P)] =
Co[P1] = C'[Py).

Assume C = if true’ then Cp else C; for some contexts Cp and C;. Then P} = Cy[Py]. Let C' = Cy. By (SP-
IFT), C[Pl] = if true! then Co[Pﬂ else (4 [Pl] = Oo[Pl] = O/[Pl]

Case 9. (SP-IFF). In the similar way to (SP-IFT).

Case 10. (SP-REP). Assume C = *Cj for some context Cy. Then P} = xCy[Fo] | Co[Po]. Let C" = +Cq | C. Then,
we have Pé = CI[P()] By (SP—REP), C[Pl] = *Co[Pl] =< *Co[Pﬂ | C()[Pl] = C/[Pl]

Case 11. (SP-PAR). Assume C = Cy | Cy and Co[Py] <X Qo for some contexts Cy and Cj, and a process Q.
Then P = Qo | C1[Po]. By the induction hypothesis, we see that there exists a context C{j such that Qo = C}[Fo]
and Co[Pl] j C(/)[Pl} Let C/ = C(/) | Cl. Then, we have POI = C/[Po] By (SP—PAR)7 C[Pl] = CQ[P]J | CI[PI] j
ColPr] [ CL[Py] = C'[Py].

Case 12. (SP-CNEwW). Assume C = (vz : §)Cy and Cy[Py] <X Qo for some context Cy and a process Qo. Then
P} = (vx: £)Qp. By the induction hypothesis, we see that there exists a context C{) such that Qo = C{[P] and
Co[P1] = C{[P1]. Let C" = (v : §)C{. Then, we have P = C'[P]. By (SP-CNEw), C[P1] = (va: §)Co[P1] <
(v - )CIPy] = ') =

Lemma F.6. For processes Py and Py, if Py ~ Py and (C[Py),L) — (Pj, L"), then there exists a context C' such
that P} = C'[Py] and (C[P1], L) — (C'[P1],L’).

Proof. Assume Py ~ Py and (C[Py], L) — (P}, L").

Assume C = []. In this case, C[P;] = P; for i = 0,1. Assume (Py,L) — (P}, L’). Since P, < P,, we have
(P1,L) — (P}, L"). Let C" = PJ}. Then Pj = C'[Py] and C[P1] — C'[P1].

Assume C # []. The proof proceeds by induction on the construction of (C[Fo], L) — (P, L"). We consider
cases according to the last rule of the construction of (C[Py], L) — (P}, L').

Case 1. (R-CoM). Assume C = Cy | C; with contexts Cy and Cy and L' = L.

Assume Cy =[], C1 = z?(yo,...,yn).C, and Py = z!(vg,...,v,).P. Then Pj = P | C}{[Py]. By Definition 2.6,
we see P; = z!(vp,...,v,).P. Then, we have C[P1] = z!(vo,...,vn).P|2?(Yo,. .., yn). C{[P1]. Let C" = P| C}. Then
Py =C'|Py)]. By (R-Com), (C[P1], L) — (C'[P1], L).

In the similar way, we can show the case Cy = z!(vy, ..., v,).Cf, C1 =[], and Py = 2?(yo, ..., Yn).P.

Assume Cy = z!(v, ...,v,).C and C1 = z?(yo, - .., Yn).C1. Then Pj = Cy[Fo] | C1[Ps]. Let €’ = Cf | C1. Then
Py = C'|Py]. By (R-Cowm), (C[P1], L) — (C'[P1], L).

Case 2. (R-NEWLEV). Assume C = (ly < vl' <11 )C}, L' = (o < vl <Iy)L, [y and [; C L with a context Cj.
Then Pj = Cy[Py]. Let C' = Cf. Then P} = C'[P)]. By (R-NEWLEV), (C[P1], L) — (C'[P1], L").

Case 3. (R-PAR). Assume C = Cy | C; with contexts Cy and Ch.

Assume Cjy = []. Then, there exists a process @ such that P = Q| C1[Py] and (Py, L) — (Q, L"). Since P; < Py,
we have (Py,L) — (Q,L'). Let C" = Q| C1. Then B} = C'[Ry]. By (R-PaR), (C[P1], L) — (C'[Py], L).

Assume Cj # []. Then, there exists a process Qo such that P = Qo | C1[Fo] and (Co[Py], L) — (Qo,L’). By
the induction hypothesis, there exists a context C) such that Qo = C{[Fo] and Co[P1] — C{[P1]. Let C' = Cf | Ch.
Then Pj = C'[Ry)]. Since (Co[P1], L) — (C{[P1], L") and (R-PAR), we have (C[P1],L) — (C'[P1], L').

Case 4. (R-NEW). Assume that C' = (vz : £)Cy with a context Cp, and there exists a process Qo such that
(ColPo), L) — (Qo, L") and P} = (vx : £)Qo. By the induction hypothesis, there exists a context C{ such that
Qo = C{[Po] and Cy[P1] — C|[P1]. Let C' = (v : §)C|. Then P} = C’'[P]. Since (Co[P1], L) — (C{[P1], L’) and
(R-NEW), we have (C[P1], L) — (C'[P],L’).

Case 5. (R-SP). Assume that there exist processes Qo and @ such that C[Py] <X Qo, (Qo, L) — (Qf, L), and
Qf = P}. By Lemma F.5, there exists a context C"" such that Qo = C"”[Py] and C[P1] = C”[P;]. By the induction
hypothesis, there exists a context C”” such that Qp = C"'[Py] and (C"[P1], L) — (C"'[Py], L’). By Lemma F.5, there
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exists a context C” such that Pj = C'[Py] and C"'[Py] = C'[P1]. Since C[P1] X C"[Py], (C"[P1], L) — (C"'[P1], L"),
C"'[P] < C'[P;] and (R-SP), we have (C[P1],L) — (C'[Py], L"). O

Lemma F.7. For processes Py and Py, and a lattices for secrecy levels L, if Py ~ Py, then (C[Fo)], L) ~ (c[Ph), L)
with any context C.

Proof. Let
R ={((C[R), L), (C[P],L)) | Py~ P,C is a context, L is a lattice of secrecy levels}

To show the claim, it suffices to show that R is a barbed bisimulation.

Fix C be a context, and processes Py and P; with Py ~ P;. Then ((C[Po], L), (C[P1], L)) € R. We show that the
conditions in Definition 4.15 hold.

(1) and (2) By Lemma F.6.
(3) We show Barbs(C[Fo], L) = Barbs(C[Py], L). To show the claim, we show Barbs(C[FP], L) C Barbs(C[P1], L).
Let x € Barbs(C[Fo], L).

Assume (C[Py],L) — (Q,L"),Q = (v§)x!0.Qo | Q1 with = ¢ §. By Lemma F.5 and Lemma F.6, there exists a
context C’ such that (v9)z!0.Qo | @1 = C'[R], (C[P1], L) — (Q', L), and Q' < C'[P1].

Assume C' = [] and Py = (v§)2!0.Qo | Q1. In this case, (C[P1],L) —» (P1,L). Since P, < Py, we have
(C[P1], L) — ((vg)z'0.Qo | Q1,L"). Hence, = € Barbs(C[P1], L).

Assume C’ = (vy)[] and Py = 2!19.Qp | Q1. In this case, (C[P1],L) —» ((vy)P1,L’). Since P; < Py, we have
(v§)P1 < (v§)Pyi. Hence, we have (C[P1], L) —» ((v9)z!9.Qo | Q1, L’). Therefore, x € Barbs(C[P1], L).

Assume C' = (vg)[]|C1 and Py = z!0.Qo for some context C;. In this case, (C[Pi],L) —»
((Z/:I;)Pl | Cl [PlLL/). Since P1 j P07 we have (V@)Pl | Cl [Pl] j (Vﬂ)x'ﬁQo | Cl [Pl] Hence, we have (C[Pl],L) —»
((vg)2'9.Qo | C1[P1], L'). Therefore, x € Barbs(C[P1], L).

Assume (' = (vg)x!v.Cy |Cy  for  some contexts Cp; and C;. In  this case,
(C[P1], L) —» ((vg)x'0. Co[P1] | C1[P1], L"). Hence, x € Barbs(C[Py], L).

In the similar way to the case (C[R),L) —» (Q,L),Q = (v§)z!9.Qo | Q1, we have = € Barbs(C[P], L) if
(C[Py], L) —» (Q,L"),Q = (v§)x?2.Qo | Q1 with x ¢ §. Therefore, Barbs(C[Py], L) C Barbs(C[P1], L).

In the same way to the case Barbs(C[Fo], L) C Barbs(C[P1], L), we have Barbs(C[P1], L) C Barbs(C[Fo], L).
Thus, Barbs(C[P], L) = Barbs(C[P1], L). O

Lemma F.8. For processes P, P', Q, Q' and a lattice of secrecy level L, if P (FIE ) Q, P ~P,and Q ~Q’, then

A /

)

Proof. Assume P (FHzL ) Q, P’ ~ P, and Q ~ Q. We show that the conditions in Definition 4.17 hold.

(1) By Lemma D.4. 7

(2) Fix C be an (T || L,1)-(A || L',')-context. Then, we have (C[P],L') ~ (C[Q],L’). Since P’ ~ P, and Q ~ @Q/,
Lemma F.7 implies (C[P’'],L’) ~ (C[P], L") and (C[Q],L") ~ (ClQ'],L"). By Lemma F.2, we have (C[P’],L") ~
(1,1, O

F.2. Definition of Er

Definition F.9 (Er). For a type environment I, a lattice of secrecy levels L, and a secrecy level [ € L, we inductively
define Erk'(P) as follows:

Erf'(0) =0 if P =0,

E L,l( ) it if P =w, v is a value, and
ri (v) = uni
r I'(v) is not ! and not lower than [ in L,

E L,l( ) = if P=w, v is a value, and
R I'(v) is I or lower than [ in L,
if P=Py| P,

Ll L.l L,
Erp (o [ P1) = By (Po) | Erp” (P1) for processes Py and Py
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Erlé’l(x!(vo, e

Erft (2! (vo, . ..

Erlé’l(ac?(yo, e

Erlé’l(:c?(yo, ..

Er{i’l(x?(yo7 e

Erp!(+P') =0

Erl! («P') = «Erk! (P')

,0).P') =z}, ... vl Erll (P)

avn)'P/) = Er?l(Pl)

L,
Yn)-P) =20,y Brpy o (P)

,,,,,

.....

L,
7y’ﬂ)P/) = ErF,yozUnit,..‘,yn:Unit(Pl)

Erlé’l((um 6P = (v : )El"léjl (P")

:£/0

Brf!(va : §)P') = Bl o(P)
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if P=%P and
Erf'(P') ~ 0
for a process P/,

if P =P’ and
Ert ! (P') %0
for a process P’,

if P=a!(vg,...,v,). P

for a process P/,

I'(z) is the form (7, ... ,’Tn>l//U
with I <, [, and

vi = Erg(v)

foralli=0,...,n,

lf P = Z‘!('UO, PN 7’[}”).Pl
for a process P’, and
I'(x) is not the form

(10, .,Tn>l//U with I’ <p I,

if P=2x2yo,...,yn)- P’

for a program P’ and

I'(z) is the form (7, ... ,Tn>l,/U
with I! <p I,

if P=a?(yo,.. yn).P’

for a process P’, and

I'(x) is the form (7o, ... ,Tn>l//U
with I' £, 1,

if P=2a2?(yo,.-,Yn). P’
for a process P’, and
I'(x) is not
the form (g, ... ,Tn>l//U7

if P=(vx:&P
for a process P’, and

¢ is the form (7,... ,Tn>l,
with ' <p [,

if P=(vz: &P
for a process P’, and

& is not the form (7, ... ,Tn>l/
with I’ <p [,



S if P = (z} < vy < z;)P’
Er{i’l<(l~1 < vl < l;)P’) = (l~1 <vlp < l;)Er£l1<Vlo<l2)L’l(P') for a process P, and
I'<plforany ' €y, s,

o if P= (l} <vly < l;)P’
- ~ I <vio<lz)L,l
Erlji7l((ll <vlp < lz)Pl) = Erl(“l o<h) (P") for a process P’, and

' €1 1 for some I € Iy, s,

if P = if vthen P’ else P”
Erlé’l(if vthen P’ else P”) = if vthen Erlé’l(P') else Erle’l(P”) for processes P', P", and
I'(v) = Bool! with I' < I,

if P=if vthen P’ else P”
for processes P’, P”, and
I'(v) = Bool! does not hold
with I <p 1.

Erf!(if vthen P’ else P”) =0

Definition F.10 (The order of occurrences of (- < v- < -)’s in a process P). For a process P, we define the order
> p of occurrences of (- < v- <-)’s in P as follows:

(l~1 <vlp < l;) ~-p (171 <l < l~’2) if and only if <l~1 < vl < l;)P’ is a subexpression of P, and (lN’l <l < l;)
occurs in P’.

Definition F.11 (Erle’l(P)—sublattice). We say that a sublattice L’ of L is an Erle’l(P)—sublattice if the following
conditions hold:

(1) For occurrences of (l;o < vlp, < l;o>,..., (l;n < vy, < l;n) in P, where (l;z < vy, < l;l> Ap
(l{j < vy, <l;j) for i < j, if (z{o < vy, <l§0)...((lfn < vlo, <zgn)L is defined, then there exist
Jo <+ < such that (i, < vlo,, <1, ). (10, <vlo,, <1, )L’ is defined,

{(15, <V, <ty (1, <Wlo, <13, )} =
{(l; <vly < l~2) ‘ <l~1 < vl < l;) occurs in Er{i’l(P)}ﬂ

{(z{o < vy, < z;o),..., (zfn < vy, < z;n)}.

(2) For occurrences of (Z’IO < i, < l’;o), ce (l’;m <l < l’;m) in Erl!(P), where
(z{i <, < l;i> At ) (z{j <vlf < l’;j) for i < j, if (1{0 <l < zgo)... ((z'{m <uly < z';m)y
is  defined,  then  there  exist (z{o < vy, < 12) (lfn < vy, < z;n) such  that

(1{0 < vy, < z;o). . ((z{n <vly, < l£n>L is defined,
{(z{o < vy, < zz) (z{n <uly, < z;n)} -
{(B<vio < 5) ‘ (i <vlo <) =p (8, < i, <15,) for some i =0,...,m },

and (11, < vlo, < 1o, ) Ap (I, < vlo, <1, ) for i < j.

We note that T'(v) is lower than [ in L for any value v freely occurring in Erlé Lp).

F.3. Basic properties of Er

Lemma F.12. For a type environments I, a lattice for secrecy levels L, a secrecy level | € L and a process P, if
['(x) is not lower than | in L, then x does not occur in Erle’l(P).
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Proof. By induction on the construction of P. O

Lemma F.13. For type environments I' and I, a lattice for secrecljy levels L, a secrecy level l € L and a process P,
if T(z) ~ T’ (x) for any value x occurring in P, then Eri'(P) = Erf;'(P).

Proof. By induction on the construction of P. O

Lemma F.14. ,For a type environments I, lattices for secrecy levels L, L', a secrecy level | € L, and a process P, if
L'C L and Erlé L(P) ~0, then Erlé’l(P) ~ 0.

Proof. By induction on the construction of P. O

Lemma F.15. f‘or a type environment I',a lattice for secrecy levels L, secrecy levels I,1' € L, and a process P, if
1<l and Er" (P) ~ 0, then Erk!'(P) ~ 0.

Proof. By induction on the construction of P. O
Lemma F.16. IfT' || L >, P is k-securely derivable, then Er{i’l(P) ~ 0 for any secrecy level l 21, m.

Proof. Assume that I' || L >, P is k-securely derivable. We show Er{:’l(P) = 0 by induction on k-secure derivation
tree of T || L >; P. We proceed by a case analysis of the rule used at the root.
Case 1. In case the rule used at the root is (T-ZERO), the claimed result holds obviously.
Case 2. Assume that the rule used at the root is (T-NEW). In this case, there exists a process P’ such that
P=(z:&P.ThenT,z:&/U || L t>,, P’ is derivable. Let | 2, m. By the induction hypothesis, Erﬁ’i:g/U(P’) ~ (.
Assume that ¢ is the form <T1,...,Tn>l// for 1”7 <p 1. Then Erlé’l((m::g)P’) = (ux:{)Er;’i:E/o(P’). By
Lemma F.13, we have (va : {)ErIL,:izg/o(P’) ~ (vr: £)0 ~ 0. Hence, we see Erlé’l(P) ~ 0.
Assume that € is not the form (7, ... ,Tn>l” with " <p, I. Then Erg!((va : €)P') = Erle,’izg/o(P’). By Lemma F.13,
Erf{’i:é/U(P’) ~ 0. Hence, we have Er{i’l(P) ~ 0.
Case 3. Assume that the rule used at the root is (T-REP). In this case, there exist a process P’ and a type environment
I such that P = «P" and ' = «I"". Then I || L >, P’ is derivable. Let | 2, m. By the induction hypothesis,
Erlé}l(P’) ~ 0. By Lemma F.13, Er%’l(P’) ~ 0. Hence, Erlé’l(P) =0.
Case 4. Assume that the rule used at the root is (T-PAR). In this case, there exist processes Py and P; such that
P = Py | P1. Then, there exist type environments I'y and I'y such that T' =Ty | Ty and T; | L >, P; is derivable
for ¢ = 0,1. Let I 1 m. By the induction hypothesis, Erﬁ?l(Pi) ~ 0 for ¢ = 0,1. By Lemma F.13, we have
Erf!(P;) = Erp (P;) for i = 0,1. Then Erf'(Py | P1) =~ 00 ~0.
Case 5. Assume that the rule used at the root is (T-IF). In this case, there exist a type environment IV and processes
Py and P; such that I' =" | v : Bool! and P = if v then Pyelse P, hold and I || L >, P; is derivable for i = 0, 1.
Let [ 21 m. Since T'(v) = Bool!, we see Er{?l(if vthen Pyelse P;) = 0.
Case 6. Assume that the rule used at the root is (T-OUT). In this case, there exist a process P’, a type environments
I, secrecy levels If),l} € L, types 7, a usage U and t. € NU{oco} such that P = z!0.P/, m <p lf and T’ =
FUEALEAD T 547 [ (7)0 /O U with m <p Ij, te = oo implies Ij <z I}, and I,z : (/U | L >y P is

derivable. Let I 21, m. Since m <p, 1}, we have | 21 l}. By the induction hypothesis, Erﬁ/’lmmlé/U(P’) ~ 0. Since
I 21 m and m <g, [, we have l{, €1, . Since I, £, I, we have o
Er’! (z19.P') = Er™! (P).

PltetLite+D) IV [5:4 7|2:(7) 10 /09 U pltetlitetD) T1|5:4 7|2:(7) 0 /00U

By Lemma F.13, we have

Er’! (2!9.P") = Er™!

/ ’ P/ >~ O.
ettt D 1|54 7lo:(7) 10 /O) U F’,m:(%)lO/U( )

Case 7. Assume that the rule used at the root is (T-IN). In this case, there exist a process P’, a type envi-
ronments I, secrecy levels Ij),l1 € L, types 7, a usage U and t. € NU{oco} such that P = z?(g).P’, I' =
pleetLitet) pr gy <%)15/I$CU), m <y ly, and m <y I} hold, t, = oo implies ) <p, I}, and ',z : (F)0/U,§: 7 || L >y,
P’ is derivable. Let I %5 m. Since m <j [, we have | %5 [j. By the induction hypothesis, we have
Ie;,lz:(ﬂ”o/U,g:%(Pl) ~ 0. Since [ 1, m and m <g, [, we have [j £, I. Since lj 1, I, we have

Ll 2=\ DN — Lol /
Erﬁ(tc%wl) ()1 /10,0 (x?(g).P") = Er(T(tc+1>f«c+l) 2o/ 10,0) W(P ).
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By Lemma F.13, we have

Ll 20~ DI Ll "N
Er(T(tc+1=tc+1) F/vm:<7->l6/I?CU) (x(y)P ) Er (T(U“*’l tet1) I < >l6/[?cU),g;7-(P ) =~ 0
Case 8. Assume that the rule used at the root is (T-NEWSEC). In this case, m <p, I’ for any I” € l5, 5, and there exist
a process P’ such that P = (l; <vl < l~3>P’. Then, the assumption of the rule instance I || (l; <l < l~3) L>,, P

(l2<z/l1<l3)L l

is derivable. Let [ 21 m. By the induction hypothesis, we have Er (P')~0.Foranyl € I5 and I3, because

of m <y I, we have I £1 I. Then Erk!(P) = Er §lz<”ll<l‘)L ‘i ) ~ 0.

Case 9. Assume that the rule used at the root is (T-WEAK). In this case, there exist a type environments I, a
lattice for secrecy levels L', a secrecy level I € L’ such that T <: IV, I/ C L,and | < I/, and IV | L' >y P is

derivable. Let [ 1 m. By the induction hypothesis, we have Erle,/’l/(P) ~ 0. By Lemma F.13, Theorem F.14, and
Theorem F.15, we see Erle’l(P) ~ 0. O

F.4. Er%’l(P) can simulate P

Lemma F.17. IfT' || L >, P is k-securely derivable, the secrecy level of I' || L is Iy, and P < P’, then Er%’l(P) =
Erlé’l(P’) for any secrecy level | £, 1.

Proof. Assume that I' || L >, P is k-securely derivable and P < P’. Let I be the secrecy level of I' || L. Fix | €1, I3.
We show Er#’l(P) =< Er#’l(P’ ) by induction on the construction of P < P’. We consider cases according to the last
rule of the construction of P < P’.

Case 1. If P’ = P, then Er#’l(P) = Erlé’l(P’) obviously.

Case 2. Assume that there exists a process @ such that P < @Q and @ =< P’. By the induction hypothesis, we
have Ert!(P) < Erk!(Q) and Erl'(Q) < Erl'(P’). Hence, Ert'(P) < Erp (P).

Case 3. (SP-ZERO1). Assume P’ = P | 0. Then Ert!(P’) = Erl’!(P) | Erl'(0) = Er'(P) | 0. Hence, Ert!(P) <
Er!(P)| 0 = Exl!(P).

In the same way, we can show Erlé (P) = Erle Y(P") in case P = P'|0.

Case 4. (SP-ZER02). Assume P = 0 and P’ = (vz : £)0. Then Erlé’l(P) = 0. If ¢ is the form (ry,...,7,)"
with I/ < [, then Erp'(P') = (va : f)Er#ié/o(O) = (va: €)0. If £ is not the form (ry,...,7,)" with I’ <j [, then
Erle’l(P’) = 0. In both cases, we have ErF “(P) < Erlé’l(P’).

In the same way, we can show Eré”l(P) = Er#’l(P’) in case P = (vz: £)0 and P’ = 0.

Case 5. (SP-CoMmMmuT). Assume P = Py | P, and P’ = P; | Py with processes Py and P;. Then Er{i’l(P) =
Erp!(Py) | Erl!(Py) and Exf'(P') = Erle!(P1) | Erg'(Py). We have Erf!(P) < Erf!(P').

Case 6. (SP-Assoc). Assume P = (Py | P)| P, and P’ = Py|(P,|P,) with processes Py, P;, and P».
Then ErX!(P) = (Erﬁ’l(Po) | Er#’l(Pl)) | Erl!(Py) and Exk(P') = Exb'(Ry) | (Erﬁ’l(Pl) | Er#’l(PQ)). We have
Erf (P) < Erpl(P).

Case 7. (SP-NEwW). Assume P = (I/.’E &Py | P and P’ = (l/x :&)Py | Py with processes Py, Pp, and
x ¢ FN(P,). If € is the form (r,...,7,)" with I’ <p [, then ErfY(P) = (va: f)Er#}’i:g/o(Po) | Er#:;:E/O(Pﬁ
an(Li lErIE’l(P’) = (vx: E)ErF zg/o(PO) | ErF zg/o(Pl)' If ¢ is Lnlot the formL l(ﬁ, o) with ! <y I, then
Er’(P) = ErF e g/o(PO) | ErF o g/o(Pl) and ErF Py = Err:x;g/o(PO) | ErF:x:E/O(Pl)' In both cases, we have
Exk!(P) < Erf! (P).

Case 8. (SP-IFT). Assume P = if true! then Py else P; and P’ = P, with processes Py and P;. By Lemma D.1
(8), there exist a type environments I, a lattice for secrecy levels L', and I € L' such that L' C L, m < 1", and
I <: (F’ | true!” : Booll”), and both IV || L’ >y Py and IV || L’ t>;» Py are derivable. Then I’ = I”. We consider cases
according to 1.

Assume " <y [. Then Er#’l (if true!’ then P else P1> = if true’ then Erlé’l(PO) else Erlé’l(Pl). Hence,

’

Erlé’l (if true’ then Py else P1> = Erlé’l(PO).
Assume I’ €5, I. Then Erlé’l(if true! then Py else Pl) = 0. By Theorem F.16, we have Erlé,/’l(Po) ~ 0. By
Lemma F.13 and Theorem F.14, we have Erlé’l(PO) ~ 0. Hence, Erlé’l (if true! then Py else Pl) =< Erlé’l(PO).
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Case 9. (SP-IFF). Assume P = if false! then Pyelse P, and P’ = P; with processes Py and P;. By Lemma D.1
(8), there exist a type environments I, a lattice for secrecy levels L', and I” € L’ such that L' C L, m <p l”, and
I <: (F' | false! :Booll”), and both IV || L’ >y Py and I || L' ;v Py are derivable. Then I’ = [”. We consider
cases according to I’.

Assume I <; [. Then Er#’l (if false' then Pyelse Pl) = if false’ then Er#’l(Po) else Erle’l(Pl). Hence,

Erfi’l (if false’ then Pyelse P1> = Erlé’l(Pl).
Assume " £ [. Then Er#’l(if false! then P else Pl) = 0. By Theorem F.16, we have Er#:’l(Pl) ~ 0. By

Lemma F.13 and Theorem F.14, we have Er{i’l(Pl) ~ 0. Hence, Er{i’l (if false’ then Pyelse Pl) =< Erlji’l(Pl).

Case 10. (SP-REP). Assume P = %Py and P’ = %P, | Py with a process Py. We consider cases according to
Erft(Py).

Assume Erle "(Py) ~ 0. Then, we have Er "(xPy) = 0. We also have ErF (*PO | P) = 0] Er '(Py). By (SP-
ZEero1) and Lemma A.5 (1), we have Erf (*Po) =0=<0]|0= O | Er Hpy) = Erf YxPy | PO)

Assume Erl'(Py) # 0. Then, we have ErF "xPy) = *EI‘F (PO) Hence, we have ErF LxPy) = *Er#’l(Po) =<
«Erle!(Py) | Erp(Py) < Erkl(+Py | Py).

Case 11. (SP-PAR). Assume P =P P1 and P’ = P}[| P, with Py < P} for process Py, P;, and P}. Then
Eril(P) = Erfil(PO)|Er (P1) and Erp (P’) = Er Ll(PO)|E Ll(Pl) By the induction hypothesis, we have
Erf’!(Py) < Erk!(P}). We have Erf!(P) j Erl! (P).

Case 12. (SP-CNEW). Assume P = (vx : f)Po and P’ = (va: §)P) with Py = P} for process Py and Pj. By
the induction hypothesis, we have Erleji:g/o(Po) = Erle)’izf/o(Pé). If ¢ is the form (ry,... 7Tn>l/ with I’ <p, I, then

ErpY(P) = (va f)ErIL, i;g/o(PO) and Erp!(P) = (v : f)Erle_’izg/o(Pé). If € is not the form (7, ... ,Tn>l/ with I! <p I,

then Erle’l(P) ErF £/O(Po) and Erlé’l(P’) Erlel £/O(Pé). In both cases, we have Erle’l(P) = Er#’l(P'). O
Lemma F.18. Let yo,...,yn be channel names, vo,...,v, be values and v} be Er#’l(vi). Let § = (Yo,---,Yn),

o= (vo,...,vn), and v' = (v},...,v",).

Er#’l(P[gj — 7)) = (Er#é%(P)) (5 — 1;’} with 7 = (T'(vo), - .., T(vy)) for a value or process P.

Proof. We show Erlé’l(P[ﬂ — 7)) = <E IE%?(P)) (5 — 6’} by induction on the construction of P. We consider cases

according to the form of P.
Case 1. Assume P = w for a value w.

Assume w # y; for ¢ = 0,...,n. Then Er{i’l(w[g —0]) = Erl{”l(w). By Lemma F.13, Er{i’l(w) =
(Er#:%#w)) [§ 1;’]
Assume w = y; for i =0,...,n. Then ErF Yoplg e 1)) = Erlé Hwp).

We consider the case where F(vl) is not lower than [ in L. In this case, ErF '(v;) = unit and Er ?l; =(y;) = unit.
Hence, we have ErF Yuy) = (Err,gﬁ(yi)) [§ v ]

We consider the case where T'(v;) is lower than [ in L. In this case, Er#’l(vi) = v; = v} and Er é%(yz) = y;.
Hence, we have Eri(v;) = (Erﬁg%(yz)) [§ 1;’]

Case 2. Assume P = 0. In this case, Erf’! (P[j — ©]) = 0 and Er
(Bxfhn(P)) 3 0]

Case 3. Assume P = Py | Py. In this case, ErZ!(P[§ — ©]) = ErL ! (Py[g — ) | Er2 (Py[j — @
Erlé =(FPo) | Err _ =(P1). By the induction hypothesis, we have Er#l(R[gj —7]) = (ErL’l~ ~(Pi)> 7 — 17’] fori=0,1.

%%(P) = 0. Hence, we have Er{i’l(P[jj — 7)) =

g7
Then, we have Ex2!(P[j s 7)) = (Erﬁéﬁ(zﬂ)) 5 v].
Case 4. Assume P = xP’. By the induction hypothesis, we have Erlé’l(P/[gj — 7)) = (Erlé,’?lﬁ(P’)) [§ 1;’]. We
consider cases according to the form of Erfi’l(P’ [g — 7).
Assume Er%!(P'[j+ @]) ~ 0. Then Ert'(+P'[j+4]) = 0. Since (Erﬁ;gﬁ(P')) [~ 0] ~ 0, we have
Ll +(P') =~ 0. Hence, Erf{ol -(+P') = 0. Then, we have (Er#l_ (*P’)) [§ — '] = 0. Thus, Erf' (P — 1)) =

Erpsz
L
( I )va].
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Assume Er%’l(P/[gj — 7]) % 0. Then Erle’l(P[gj — 7)) = *EI‘F LP'[j ~ ©]) and Erle
have

Thus, Ex%!(P[j — ]) = (Erléé:%(P)) 7 v'].
Case 5. Assume P = z!w.P’. Let 2

of I'(z).
Assume that I'(z) is the form (7m,...,7 /U with I <, I. Then, we have Er{i’l(P[ngﬁ]) =
x’!w’.Er{i’l(P’[ngj]) and Erle”?ljﬁ(P) = zlw. ErF~—(P’) By the induction hypothesis, we have

Ex! (P[5~ 9]) = (Erfoj,- (P) [+ /). Then, we have

Erl!(P[j — ©)) = &'\’ Erp (P[5 9))

[§— v
= 2/’ (Er#:zl}:;(P’ ) [§ — 1;’]
= (:E!ﬁ). Er#:;:%(P') [§ = 0]
_ (w.Lil _
= (Ernﬂ:%(P)) [ — ']
Assume that T'(z ) is not the form (r1, ..., )" /U with I’ <p, I. Then, we have Er g 7] ) ErL l(P’ [ — 7])
and Erf 57 =(P) = ErF ~(P'). By the 1nduct1on hypothesis, we have Erf! (P + 7)) ( fj =( ) § > v']. Then,

we have ErF “plj— o) = (Erny T(P)) (G ]
Case 6. Assume P = 2?2.P'. Let ' = z[j 1;’] We consider cases according to the form of T'(z).

Assume that T'(x) is the form (r,...,T, >//U with I <; . Then, we have Erlé’l(P[ngﬁ]) =
x’?Z.Erlf’;;,(P’[ng}]) and Erlél -(P) x?Z. Er{:;%z'f(P/)' By the induction hypothesis, we have

Erf L (P'lg s 0]) = (Er{:; i (P’)) [§ — v']. Then, we have

Erp! (P = 9]) = /2. Br L -, (P'[j > ¥))
=17z (Erﬁé '~,(P’)> (5 V']

= (272 Bxfh (P[5

Assume that T'(z) is the form <7‘1,...,7’n>l,/U with I  «£p I. Then Er%’l(P[ﬂHﬁ]) =

Er” F z L (P'lg—17])  and Erle zlj =(P) = Er?:;:%j:;, (P'). By the induction hypothesis, we have
Erf (P[> 7)) = (Erll,’ s (P’)) [§ — v']. Then, we have Ex5!(P[j > #]) = (Erlé:zl}:%(PD 5 v'].

In case that T'(x) is not the form (74, ... ,Tn>l,/U for any I’, we can show Er#’l(P[gj — 7)) = (Er#é%(P)) (5 — 1;’]

in the similar way to the case that I'(z) is the form (7q,..., Tn>l//U with I £, 1.
Case 7. Assume P = (va : £)P’. We consider cases according to the form of &.

Assume that ¢ is  the form  (7q,.. T,,)ll with I < < [.  Then, we have
Erf (Pl 1)) = (va: £)Er1€’izg/0(P’[gj — 7]) and ErF g(P) = (va: S)ErF o E/O(P/). By the induction

hypothesis, we have Er#’izf/o(P’[gj — 7)) = (Err o7 E/O )) g v . Then, we have

Erp! (Pl — 8]) = (va: Erf . o(P'[j > 9))

= (vx:§) (Er#:;}ﬁ,xf/o(P’)) [yj — 1;’]
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(Bxfhs(P)) [5 01).

Assume that £ is not the form <7'1,...,Tn>l/ with " <p l. Then Erle’l(P[gj — 7)) = Erle_’izg/o(P’[gj — 7)) and

Erf;.;(P) = Br,

g gc:g/o(P/)' By the induction hypothesis, we have

Brf e so(P' [ 8)) = (Bxfh s e so(P) [72 0]
Then, we have Er%’l(P[gj — 7)) = (Er%é%(P)) [§+— 17’].
Case 8. Assume P = (l~1 <vly < ZNQ)P’. Let L' = (l~1 <vly < l;)L We consider cases according to [.
Assume I’ <; [ for any I’ € [, lo. In this case, Er#’l(P[gj — 7)) = <Z~1 < vy < l;)Er{i/’l(P’[g — 7])
and Eril (P) = (l; < vl < l;)Er#:g’jlﬁ(P’). By the induction hypothesis, we have Er#/’l(P’[gj —0]) =

g7
(Er#j’i{P’)) (5 J’] Then, we have Er#’l(P[g — 7)) = (Er{ié#P)) (5 — 1;’}

Assume I £y, I for some U’ € [y, ly. In this case, Erf"! (P[§ — ©]) = Exf. " (P'[§ = 0]) and Erpl - (P) = Exfl 2L (P").
By the induction hypothesis, we have Erle YPGB = (Erle7?’§l:~(P’)) (5 — 1;’]. Then, we have Erle’l(P[ﬂ — 7)) =
(Bxfhn(P)) 5 0]

Case 9. Assume P = if wthen Pyelse P;. Let w’ = @ (5 — 1;’]. We consider cases according to the form of I'(w).

Assume that T'(w) is the form (r,...,7,)' /U with I’ <y [ Then, we have Er#’l(P[gj —0]) =
if w’ then Erl!(Py[j — ]) else ErE!(Py[j — @]) and Er#:zl?:%(P) = if wthen Erl’'(Py)else Erl!(P). By the
induction hypothesis, we have Er1(1l1<yl0<l2)L’l(Pi[§ — 7)) = (Er%é;(ﬂ)) [3] — 17’] for ¢ = 0,1. Then, we have
B! (Pl 7)) = (Exfh.-(P)) [ 0.

Assume that T'(w) is not the form <T1,...,Tn>ll/U with I <z 1. Then, we have ErL'(P[j— 9]) = 0 and
Er{i”;:f(P) = 0. Then, we have Erle’l(P[g] — 7)) = (Erle?l;%(P)) [§ 1;’]. O

Lemma F.19. (1) IfT || L >, P is k-securely derivable, and (P, L) —>f (15, I:), then Erlé’i(P) = Erlél(]a)
(2) If ' || L >y, P is k-securely derivable, and (P, L) 7%{ (p,ﬁ) but (P,L) — (p,f/), then, for any Erlé’i(P)-
sublattice L' of L, there exists a lattice for secrecy levels L' such that (Erle’l(P), L’) — (Erlé’l (p),ﬁ’) and L'
s an Er%l(p) -sublattice of L.
Proof. We show each statements
(1) Assume that T || L >, P is k-securely derivable, and (P, L) —>f (P,ﬁ) By induction on the construction of
(P,L) — (13, ﬁ), we prove Er#’[(P) = Er#l(f)) We consider cases according to the last rule of the construction
of (P,L) —F (P, ﬁ).
Case (1). In this case, P = x!0.Py | 27g.P, and P = Py | Pr[j = 0] with g = Syo, oy Yn) and T = (vo, ..., Un).
)

We also have L = L. Then Erlé’l(P) = Erle’l(x!f).Po) | Erle’l(x?gj.Pl) and Er{i’l(ﬁ’ = Erle’l(Po) | Erlé’l(Pl [ — 7).
By Lemma D.1, I'(x) is the form <T0,...,Tn>l,/U, where 7; ~ T'(v;) for i = 0,...,n. Since (P, L) —>f (P,I: ,

we have I’ £ I. Then, we see Erlé’[(P) = Er#’[(PO) | Erlé,’é:%(Pl) and Erlél(]f’) = Er%’[(PO) | Erlé’i(Pl[g — 7]). By
Theorem F.18, we have A A
B (P 7)) = (B o gninony (P[5 0.

Because I' || L is secure, I" <p, I for any secrecy type I" occurring in 7; with i = 0,1,.... Hence, 7; is not lower
than [ for any i = 0,...,n. Therefore, I'(v;) is not lower than [ for any i = 0,...,n. By Lemma F.12, y; does not

. Ll L
occur in Erp’, )(Pl) for any i = 0,...,n. Hence,

Un)yeeesYn T (Vn

L, - ~1 Ll
(Err’yo:F(U")?'“vy"r:r(vn)(P1)> [y ~ IUI} - (Err\vy(J:F(Un)v---7yn3F(”n)(Pl)) ’
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By Lemma F.13, we have (Erlejzl;ozr(an),...,yn:F(vn)(Pl)) = Er#:l' (Py). Thus, Erl f(P) = Err (A) Then L’ is an
Erlé l( ) -sublattice of L.

Case (2). Let lo, 1 CL. Let P=(ly < vl < IE)P’. Assume that ([0 <l < l~1)L is defined. Then P = P’ and
i= ([0 <l < z})L. Since (P,L) — (P L), we have ! £1, [ for some I’ € Iy, 1. Then Erk!(P) = Exk! (P).

Hence, Erle’i(P) = Erlé’[ (P) and L' is an ErF (]5) -sublattice of L.

Case (3). Straightforward.
Case (4). Straightforward.
Case (5). Straightforward.

(2) Assume that T' || L >, P is k-securely derivable, and (P, L) 79{ (P f/) but (P, L) — (P, ﬁ) Let L' be
an Erlé’i(P)—sublattice of L. By induction on the construction of (P,L) — P, ﬁ), we prove that there exists a
lattice for secrecy levels L' such that (Er#’Z(P), L’) — (Er#l(ﬁ’) , IA/) and L’ is an Erlé’[(]:’)-sublattice of L. We

consider cases according to the last rule of the construction of (P,L) — (P, L).

Case 1. (R-Cowm). In this case, P = 2!0.P | 27§.P1 and P P = P| Py~ 17] with § = (yo, ey Yn)
and o = (vo,...,v,). We also have L. = L. Then Erlé’l(P) = Er ’l(x'v Py) | ErF "(2?5.P;) and ErF (P) =
Erlé’i(PO) | Er#’[(Pl [ — 7]). By Lemma D.1, I'(z) is the form (g, ..., 7)" /U7 where 7; ~ T'(v;) for i = 0,...,n. We

consider cases according to !’. Since (P, L) 7%{ <P,I:), we have I < I. Let v, = Erl!(v;) for all i = 0 , M.
UGy .oy vh), and 7 = (70,...,7,). Then, we have Er#’[(P) = x!ﬁ’.ErIIi’[(PO) | 7. Er ?l;%(Pl) and
E

r#’l(Po) | Er{i’i(Pl [¢ — 7]). By Theorem F.18, we have

Let v/ = (
Erlé’l(f)) =

B (P 71) = (B . gy (P[5 0.

By Lemma F.13, Erle’i(Pl[gr—)f)]) = <E ;ﬁ(Pl)) [3%—)1?’]. Hence, we have Erle’[(P) = :c!z;’.ErIe’i(Pg) |
7. ErF -.~(P1) and

Erf!(P) = Exp! (Ry) | Exf (Piff = 9]
=Bt (o) | (Bl (P) [+ o).

Therefore, we have (Erle‘i(P), L’) — (Er{il<]5) , L') for any lattice for secrecy levels L', where L' is an Erlé’z(]—c’)-
sublattice of L. o ~ ~ ~ B

Case 2. (R-NEWLEV). Let Iy, i1 C L. Let P = (lo <l < ll)P’. Assume that (lo <l < ll)L is defined.
Then P = P and L = (ZB < vl <l~1)L. Since (P, L) H{ (P,ﬁ), we have I! <p [ for any ! € Iy, ;.
Then Ery. [(P) = (ZB <l < lz)Er{i’lA P) Let L' be an Erlé’[(P)—sublattice of L. Then (Er{i’%P),L’) —
(Erlé l( ) (lo <l < ll)L’) Then (ZB <l < l})L’ is an Er%’%ﬁ)—sublat‘cice of L.

Case 3. (R-PAR). Straightforward.

Case 4. (R-NEw). Straightforward.
Case 5. (R-SP). Straightforward. O

F.5. P can simulate Er#’l(P)

Lemma F.20. For a reliable type environment I, if ' || L t>,, P is k-securely derivable, P" < Erlé’k(P) and P' < P',
then there exist P, L and T' such that (P,L) —» (P,L), I —» T and P' =< Erlf’k (P).

Proof. Assume that I' || L >,, P is k-securely derlvable P =< ErLk(P) and P’ < P'. By induction on the

construction of P’ < P’, we show that there exist P, L, and I' such that (P,L) —» (P,L), I —» T and

P = ErL k( ) We consider cases according to the last rule of the construction of P’ < P’.
Case 1. Assume P’ = P'. Let P=P, L =L and I' =I'. Then, we have the claimed result.
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Case 2. Assume tbar there exists a process P, such that P’ < Py and Py < P’. By the induction hypothesis, we
see thar there exist Py, Lo and [y such tbar (P, L) —s (Po, Eo), I —» Iyand Py < Er§3=’“ (]50). By Py < Erll::g’k (PO)
and the induction hypothesis, we see tbar there exist P, L and T such that (po,io) —» (P,E), Iy —» I and
P =< Erlf’l€ (P) Therefore, we have (P, L) —» (P,E), I' —T and P’ < Erlé’k (}5)

Case 3. (SP-ZERO1). Straightforward.

Case 4. (SP-ZER02). Straightforward.

Case 5. (SP-ComMUT). Straightforward.

Case 6. (SP-Assoc). Straightforward.

Case 7. (SP-NEwW). Straightforward.

Case 8. (SP-IFT). Let P’ = if true’ then Qpelse @, and P’ = Qu. Then, we have either Er#’k(P) = P or
Qo < Exf*(P).

Assume Erlé’k(P) = P’. Then I’ < k. By Definition F.9, P = C[P’] for some finite level context, where
I'(z) = <%>l//U implies I’ €1, k for all x € FN(C) and, for all occurrence (vz : £)- in C, the type of £ is not less
than £ in L. From Lemma 4.13, there exists an evaluation context E and a lattice for secrecy levels L such that

(C,L) —»T (EL) Hence, (C[P'],L) —» (E[P'],i;) and (C[Qo], L) —» (E[QO],ﬁ). Since E[P'] < E[Qo], we

have (C[P'],L) —» (E[QO},IA/). We see Er%’k(E[QO]) = Qo. Let P = E[Qo], L = L, T = I'. Then, we have the
claimed result.
Assume Qo < ErE*(P). Then P’ < Erl*(P). Let P = P, L = L and ' = T'. Then, we have the claimed result.
Case 9. (SP-IFF). In the similar way to the case (SP-IFT).
Case 10. (SP-REP). Straightforward.
Case 11. (SP-PAR). Straightforward.
Case 12. (SP-CNEW). Straightforward. O

—~

Lemma F.21. For type environments T', A, lattices for secrecy levels L, L' and a k-(T || L,m)-(A || L', m')-context
C, if U || L >, P is k-securely derivable, then Erx ™ (C[P]) = ExrX ™ (C) {Erﬁ’m(P) .

Proof. By induction on k-secure derivation tree of A || L' >,y C from T' || L >, [ ]. O

Lemma F.22. For a reliable type environment T, if T || L >, P is k-securely derivable, P' < Erfi’k(P , L' s
an Er#’k(P)-sublattice of L, and (P',L") — (P',L'), then there exist P and L such that (P,L) —» (P,L), and

P < Er#’k (P), L' is an Erlé’k(P)—sublattice of L.

Proof. Assume that T'| L >,, P is k-securely derivable, P’ = Erlé’[(P), L’ is an Erlé’i(P)—sublattice of L, and
(P, L) — (P’,L'). By Theorem A.6, either

1) P < (mz : g)z!@.Pg | 275.P] | P, (m& : f)Pé | Pl[j 0] | P, < P and L' = L, or

2) P’ < (u:z : 5) ([0 << l})P(g | P, (u:i : £>P5 |P] <P and L' = ([0 <vl< l])L'.

We consider the case (1). By Pemma F.20, there exist Py, Lo and g such that (P, L) — (150, EO), I —» Ty and
(1/:% : g)zlﬁ.Pé | 279.P] | P) < Erég’k (Py),and Ty || L >y, Py is k-securely derivable. Then, there exists an evaluation
context with two holes E such that Ergsk (Py) = E[z!f)‘Pé}(l)[z?gj.Pﬂ(z) and (ui : é)[]“) | [](2) | Pj < E. Since
To || L >, Py is k-securely derivable, there exists a finite level context with two holes C, process Py, P; and type envi-
ronments Ay, A; such that Py = ¢ [z!@.Po](l)[z?g.Pl]@), Er#o’k(C) =F, Ergf)’k(Po) = 210.P, Erz"l’k(PO) = 279.P],
and [y || L >, C is k-securely derivable from Aq || L} >y (] Yand A, | L} >y [](2), where I, > m for i = 0,1. By
Lemma 4.13, there exists an evaluation context E and a lattice for secrecy levels L such that (C,L) —»1,; (E', L).
Hence, (Py, Ly) — (E [Pl V1P [ — ﬁ]]”%i). By Lemma F.19, we have (1/5: : g) Y | [Plg = 3] | Py <
E[R)VP5 — o)) = B2 (0) [PV P[5 = o)) < Bxko®(B) [PV [P{[ — o). By Lemma F.20, there ex-
ist P, L, such that (Py, Ly) —» (P, L), and (WE : é) P} | P{lg— 0] | Py =< Erlggxk (P). Therefore, (P,L) —» (P, L).

The case (2) is obvious. O
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Lemma F.23. Define

I'|| L >p, P is k-securely derivable
for a reliable type environment I,

P < Erl*(P), and
L' is an Er{i’[(P)—sublattz'ce of L.

R = ((P’L)’(PI7L/))

R is a barbed bisimulation.

Proof. 1t suffices to show that R satisfies all the conditions of Definition 4.15.
Assume ((P, L), (P',L")) € R. Then, we see that I' || L >, P is derivable for a reliable type environment I', the

secrecy level of T || L is Iy, and P’ < Er#’l(P).
(1) Assume (P, L) — (15, IA,) By Proposition 4.5, there exists a type environment I’ such that either I' = T
orI' — T and I' || L ,, P is derivable. By Lemma F.19, either Erlé’i(P) = Er#l(P) and L' is an Erlé’i(ff’)—
sublattice of L, or there exists a lattice for secrecy levels L’ such that (Er#’[(P)7 L ) — (Er?’i (15) L ) and L/ is
an Erlé’[(P)—suble}ttice of L. o ) o

Assume Erg!'(P) =< Erlél<}5) Since P’ < Ery'(P), we have P’ = Erlél<]5) Hence, (P',L') —»
(Erlé’z(]s),l/). By Lemma F.13, we have Erlél(ﬁ) = Erlgl<}:’) Since L’ is an Erlé’i(?)—sublattice of L, we

have ((P, ﬁ), (Erﬁl (ﬁ),L’)) cR

Assume Erp'(P) £ Er#’l<]3). Then, there exists a lattice for secrecy levels L' such that
(Erﬁ’[(P),L’) — (Er%’[(ﬁ),ﬁ’) and L' is an Erlé’[(P)—sublattice of L. Since P’ < E]ré”lA(P)7 we have
(P, 1)) — (Erlé’i (P),i’). By Lemma F.13, we have Er2! (15) = Ert! (P). Hence, (P',L') —s (Er?i (P),L’).
We also have ((15, ﬁ), (Er?%f’),ﬁ’)) € R.

(2) By Lemma F.22.
(3) Straightforward. O

Lemma F.24. For a reliable type environment T, a lattice for secrecy levels L and a process P, if ' || L t>,, P is
k-securely derivable, then (P, L) ~ (Er#’l(P),L).

Proof. Assume that T' || L >, P is k-securely derivable, where m «; . By Lemma F.23, we have (P, L)
(Exf'(p).L).

Definition F.25. We write lowerlL(I‘) for the type environment obtained from a type environment I' by replacing
all the secrecy annotations I’ €y, [ with the infimum of {/,!'} and all the capability level annotations with co.

We also write lowerlL (C) for the context obtained from a context C' by replacing every secrecy annotation I’ £,
in a type or a constant value with the infimum of {I,1'}.

0O Qe

We note that, for a closed type environment I, lowerlL(F) is a reliable type environment whose secrecy level is [.

Lemma F.26. For type environments I', A, lattices for secrecy levels L, L' and a (T || L,m)-(A || L', m)-context
C, if the secrecy level of T || L is ly, then lower', (C) is a k-(T || L,m)—(lowerlLo/(A) I L', Th) -context, where 1 is the
infimum of {lo,l'} in L.

Proof. Straightforward. O

Lemma F.27. For a type environment ', a lattice for secrecy levels L, a process P, and secrecy levels m, 11, if
L || L >, Pl truet] is k-securely derivable, then T || L >, P{x — falsell] is k-securely derivable.

Proof. By induction on derivation tree of I' || L >, P[z — true'']. O

Lemma F.28. For a type environment I', a lattice for secrecy levels L, a process P, and secrecy levels ly, Iy, if
L[ Ly, Plz— truell] is k-securely derivable, then Erlé’m (P[z— truell]) = Er#’m (P [x — falsell} )
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Proof. By induction on the construction of P. O

Lemma F.29. For type environments T' and A, lattices for secrecy levels L, processes P, Q, (T || L,m)-(A | L',m’)-

context C, if A is closed and (lowerlL“,(C’)[P],L> ~ (lowerlL”, (C)[Q],L), then (C[P)],L) =~ (C[Q], L).
Proof. Straightforward. O

F.6. Proof of Theorem 4.18

For a type environment I, a lattice for secrecy levels L, a process P, and secrecy levels [, I’, Assume that I’ £, [,

the secrecy level of I' || L is [ and T' || L >, P{x — truel/} is k-securely derivable. We show P[:v — truel/} (F”? )

P{x — falsel’] By Theorem F.27, we see that T' || L >, P[m — falsell} is k-securely derivable. Then, it suffices

to show that, for any closed A, a lattice for secrecy levels L', and a secrecy level m/, (C’ [ P [x — truel/” L ) =
(C {P [x — falsel'},L’D with any (T || L,1)-(A || L', m/)-context C.
Let A be a closed type environment, and C be a (' || L, m)-(A || L, m’)-context. Then lower} (A) is a reliable
type environment whose secrecy level is . Let C’ = lower; (C).
)

By Theorem F.26, C' is a (' | L, m)- (lowerlL(A) Il L,1)-context. From Theorem F.24, we have

Qe

(C' [P {x — truel/” , L)
(C” {P {x — falsel,H , L)

Theorem F.21 implies
Eri;;ler,L/(A) (C' {P [m — truel/H) = Eri;;lerlL/(A)(C’) [Er{i’m (P [z — truel/} )} .

Since I' || L >y, P[l‘ — truel/} and T' | L >, P [x — falsel/} are derivable, Theorem F.28 implies

(Eriéeri(A) (C’ {P |:37 > truellH),L> and
(it (¢ []em me']]). ).

Qe

Erlé’m (P [IE — truel/]) = Erf"m (P [:U — falsel,} )
Then, we have

Er’ (C’ {P [x — truel/H) = ErX (el {Er{i’m (P {x — truel/} )]

Tlower! , (A) lower! , (A)

= Er-! (e [Er{i’m (P [Z‘ > falsel/} )]

= Plowert , (A)
= Eri;irb(A) (C’ {P [:c — falsel’”).
By Lemma F.2, we have
(C’ {P [x — truel/H , L) ~ (C’ {P [m — falsel/” , L).

Theorem F.29 implies
(C’ {P [J: — truel/H , L) ~ (C’ [P [a: — falsel/” , L).

F.7. Proof of Theorem 4.19

For type environments I, A, lattices for secrecy levels L, L', processes P,, P;, and
a (A L',m")-(I'|| L,m)-context C, assume that m” € L and m’ £ m”, the secrecy level of I' || L is m”,

and A || L' >, P; is derivable for i = 0,1. We show C[Fy) (FII§ : C[Py).

Since A || L’ >,y P; is k-securely derivable for ¢ = 0,1, we see that A || L' 1>,y C[P;] is k-securely derivable for
i=0,1.
Let II be a closed type environment, and C be (I" || L,m)-(IL || L', m"")-context. Then lower’ (II) is a reliable

1"

type environment whose secrecy level is m”. Let C' = lower, (C).
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By Theorem F.26, C’' is a (I'] L,m)—(lower}jb,”(ﬂ) I L’,m" )-context. From Theorem F.24,
we have (C’[C“[Pi]},L) ~ (Erim” (C’[C‘[Pi]D,L’) for i = 0,1. Since C'[é] is

wer’L"” (I1)

a (Al L,m')- (lowerTL”” (11) || L’,m”)—con‘cext7 Theorem F.21 implies

B (C10)1P) = B2 (0] 0]
for i = 0,1. By Lemma F.7 and Theorem F.16, we have
B o (C16]) [ 0] S (D)0 2 (] 5 )]

Hence, we have (C’/ |:é[P0]:|,L> ~ (C' [C’[Pl]} , L). Thus, we see C[Py] (F”?m) ClP).
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