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Abstract—The FS-FS hybrid signature scheme [1]
combines two Fiat-Shamir components through a single
shared challenge. Its EUF-CMA security is stated as
a theorem in that work-in-progress, but no proof is
provided. We report an EasyCrypt mechanisation of
the FS-FS security argument in the Random Oracle
Model (ROM), defined over abstract Fiat-Shamir com-
ponents and instantiated with Schnorr, with ongoing
work toward broader instantiations and the QROM.
The formalisation yields two distinct insights. First,
the second-preimage resistance assumption appearing
in the original theorem statement is subsumed by the
standard ROM guessing bound. Second, establishing
the reduction in EasyCrypt requires two additional
proof obligations: a logging invariant for the guess-
ing branch and a tracker invariant for the collision-
resistance reduction. Together, these obligations reveal
proof-structural complexity introduced by the shared
challenge that is absent from single-component Fiat-
Shamir signatures.

Index Terms—Hybrid signatures, Fiat-Shamir

I. INTRODUCTION

Hybrid signature schemes combining a classical and a
post-quantum component are under active standardisation
in NIST and IETF working groups [2]. Their motivation
is robustness during the transition period: if one com-
ponent proves vulnerable, the other continues to provide
security. Among the constructions proposed by Bindel and
Hale [1], the FS-FS hybrid is notable for deriving a sin-
gle shared challenge combining from two Fiat-Shamir [3]
components, intended as a heterogeneous classical/post-
quantum pair. This shared-challenge structure enables
simultaneous verification and proof composability, but also
introduces dependencies absent from ordinary Fiat-Shamir
signatures. A successful forgery must therefore be analysed
with respect to a challenge determined jointly by both
components.

The original work is work-in-progress: Theorem 1
states EUF-CMA security but does not provide a com-
plete proof B This makes FS-FS a natural target for
machine-checked analysis. Prior machine-checked proofs
of single-component schemes—including Dilithium [4],
SPHINCS+ [5], and Saber [6]—have each uncovered
scheme-specific gaps. In FS-FS, the source of complexity

IThe theorem states |1] that if one component is EUF-CMA secure
in the ROM, D is collision resistant, and H is second-preimage
resistant, then the hybrid scheme is EUF-CMA secure.

is not a particular component scheme but the shared
challenge linking both components.

We report an EasyCrypt mechanisation of the ROM
security proof of the parametric FS-FS construction, in-
stantiated with Schnorr El For brevity, this workshop
paper presents the ¥; reduction; the ¥y case is symmetric.

The mechanisation yields two main insights. First, the
second-preimage-resistance (SPR) assumption appearing
in the original theorem statement is subsumed by the
standard ROM guessing bound and is therefore unneces-
sary. Second, establishing the reduction requires explicit
proof obligations—a logging invariant, an auxiliary expo-
sure argument, and a tracker-preservation argument—that
arise from the shared challenge and remain implicit in the
original informal proof.

II. SHARED-CHALLENGE STRUCTURE

EasyCrypt [7] is a proof assistant for game-based
cryptographic security proofs [8] using the game-hopping
methodology [§]: a security argument is a sequence of prob-
abilistic programs, each step either preserving probability
(equivalence) or bounding it (splitting on an event).

The FS-FS construction [1] (Alg. 10-11) combines two
abstract FS components ¥, and Yo (via SigmaComp inter-
faces in EasyCrypt), each with commitment P;, response
fi, and reconstruction Rec;; both share H and D but use
independent identification protocols. Signing samples 7;,
computes commitments w; = P;(sk;,r;) (following (1], w;
is the commitment, i.e., first message of the X-protocol),
then derives a single shared challenge:

c=H(zv), 2z = filc,ri,sks).

The signature is (¢, 21, 22); verification checks both compo-
nent conditions together with #(Recy(-), Reca(-), D(m)) =
c. The components may be heterogeneous: one classi-
cal (e.g. elliptic-curve FS) and one post-quantum (e.g.
Dilithium-style lattice FS)

From a ROM perspective, the value xy is the point at
which any successful forgery must interact with the oracle.
A game-hopping argument splits adversarial success by

xy = (wy, wa, D(m)),

2The development is available at https://gitlab.
barkhauseninstitut.org/szain/pqc-classic-project /- /blob/main/
F'S-hybrid.ec’ret__type=heads

3The EasyCrypt development parameterises over abstract
SigmaComp interfaces (Schnorr: w; = g*i, z; = k; + c - sk;).
The three obligations arise from the shared-challenge structure of
zy, not this instantiation, and persist for any P;, f;.
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two events—badGuess (the adversary never queried H at
zy ) and badD (a collision under D). The original Theorem-
1 of [1] lists EUF-CMA of one component, CR of D, and
SPR of ‘H. Our formal development leads to the bound:

1
— 4+ Pr[EUF-CMAg, | + Pr[CRp] ,

R

(1)
where |R] is the cardinality of the oracle’s output range; in
the EasyCrypt development, this equals the parameter ¢
of the distribution dp (the challenge space size). SPR does
not appear: modelling H in the ROM already implies it,
a standard consequence of the idealisation rather than a
weakening of Theorem 1’s hypotheses.

Pr[EUF-CMAy, | <

III. PROOF OBLIGATIONS INDUCED BY COUPLING

The key challenge is that xy depends on both compo-
nents, forcing the proof to track oracle interactions across
two signing paths simultaneously.

The  proof proceeds by four game  hops
(GO +» G1 +» G2 — G3; Fig.[1)), splitting on badGuess and
badD. The analysis yields one theorem-level observation
(absorption of SPR) and two proof obligations that arise
explicitly in the mechanised reduction. The bound in
reduces to EUF-CMA of ¥;; a symmetric ¥, reduction
follows by swapping component roles.

Absorbing SPR. The original theorem lists SPR of H
as an explicit assumption. In the ROM, however, H is
modelled as a random oracle, and the adversary’s success
without querying H(zy) is already bounded by 1/|R]
via oracle uniformity. SPR is therefore subsumed by the
standard ROM guessing argument and need not appear
separately in the final bound.

This is a standard consequence of ROM-style Fiat-
Shamir proofs, not an independent simplification: the
asymmetry with D-left abstract, hence requiring an ex-
plicit CR assumption-reflects a modelling choice rather
than a property of the construction; idealising D analo-
gously would absorb its CR hypothesis in the same way.

Logging invariant. To bound Pr[badGuess], one must
show that the oracle output at (V') is genuinely fresh,
i.e., the adversary never queried H at (V). In EasyCrypt,
the random oracle is a lazy mutable map (HRO.RO.m; HRO is
EasyCrypt’s random oracle module for H, RO.m its internal
state). Freshness must be derived from program state via
an invariant over a logging wrapper (LH) that records every
‘H-query:

Inv := Vi¢.t € HRO.RO.m = ¢ € LH.qH.

When badGuess holds, the shared challenge has not been
queried to the random oracle and therefore corresponds to
a fresh uniform sample. Establishing this requires the log-
ging invariant (P1), while applying the oracle-uniformity
argument requires auxiliary exposure (P2).

Tracker and restriction. The collision-resistance reduc-
tion must extract two distinct messages with the same

digest. This requires a tracker invariant that records a
valid collision witness whenever badD occurs, together
with a module-restriction argument ensuring that subse-
quent oracle calls cannot modify the tracked state. Both
obligations are implicit in the informal proof but must be
established explicitly in EasyCrypt.

IV. REUSABLE PROOF PATTERNS

The mechanisation exposes three recurring proof pat-
terns for lazy-random-oracle ROM proofs.

Pl-Logging invariant. For any “adversary never
queried at x” branch: wrap H in a logging oracle LH;
establish and preserve the invariant Inv (§III) across every
oracle-touching module; derive HRO.RO.m[z] = None at the
branch point. Without this, the byphoare tactic—rule for
deriving upper bounds on event probabilities via proba-
bilistic Hoare logic(unlike byequiv, which handles exact
probability equalities between two programs, byphoare
handles inequalities on a single program)—cannot close
the guessing bound. Scope: any RO freshness proof.

P2—-Auxiliary exposure. Lazy lookup hides fresh sample
from byphoare; auxiliary game saves forged challenge pre-
lookup (event-equivalent). When a fresh uniform sample is
buried inside a lazy map lookup, byphoare requires a de-
terministic post-condition on the sampled value. Combines
with P1: P1 proves freshness, P2 exposes value. Scope:
guessing bounds.

P3—Module restriction. When a reduction wraps an
abstract module M in a tracker, use EasyCrypt’s module
restriction to enforce that M cannot write to the tracker’s
state. Discharge as an explicit lemma; informal proofs
assume this silently. Scope: any reduction involving an
abstract component module. Arises independently of P1
and P2.

V. DISCUSSION

Two directions follow naturally. First, extending the
development to heterogeneous instantiations would cap-
ture the intended classical/post-quantum hybrid setting.
Second, extending the proof to the QROM [9] requires
replacing the classical logging argument with quantum-
compatible techniques such as compressed oracles |10] or
one-way-to-hiding [11]. The original authors subsequently
confirmed that the FS-FS proposal remained a work in
progress and was not extended with a complete proof-
oriented treatment. Our mechanisation therefore provides
an independent clarification of its security argument.

VI. CONCLUSION

We identified three proof obligations induced by shared-
challenge coupling and established the bound in .
The obligations reside in the game-hopping infrastructure
around zy and are independent of the specific FS instanti-
ation, persisting in any heterogeneous classical-plus-post-
quantum deployment of the original framework.
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APPENDIX

We provide a high-level overview of the game-hopping
structure used in the mechanised EasyCrypt development.
The proof proceeds through a sequence of games and splits
on the events badGuess and badD to isolate the guessing
and collision branches. The Fig. [I] highlights where the
three proof obligations identified in this work arise within
the game sequence.
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GO0: EUF-CMA Hybrid (ROM)
Real security game
12
G1l: GameQ
Verification inlined
1
G2: GameQH
Logging oracle; badGuess :=
(@v & LH.qH)

(logging invariant)

[ Split on badGuess ]

T

Guessing branch Queried branch
res A badGuess res A —badGuess

Fresh oracle output t

(uniform via ROM)

(uniformity / dp1E) G3: GameQHD

Digest tracking; badD
t (tracker invariant)
Bound:
Prres A badGuess| < 1/|R]| l
[ Split on badD ]
Good world Collision world
—badGuess A —badD badD

Reduction to Reduction to CRp
EUF-CMAx, (module restriction)

Final bound
Pr[EUF-CMAg,] < ﬁ + Pr[EUF-CMAyx, ] + Pr[CRp]

Fig. 1. Game-hopping structure of the mechanised ROM proof for the hybrid FS-FS signature scheme. Gg is the original EUF-CMA
experiment, G1 inlines verification, G2 augments the random oracle with query logging and introduces the event (badGuess), and G3
introduces digest tracking and the collision event (badD). The transitions (Go <> G1 <> G2) are probability-preserving equivalences. Splitting
on badGuess yields a guessing branch bounded by 1/|R| and a queried branch that proceeds to G3. Splitting on badD then separates the
good world, which reduces to the EUF-CMA security of a component scheme (X1), symmetrically (X2), from the collision world, which
reduces to the collision resistance of D. Pattern (P1) (logging invariant) establishes oracle freshness in Ga by relating the oracle table
to the query log and is required to bound the badGuess branch. Pattern (P2) (auxiliary exposure) makes the freshly sampled challenge
available to probabilistic reasoning, enabling the uniformity argument used in the 1/|R| bound. Pattern (P3) (module restriction) preserves
the digest-tracker state in G3 and is required for the reduction from badD to collision resistance. All three arise from the shared challenge
input xy = (w1, w2, D(m)), which couples the two Fiat-Shamir components at a single oracle query point. Combining the branches yields
Pr[EUF-CMAy, | < 7 + Pr[EUF-CMAy, ] + Pr[CRp).
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