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Abstract

We define a security-typed lambda-calculus with declassification,
and develop an environmental bisimulation proof technique for
secure information flow in this setting. Unlike traditional security
typing that enforces full noninterference, our bisimulation allows
proving conditional, intentionally weakened noninterference prop-
erties while correctly “leaking” (or publishing) part of the high-
security information. Despite the long history of this research area
and previous work on declassification, this is, to our knowledge, the
first result of such a direct approach to the problem of proving non-
interference in a higher-order language with declassification. Our
technical development is based on novel treatment of if-branches
whose conditions are of high secrecy.
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1 Introduction

Secure information flow is a property of systems or programs, that
a secret does not leak to an observer or attacker [28]. In a classical
model [7], information is classified by security levels, H(igh) and
L(ow) in the simplest case, forming a lattice. Static type systems
are known to be useful for guaranteeing secure information flow
([47] and a significant amount of subsequent research; see [28] for
a general summary of this area).

For instance, consider the conditional expression if s < 42 then
1 else 0, where s is a secret integer. This expression leaks some
information about s, that is, whether it is smaller than 42 or not,
and is therefore considered insecure if observed by an attacker. By
contrast, the application (Ax. 1)s of a constant function to a secret
argument is trivially secure, as the result is completely independent
of the secret.

However, such a security property, called noninterference [10],
is often too strong a restriction in realistic situations. Indeed, it
forbids any communication of information between high-security
values and low-level observers, as if the former did not exist at all
and could even be erased entirely [1].

Declassification (e.g. [31, 48, 49] among others) is a virtual (in
the sense that it does not affect the actual contents of information)
operation that converts a high-security value into a lower security
level. Like type-casts in C, declassification by itself is generally
unsafe in that it leaks secrets if unintentionally misused by the

“The second and third authors contributed to this work while they were enrolled in
the master’s program at the graduate school.

programmer—or, worse, if indirectly abused by an attacker through
seemingly harmless and legitimate interfaces. Various approaches
have been proposed to mitigate this problem of declassification; see
[31] for a survey.

In the present work, we develop a theory for proving noninterfer-
ence even for programs with declassification, as a direct, extensional
equivalence property like traditional noninterference, albeit with
an appropriate condition to deliberately weaken the too strong
restriction.

For a (very) simple example, consider the following function

f +inty — int. =
As :inty.declassify(if s < 42 then 1 else 0)

which takes an argument s of type inty (meaning a high-security
integer; for the moment, we only consider secrecy—or, synony-
mously, confidentiality—and will treat integrity later) and partially
leaks the information whether s is smaller than 42 or not.? Tradi-
tional, full noninterference demands f(i) and f(j) be equal for any
integers i and j, which clearly does not hold here. Instead, we prove
f(@@) = f(j) only for any i and j satisfying i < 42 < j < 42,
that is, f(i) and f(j) are equivalent (or equal, in this simple case of
integers) under the condition that i is smaller than 42 if and only if
Jj is. Note that this is an extensional program equivalence property;
internal implementation does not matter.® For instance, the same
property also holds for

As :inty.declassify(if s > 42 then 0 else 1)

or
As:inty. if declassify(s < 42) then 1 else 0.

Why do we still need security types even though we directly
prove noninterference as extensional program equivalence? The
answer is: because types also constrain the attacker or context and
thereby play an important role in higher-order languages (as most
modern programming languages are), where programs can accept
other programs as input. Consider, for example, a higher-order
function like

h : inty - (inty —L int)) — int. =
As:inty. Ag:inty — intL. g(s)

Lor https://dblp.org/search?q=declassification, or even
https://dl.acm.org/action/doSearch? AllField=declassification, for more recent and
complete lists of publications, which we do not aim to enumerate in this paper
2This example is (extremely) simplified for the sake of exposition; a more realistic case
would, for instance, compute and publish only partial information—such as an average
age—from a collection of private data.

30ne may argue that internal implementations do matter as they reflect programmers’
intentions; this is a different—even complementary—approach, in that intensional
restrictions do not always imply extensional noninterference, nor vice versa.
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where —| means the function itself is (well-typed but) low-security,
which we omitted in the previous examples for brevity. Then we
have h(i)(a) = h(j)(a) for any integers i, j and any well-typed (but
low-level) attacker function a, as our type system forbids low-level
contexts from declassifying high-security values (T-Dec in Figure 2
requires conf(l) < conf(a); details in Section 4). Note that assuming
attackers conform to static disciplines like well-typedness is not
unrealistic in hosting environments or on virtual machines (with
a network connection that may leak information), or when a user
executes downloaded code after checking or within a sandbox.
Moreover, the “attacker” may not necessarily be a malicious villain
but could also be a well-intentioned yet flawed program, for which
quick static type checking would likely help.*

Integrity, that is, whether a value is trustworthy or not, which we
have ignored so far, introduces another axis. For instance, consider
the pairs

(ign, As : intyy. declassify(if s < 42 then 1 else 0))
and
(uh, As s intyy. declassify(if s < 42 then 0 else 1))

where the second H in the label HH means high integrity. They are
contextually equivalent as far as i < 42 &= =(j < 42) since the
arguments to the function As : intyy. declassify(if s < 42 then
1 else 0) must be high-integrity, for which only i or j is possible,
respectively, on the left- or right-hand side of the equivalence.
Obviously, this equivalence would not hold if the integrity of s were
allowed to be low, i.e., if it could be an arbitrary integer created by
an attacker—or if the attacker could create “high-integrity” integers.
The latter case illustrates again that security depends on the “level”
of the context as we formally define later. It should also be noted
that attackers can always create HL (high-secrecy but low-integrity)
values by “classification” via “upcasts,” namely, subtyping.

Interested readers can find more examples in Section 7, ignoring
the proofs for the moment.

To prove those conditional noninterference properties as pro-
gram equivalence, we adapt environmental bisimulation ([33, 35, 43—
46] along with a number of later adaptations), which is a sound and
complete (though inevitably non-automatic, as the problem itself
is generally undecidable) proof technique for contextual equiva-
lence in higher-order languages. Environmental bisimulation fits
the present purpose as it has been known to work well with var-
ious forms of information hiding (such as “sealing” [43, 45]—also
known as perfect/symbolic/formal encryption [3, 8]—and type ab-
straction [44, 46]) and higher-order functions or processes [33, 35].
Although outside the direct scope of the present paper, it also
scales to various language features such as state [14, 33, 35, 40],
objects [13], concurrency [33, 35, 38], probability [36, 37], and dis-
tribution [22, 23]—all of which are higher-order—while logical rela-
tions [25, 27, 41, 42] and applicative bisimulation [4] are not readily
applicable to concurrency and information hiding [12], respectively.

To the best of our knowledge, this is the first result that directly
formulates and proves conditional noninterference as extensional
program equivalence in a higher-order language; see also Section 2.

The rest of this paper proceeds as follows. Section 2 discusses (di-
rect) related work. Section 3 introduces the syntax of our language,

4 As arather different approach, dynamic labeling as in [5] may be a possible alternative.
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with (subtyping and) typing rules in Section 4 and operational
semantics (and definition of equivalence) in Section 5. Section 6
develops our bisimulation, Section 7 presents some examples, and
Section 8 concludes.

2 Related Work

As already mentioned, research in this field has a long history,
dating back to the 1970s at least. Leaving more thorough surveys
to other publications [28, 31][6, Chapter 6], we here focus only on
previous work that is more directly related to ours.

Delimited information release [29] formalized a form of condi-
tional [29, Definition 2] noninterference for a first-order imperative
language (syntax on [29, p. 3]). It crucially depended on the lan-
guage being first-order (e.g. the definition of equivalence [29, p. 4]).

Relaxed noninterference [6, 16, 20] guarantees noninterference
while allowing declassification via “downgrading policies,” which
are a set of functions from higher-secrecy values to lower-secrecy,
predefined by the programmer. Each declassification operation is
allowed if and only if it conforms to the corresponding downgrad-
ing policy. As such, checking noninterference is much easier in
many cases (though still undecidable in general) but a program
which is semantically secure as a whole (like the previous exam-
ples) is rejected if it does not use the downgrading policies in the
syntactically restricted manner.

Partial equivalence relations (PERs) [30] are useful as models of
partial information leaks induced by declassification. They provide
elegant definitions, though not a proof technique by themselves,
for (conditional) noninterference.

Logical relations (another historical area, going back at least
to [25]; see, e.g., [18, Chapter 8] for a textbook) are relations on
A-terms defined by induction on types (at least traditionally, though
variations exist). They are also mathematically elegant, and use-
ful (among other purposes) for proving program equivalence, in
particular with information hiding as in [27, 42] to name just a
few examples. However, no sound (and complete) logical relations
seem to be known for general (as opposed to syntactically re-
stricted [6, 16, 20]) declassification, perhaps since such declassi-
fication is somewhat like type-casts and challenging for the type-
directed nature of logical relations. Note that, for example, high-
secrecy integers 123y and 45y by themselves are contextually equiva-
lent (to low-level attackers), and the function Ax:inty. declassify
(x) per se is also contextually equivalent to itself, but their pair
{123y, Ax : inty. declassify(x)) is not contextually equivalent to
(454, Ax:inty. declassify(x)). While one may consider assigning
some “special” relations to high-security types, they would differ for
each program as above. In addition, integrity would require more
considerations since attackers can create arbitrary low-integrity
values, even using high-secrecy data, though the results would
again be high-secrecy. Although interesting, we leave these chal-
lenges to other work® and here adopt environmental bisimulation
instead, which is arguably more straightforward (and would even
scale to concurrency).

SRecently and independently (after early versions of our work [9, 21]), Rajani, Coleman,
and Kanabar [26] developed a higher-order language and sound (though not claimed
to be complete) logical relations with modalities for a form of declassification inspired
by delimited information release [29], relaxed noninterference [16], and modal types
for security levels [1].
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Menz et al. [17] defined logical relations for a different, inten-
sional where-declassification [31]. Our conditional noninterference
can be regarded as a form of extensional what-declassification [31].
The latter, especially if extended with state, might be able to simu-
late some other variants of declassification as equivalence between
programs with and without dynamic assertions that abort the pro-
gram when security checks fail. [31] is an extensive survey of
various kinds of declassification as of the time it was published.

Robust declassification [48, 49] is now a classical approach that
prevents low-integrity attackers from declassifying high-secrecy
data. We partially adopt it (rule T-Dec in Section 4). However, unlike
standard robust declassification, we allow declassification by high-
security programs even after branching on low-integrity conditions
(o in T-IF remains the same among its premises and conclusion).
We instead guarantee the security of programs as (appropriately
conditional) noninterference via environmental bisimulations.

3 Syntax

Our language is a security-typed A-calculus with declassification.
Its syntax is given in Figure 1.

Security levels are elements of some (bounded) security lattice
L with partial order < and join LI and meet M operations, and are
used for designating confidentiality ¢ and integrity e. We write H
and L for the top and bottom levels, respectively.

Security labels l, k, and & are pairs of confidentiality and integrity.
The pairs (c, e) are often written just ce, like HL for (H,L). As usual,
we define (c1,e1) < (c2,e2) & ¢1 < cz and ey < e;. Also, we
will use conf(c, e) = ¢ and integ(c, e) = e. Integrity or even entire
labels may be omitted when unimportant, while we never omit
only confidentiality.

Types are mutually defined by bare types 7 and labeled types
s, t (which are 77). We sometimes write s; X; sz for (s1 X s2); and
s1 = sz for (s1 — s2);.

We allow arbitrary nesting of security types of any levels. In
standard security type systems, some of them are not useful: for
instance, int| Xy int( is not very different from inty Xy inty since
their projections would anyway be given the type inty. However,
they are crucially different in our system where the pair itself
can be declassified while its elements are not. Note also that the
combination of the paring itself, rather than individual elements,
may convey secret information; we will see this by Example 7.3 in
Section 7.

Our term language is standard simply typed A-calculus except for
the security labels, protection, and declassification. We use terms as
possibly multi-hole contexts (for closed values only, which suffices
for our purpose) with free variables as holes and substitutions as
(capture-avoiding, which does not matter for closed values) hole
filling. We often use the syntactic sugar let x:s = M in N for (Ax:
s. N)M. Tuples with more than two elements can be represented by
nested pairs of the same security level. We assume some primitive
operations on integers, including equality. We define U; L I’ =
Ujp- Again, labels (as well as type annotations) are omitted when
unimportant or clear from the context (e.g. via externally specified

types).

Throughout the paper, we sometimes use _ as a placeholder when
something is omitted. Also, we use overbars to abbreviate sequences,

like X for x1, . . ., xp and (V, I_/’) for (Vi, V), ..., (Vim, V).

4 Typing

The (subtyping and) typing rules are given in Figure 2. It is clear by
induction that subtyping is reflexive and transitive. Type judgments
are of the form I’ -, M : s where I' is a standard type environment
(omitted when empty) and « is, intuitively, the “power” or “capabili-
ties” of the term M, in particular when it is used as a context: as we
will define in Section 5, contexts who observe the (in)equivalence of
terms are restricted so that they cannot create high-integrity (nor
declassify high-confidentiality) values; this restriction is imposed
by the conditions integ(l) < integ(a) and e < integ(e) in T-Bool,
T-Int, T-Pair, T-Fun, and T-Op (and by conf(l) < conf(«) in T-Dec).
Note that the integrity e in T-Op is also restricted since integer op-
erations do not just consume but also produce values: for instance,
the equality i = i for an integer i always returns true, hence the
same integrity restriction as in T-Bool.

The other conditions are standard. Note that low-secrecy con-
texts can also apply high-secrecy functions, project from high-
secrecy pairs, branch over high-secrecy Booleans, etc. although the
results will still be of high secrecy.

For brevity, we write the I' - M :s for T +yy M:s. The following
lemma guarantees that upgrading confidentiality or integrity gives
no less capabilities to a term (which often acts as a context).

LEMMA 4.1 (MONOTONICITY OF TYPING WITH RESPECT TO LEVELS
INa). IfT kee M:s, thenT ks M s foranyc’ > cande’ > e;in
particular, '+ M :s.

Proor. By induction on the derivation of T' k¢ M :s. Note that
all the conditions concerning « in the typing rules are monotone
for a. O

One may wonder why the order on integrity in this lemma is
not reversed as is usual for labels on values. This is because a in F4
represents the capabilities of the term (or context) being typed—as
already explained above—rather than the security of a value; to
clarify this difference, we could instead write, say, Fc.e, which we
do not, just favoring simplicity.

The next lemma justifies, in terms of typing, filling the holes
of contexts as in the rest of this paper. Again, we use overbars to

abbreviate sequences, like F V:sfort Vi:sg,...,+ Vi :sm and
X :sfor xj:81,...,Xn : Sp. We also write [V /x]C for simultaneous
substitutions of x1, ..., x, with V4,...,V, in C.

LEMMA 4.2. If+r V:5SandX:S kg C:t, then+ [V/X]C:t.

Proor. By induction on the derivation of X : s o/ C: t, noting
that all the conditions on « while deriving + [V /x]C : t are trivially
satisfied as @ = HH (recall it is just omitted for brevity). O

5 Operational Semantics

The operational semantics of our language is defined by reduction
— as in Figure 3, using evaluation contexts E where the hole [ ] is
a special variable, hole filling E[M] is a (capture-avoiding, which
again makes no difference for closed terms) substitution of [ ] with
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c,ee L security levels M,N,C == terms and (term) contexts
true;, false Booleans
Lk,a:=(ce) security labels if M then Ny else N  branchings
i integers
T u= bare types op, (M1, M3) integer operations
bool Boolean type (My, M), parings
int integer type #1(M), #2(M) projections
$1 X 52 pair types (Ax :s. M); functions
s1 > Sy function types MN function applications
x variables
s, tu=1] labeled types protect;(M) protections
declassify.(M) declassifications
T,U == bare values
true, false Booleans V,W,D := values and value contexts
i integers U labeled values
(V1, Vo) pairs x holes of contexts
Ax:s. M functions
Figure 1: Syntax
s1<s; s <s) .
— S Bool ———— S-nt == "2 S Pair
bool < bool int < int s1 X552 <87 X5y
1< <s, 1<l r< Thog M: <s'
=% %22% S Fun =7 SLabel « 770 2% Toub
s1 252 <8 =8, TISTI, Trag M:s
b € {true, false} integ(l) < integ(a) T'tg M:bool; Ty Nj:is, i=1,2
T-Bool - T-If
T +¢ by :bool; I'ky if M then Ny else Ny :sul
op is a binary operator on int to r € {int, bool}
integ(l) ﬁ ir.lteg(a) ToInt Creg Mj:inty, i=1,2 e < integ(a) T-0p
Ik ip:int Ity Ope(Ml,Mz) STLULUL, €)
Tre Mj:si, i=1,2 integ(l) < integ(a) . Trog M:(s1Xs2); i€{1,2} )
T-Pair T-Proj
T ko (M1, Mz); : (51 X 82); o #i(M):si Ul
I,x:s1 kg M: integ(l) < int Thkg M: T'tg N:
X:81 Fo sp integ(l) < integ(a) T-Fun e (s1 — s2); « s1 T-App T-Var
Trg (Ax:s1.M)p:(s1 — s2)1 I'te MN:syp Ul [ke x:T(x)
Thg M:s TProt T'rteg M:7; ¢ < conf(l) < conf(a) T-Dec

[ ko protect;(M):sul

I +o declassifyc (M) : 7(c, integ(1)

Figure 2: Subtyping and Typing Rules

M, and T +y E[t]:s g} T,z:t +y E|z] : s for fresh variable z.
It is a standard call-by-value, left-to-right, small-step evaluation.
Declassification (E-Dec) only changes the confidentiality level; en-
dorsement (upgrade of integrity) could be treated similarly but is
omitted in the present paper. We write — for the reflexive transitive
closure of —.

THEOREM 5.1 (PROGRESS AND PRESERVATION). For any a, M, and
s, if kg M : s, then either M is a value, or else M — N for some N
withtg N :s.

Proor. Standard induction on the derivation of k4, M : s, with
an also standard substitution lemma (with the same a). O

The next definition materializes the intuition given in Section 4
about the role of « in +, as the level of contexts:

Definition 5.2 (a-contextual equivalence). Values V and V' with
FV:sand+ V' :5 are called a-contextually equivalent at type s
when: [V/X]C -» b [V,/E]C —» by for any b, k, k” and
X :5 ko C:bool; with conf(l) < conf(a).
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if true; then Ny else N, — protect;(Ny)

if false; then Ny else N, — protect;(N2)

op(i,j) = U € Int U {true, false}
0pe(irs k) = UlkuL,e)

(Ax :s.M);V — protect;([V/x]M)

declassifyc(Ul) d U(c, integ(1))

E =

Op

E-Dec

-App

E-IfTrue
E-IfFalse
i€ {1,2
- i€{L2) E-Proj
#i({V1, V2);) — protect;(Vi)
E-Prot
protect;(V) » Vul
M—> N
———— E-Context

E[M] — E[N]

evaluation contexts

[11if E then Ny else Nz | op,(E, M) | op, (V. E) | (E, M) | (V,E); | #1(E) | #2(E)

EN | VE | protect;(E) | declassify.(E)

Figure 3: Reduction and Evaluation Contexts

Contextual equivalence is a classical and standard definition
in programming language theory [19] and non-interference of
security-typed A-calculi. (e.g. [11, Theorem 2.3], [2, Theorem 4.2],
and [39, Section 2.5]). Our a-contextual equivalence is a gener-
alization parameterized by the capabilities o of the contexts as
attackers.

Our contextual equivalence is defined simultaneously on multi-
ple values for the sake of simpler correspondence with the typed
value relations

{(\_/, V/, s) | Vand V' are a-contextually equivalent at type s}

indexed by «, which are particularly convenient for the complete-
ness proof of environmental bisimulation later. Standard contex-
tual equivalence (for closed values, while possibly open terms
can be translated into closed values by A-abstractions) under low-
level attackers can be thought as HH-contextual equivalence for
single V7 and Vl’. Note also that, even without declassification,
(in)equivalences obviously depend on the levels of contexts; for
instance, the functions Ax : int y.x + 1 and Ax : int y.x — 1 by
themselves are LL-contextually equivalent at type int g — 1y inty
since the context cannot obtain any high-integrity integers and,
as a result, can never apply these functions, while HH- or even
LH-contexts can easily distinguish them by simply creating a high-
integrity integer. For an even simpler example, for any integrity
level _, the high-secrecy integers 42 and 24y_at type inty_are
L_-contextually equivalent but not H_-contextually equivalent.

6 Our Environmental Bisimulation

The following two definitions are standard in (typed) environmental
bisimulations [40, 46]. Intuitively, an environment R = {(V, v, 5)}
represents the knowledge of a context (which acts as an attacker)
about the corresponding values V; and V" on the left- and right-hand
sides of the equivalence, while each (R, M, M’, s) in an environmen-
tal relation X represents a configuration where M and M’ (of type
s) are respectively running on the two sides.

Definition 6.1. A typed value relation or environment R (or S) is a
set of triples of the form (V, V', s) with+ V:sand+ V’ :s.

LEMMA 6.2. For each element (U, Ul’,, 7y of typed value relations,
we havel < 1" andl’ <1".

Proor. By induction (and inversion) on typing (and subtyping)
derivations. O

Definition 6.3. An environmental relation X is a set where each
element is either a typed value relation R or a quadruple of the form
(S,M,M’,s) with+ M :sand + M’ : s.

As above, an environmental relation can also include a set of
multiple R’s since the “attacker’s knowledge” represented by each
R may “evolve over time,” that is, increase by reductions. In many
actual use cases, however, it can be taken just as the singleton of
the “limit” or an (not necessarily the least) upper bound of such
R’s, as in Section 7. Besides the examples, see Definition 6.11 or
previous work [40, 46] to observe how these definitions work in
detail.

We then give an auxiliary definition of upward closures, which
captures the intuition that an “upcast” (i.e., upgrading security
levels) is always possible and can (even should, for ease of proofs
including soundness) be included in the relations.

Definition 6.4 (upward closure). Define (U, U/,, tjr) = (Up, U}, 1yr)
— kx=Lk =U k" =1"k < k”, and k¥’ < k”. Then
R = {(V,V',s) [ (V,V',s) = (W,W', ) €R}.

LEMMA 6.5. IfR is a typed value relation, then R"P is also a typed
value relation.

Proor. By T-Sub and S-Label. O

We omit similar lemmas (and straightforward proofs) for other
definitions of closures that follow.

Obviously, upward closure is idempotent, that is, (R*P)"P = RYP
for any R since < is transitive. Also R"P 2 R since < is reflexive.



The next definition introduces contexts (or attackers) into the
relations as in previous environmental bisimulations. This is crucial
for higher-order languages such as A-calculus, where the contexts or
“attackers” can create (and supply to the system) their own functions,
which may contain previously given high-security values.

Definition 6.6 (ct-context closure). RS* = S where

S={([V/xID, [V'/Z]D, s ) |
X:Skq D:s, (V,V',5) € R }.

Note in particular that, by taking D = x, we have RS 2 R (2
R) for any «. By the idempotence of upward closure, we also have
(RUP)SX = (RSX)UP = R Furthermore:

LEMMA 6.7 (IDEMPOTENCE OF CONTEXT CLOSURE). (RS™)SX =
R for any o and R.

PRrOOF. By composing contexts, like [D/x]Do. O

In the above definition, the upward closures appear twice since,
intuitively, contexts can upcast (via protect()) any values they
know, almost anywhere and anytime. Alternatively, we could im-
plicitly impose all environmental relations to be upward-closed in
the first place, which in effect would require similar arguments
throughout our developments, even where unnecessary; moreover,
extreme care would be needed if the upward closures are implicit,
especially when inverting such definitions for various environmen-
tal relations. We avoid these difficulties and explicitly take upward
closures instead.

A key definition below in our development accounts for high-
secrecy branches (or just “high branches” for short), such as if h
then f(1) else g(2) + 3 when h has type booly (note that such h
can be created anytime using protecty(_) even by the attacker,
albeit with low integrity). The point here is that the then and else
branches can execute completely different computations (although
their results will be marked H). Our bisimulation must take such
splitting into account. However, naively pursuing each branch sep-
arately would lead to a mostly duplicated set of conditions and
(rather redundant) proofs, which we avoid by separately increasing
only the environments.

Definition 6.8 (high-branch closure for environment). Rif = st
for

S=RU{(Wul, Wul,ful”) | (a)
(U7 U'3,booly;) € R¥P, U # U”, conf(I”) £ conf(a), (b)
(W,_ 1), (LW',1) € RS }. (o)

Or ¢ just unfolding the outer context closure S&*, we have Rif = QuP
for

Q = { ([V.Wy/x.gID, [V, W//Z.GID, 5) |
X Ey Tte D:s, (V,V7,5) € R,
(U "7 booll,,) €RYW, U #U’, conf(l’) £ conf(a),
n t

WD CWhers,

Wi, W/, t1) = (Wul, wul, tul”)}.
OThis alternative and equivalent definition is shown here only for the sake of later
references and can be ignored for the moment.

Eijiro Sumii Lin Oshitani! Takeshi Egawa’

Intuitively, line (b) takes different Booleans U and U’ of levels I
and I, respectively, with type bool, which is higher than (strictly
speaking, neither less than nor equal to) a. Line (c) chooses values
Wand W separately from the left- and right-hand sides of RS,
and then line (a) upgrades them with the levels of the Booleans, as
will happen in high-secrecy branches.

Again, note Rif 2 RS (2 R 2 R) by taking W and W to be
empty.

One may wonder why the context closures are taken twice in the
above definition. The reason is contexts like let A’ = (if h then C;
else C;) in Cy, where the inner contexts C; and C] (separate for the
then and else clauses) need to be upgraded with the level of h
before each of them is put into the outer, common context Cy.

Like the definition above, the following lemma is a key in our
development—hence a detailed proof in the Appendix, which may
seem syntactically complicated but is essentially straightforward
given the definition and intuition above; it can be skipped, however,
for reading the rest of this paper.

LEMMA 6.9 (IDEMPOTENCE OF HIGH-BRANCH CLOSURE). (Rg)g =
if
RI,

Proor. Unfolding the definitions (with idempotence of upward

and context closures), we have (le)lf Q"P and le SEX for

Q= {([V.Wi/% gD, [V/,W//%,7ID, s) |
:5,7:0 kg D:s, (V,V7,5) € (RE)WP (= 5¢),
U booly;) € (R, T £ T7, conf(I”) £ conf(a),
(%—’_t) CW5D € Ra)i™ (=56
(Wi, W, 5) = (Wul, wull, tul”) }.

AI =

and

S=RU{(WuUL Wul,tul”) | _
(Uj, U booll7) € R"P, U # U’, conf(l") £ conf(a),
(W, 1), (LW',1) e R }.
We aim to prove (Rg)g
Q, replacing
o« (V,V, s) € Sex,

= Rg by, in the right-hand side of the above

. (U "7 booll,,) € S, and

o (W,_1)., (LW.1)ese
with

. (V,V, ;) € RUP,

. (U bool-;) € R"P, and

"> bool

o (W._D), (LW.1) e R

respectively, without changing the resulting set Q'P as a whole, as
follows:

e (V,V')3) € S¢™ can be replaced with W, V’,E) € RYP by
composing the context for S&* into D and replacing the
elements from S* with (V,V’,3) € R*P and (W}, Wl', ) =
(Wul, wul’, tul”) with (W, 1), (LW, 7) € RG™.

. (Uj, WT” booly;) € S can be replaced with (U "5 bool)
€ Rup by the following case analysis on each element iy,

U/ l” bool;) of SE*.
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— If the element comes from the common context for S$*
itself (i.e., without using any values from SYP), then U; =
Ui’ , which contradicts with another condition U # [

— If the element comes from S"P itself (i.e., the context for
Sg}X is just a variable), then it comes from either R"P or
the other part of S"P. We are done in the former case.
In the latter case, we have (Uj,, U/ boolll{/) > (Wju

7y
il

L WUl tuly’) with Uy, , Uj’l}, boolyr) € R¥P, Uj #

Uj’, conf(ljf’) £ conf(a), and (W}, _, tj), (, Wj’, tj) € REx,
Since l; = Ij, I] = l}f, and I’ > l]f’, we are done with
(Ujli7 Uj’ll’.’ bOOll;/) € RYP,

— The other cases are impossible since U; and U] are values
of type bool, that is, either true or false.

o (W, 1), (LW.1) € S can be replaced with W, 9,
(_,W",T) € RS as follows. Take (W;, _, t;) € S (the case
for (_, Wl.’ ,ti) € Sg}x is similar). It is constructed from ele-
ments of S'P. As for elements coming from R"P, we are done.
Elements coming from the other part of S"P comes from
RS™. We are done by composing the context for RS into the
context for S*.

O

Each of the above definitions of closures also incorporates previ-
ous closures in order to combine all of them, so “high-branch clo-
sure” for instance should perhaps be called “upward and a-context
and high-branch closure” but we abbreviate them for conciseness.

We then extend the definition of high-branch closure from envi-
ronments to environmental relations:

Definition 6.10 (high-branch closure for environmental relation).
We define by induction

xif = xu

{R|Sex,RcSfyu @)

{(RM,M,s) | SeX, Rc S (M,M,s)esE[]}u (ii)

{ (R, E[M},E'[M'],s) | (iii)
(S, M, M, 1) e (XY™, Rc S, (E,E’,s) e SE[1] }u

{ (R, E[protect;(M)], E'[protect;(M")], s) | (iv)

Uy, Ul’/,boollu) €SP, U # U’, conf(l”) £ conf(a),
(S, M,_,1),(S, M, 1) € (xif)”,
Rc St (B E.s)eSt[tul”]}u

{ (R, E[protecty;;(M)], E’[protect;(M")], s) | (v)
Uy, Ul’,,boollu) € SUP, U # U’, conf(l”) £ conf(a),
(S, protecti (M), _,t),(S,_,protecty (M), t) € (X(if)ﬁ,
RCSE, (B E,s)esttulr]y

where
X

{(RM,M',s) |- M:s, + M :s,
M- N, M’ - N, (R,.N,N,s) € X}

U {RMM, s)|FM:s, + M :s,
MV, M 5 V' forany V,V'}
U {RMM, s)|FM:s, + M :s,

M—>»V, M » V', RU{V,V’,s)} e X}

and Sg[] (resp. Sg[t]) is defined by replacing D (and omitting the
outer upward closure) with a term context C (resp. an evaluation
context with a hole of type t) in Definition 6.8.

The rationales for each case are as follows:

o Case (i) takes an arbitrary subset R of the high-branch clo-
sure Sg of each environment S in X. Taking a subset—called
“up-to environment” in [35]—is convenient (or, in fact, even
necessary for the congruence proof later) as the conditions
of bisimulation add elements only one-by-one to the envi-
ronments.

Case (ii) takes (besides up-to environment) terms M and
M’ (not necessarily values) of type s from Sif and “runs”
them on the left- and right-hand sides of the configuration
(R, M, M’, s), as required for functions in the proof of con-
gruence of bisimulations.

Case (iii) inductively takes terms M and M’ from (Xg)_)
(and evaluation contexts E and E’ from Sif), as required for
the condition on reductions.

Case (iv) is similar to Definition 6.8 but M and M are (sepa-

rately) taken from (ng )—> as in case (iii).
Case (v) is a variation of case (iv) for condition 2e, where
the terms are already (somewhat) protected.

Note that X C Xg by definition, hence Xif ¢ (X;,f);f c ((Xg)g)if c
- =X, iof thanks to the monotonicity of X g for X and by a standard
argument on inductive definition. Note also that X € X .

We now define our environmental bisimulation. For brevity, we
ab initio introduce (weak) environmental bisimulations up to con-
text, up to reduction (see [40] for separate expositions of these
up-to techniques for environmental bisimulations), and, in particu-
lar, with our key treatment of high-secrecy branches, calling the
whole result just “environmental bisimulations.”

Definition 6.11 (environmental bisimulation). An environmental
relation X is an a-environmental simulation if it satisfies all of the
following conditions:

(1) Every (R,M,M’,s) € X satisfies (R, M,M’,s) € step(Xg)
where

step(Y) =
{(RRM,M",s) |FM:s, + M :s,
M — Ny » N, M’ » N, (R.N,N",s) € Y} U
{(RRM,M',s) | FM:s, + M :s,
M —» V implies M" - V’and RU{(V,V’,s)} € Y}.

(2) Every R € X satisfies:
(2) Every (Uj, U}, bool;») € R with conf(I"’) < conf(a) satis-
fiesU =U".
(b) Every (if, if,, intyn), (k. ji.» intgr) € RY satisfies (UrikLuL, e)»
Ul"uk'u(L,e)’intl”Uk”U(L»e)) € Rg for any e < integ(a),
U = op(i, j), and U’ = op(i’, j’).
(c) Every (U, U}, 717) € R with conf(I"") < conf(a) satisfies

(Ute,integ(D) U, integ(1)y Tesinteg7)) € R for any ¢ <
conf(I").

(d) Every ({V1, V2)1, {V{, V31, (s1 X s2)1) € R satisfies (V; LU
LV/ul';siul”) e RY fori e {1,2}.

(e) Every ((Ax. M);, (Ax. M")pr, (s1 — s2)j») € R satisfies (R,
protect;([W/x|M), pr_otectl/([W’/x]M’), s2) € (Xg)_)
for any (W, W’,s1) € Rg.



X is an a-environmental bisimulation if both X and
XV={R M ,M,ys)| RMM, s)eX}U{R|ReX}

where R™! = {(V',V,s) | (V,V’,s) € R} are a-environmental
simulations.

The intuitions are as follows:

o Condition 1 is standard and requires the relation is preserved
by reduction or evaluation (reduction to values).

e Condition 2a says Boolean values that are visible to the
attacker conf(l”’) < conf(«) must be equal on the left- and
right-hand sides.

e Condition 2b requires integers—visible or not—to be pre-
served by operations on them, though the result is of lower
(or equal) integrity than the context itself. Assuming an oper-
ation like zero-test on one of the arguments, this, along with
Condition 2a, also requires the equality of visible integers.

e Condition 2c accounts for declassification of (visible) values.

e Condition 2d projects elements of pairs.

e Condition 2e applies functions to arguments that can be
composed Rg from the attacker’s knowledge R.

We now show the core lemma of our development:

LEMMA 6.12 (CONGRUENCE OF ENVIRONMENTAL (BI)SIMULATION).
If X is an a-environmental simulation, then so is X[le.

ProoF. By checking each condition of Definition 6.11 for every
element of Xif by case analysis according to Definition 6.10.
The important cases proceed as follows:

Case(i)R € Xg withS € X andR C Sg. We check conditions 2a-2e.
Consider the most complex one: condition 2e. Take (V,V’, (s; —
s2)17) € R € SE with1” < aand S € X. By Definition 6.8, Sif = QUP
for

0 = { ([V. W /% 1D, [V2.W//%.7ID. s) |

X:5,y:t kg D:s, (V,V’,5) e SUP,
(_7, Wlf,, booll7) €S, U U’ conf(lT) £ conf(a),
(W, _1), (LW’ 1) e S,
Wi W/, t) > (Wul, Wull, tul”) ).

We then have (V, V", (s1 — s2);) = ([V, W1/, 91D, [V/, W/ /X. 71D,
s ) with the corresponding conditions. Since V and V' are values
of a function type—namely A-abstractions—either D itself is of
the form (Ax : s1.Cp); with [ < 1”7, or else D is a variable x; or
yj. In the former case, we have VW — protect;([V, W/x, x]Co)
and V'W’ — protect;([V’, W’/x, x]Co), so we are done with
case (ii) for (R, [V, W/x, x]protect;(Co), [V, W’ /%, x]protect;
(Co), soul"”) e Xiof. In the latter case, if D = x;, then (V, V’, (s; —
s2)pr) = (Vi,V/,s1) € S"P, so the condition required for V and
V’ follows from the corresponding condition for V; and Vl.’, with
RE ¢ (SHif = S by Lemma 6.9 for constructing the function
arguments W and W’. On the other hand, if D = y;,” we have
Wij = Wj U {; and Wllj > Wj’ U f]’. with (W}, _,t;) € SS™ and
(= Wj', tj) € S, so (protecty([W/x]M), ,s2) € (X},f)_’ and
(L, protect ([W'/xIM’),s2) € (Xg)_) by a similar (albeit separate

"new case due to high-branch closure
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ctx
a

for W; and Wj' ) analysis on the context of Sg* as in D for the previ-

ous case, hence, by case (v),% (protecty ;([W/x]M), protect
(W’ /xIM”"), s2) € (Xé,f)if C ((Xg)g)_) as required.

Case (ii). We check condition 1 by analyzing the term context C
in Definition 6.10 for Sg[]. If C is not of the form E|[z] for any
z € {x,y}, then C itself reduces and we are done with the same
case (ii). So suppose C = E[z] for some E and z € {X,7}.

If E is of the form Ep[protect;([])] or Eo[declassify.([])],
then the required condition follows from Definition 6.4 (of upward
closure) or condition 2c¢ (for declassification), respectively.

Otherwise consider, for example, the subcase where the type of
zinXx:5,y: 11 is a function type. If C # E¢[zCy], then again C itself
reduces. Otherwise, C = Ey[zCp] and we follow a similar analysis
as in case (i), albeit with the evaluation context Ey and ending up
with case (iii).

Another interesting and new case is when the type is bool;~
with conf(I"") # conf(a)and C = Eo[if z then Co else C{], which
is covered by case (iv).

Cases (iii), (iv), and (v). Condition 1 follows by induction on the
definition of XgA ]

Then the soundness (and completeness) of our environmental
bisimulation follows:

THEOREM 6.13 (SOUNDNESS AND COMPLETENESS OF ENVIRONMEN-
TAL BISIMULATION W.R.T. CONTEXTUAL EQUIVALENCE). V and V' are
a-contextually equivalent at type s if and only if (V,V’,s) e Re X
for some R and a-environmental bisimulation X.

Proor. The “if” direction (soundness) is an easy corollary of
Lemma 6.12, just as congruence—namely, preservation of a relation
under contexts—of bisimulations generally implies soundness as
a corollary on a special case. For “only if” (completeness), take
X = {S} for

s ={(, \_/’, 5) |V and V' are a-contextually equivalent at type 5}

and show the conditions of ¢-environmental bisimulation for each
element of X by induction on the definition of {S}¥f, constructing
contexts to utilize the a-contextual equivalence of V and V.

We first check conditions 2a—2e in Definition 6.11 for each R €

{S}g. Consider Definition 6.10 for {S}g.

e As for the first line (before case (i)), R comes from {S}, that
is, R = S itself. Then condition 2a is immediate from Defini-
tion 5.2 for an empty context C = x1. Conditions 2b-2e re-
spectively follow from contexts C = op,(x1, x2), declassify,
(x1), #i(x1), and x1Cy where Cy constructs the function ar-
guments W and W’ using high-secrecy branches as required
from Definition 6.8 for RS,

e For case (i), we again construct contexts so that they emulate
Definition 6.8 for S&* using high-secrecy branches and then
check each of conditions 2a-2e as in the previous case.

o Cases (ii)—(v) do not apply for conditions 2a-2e.

8In fact, the case (v) is introduced into Definition 6.10 for this purpose, that is, for
contexts like (if by then f else g)x.
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We then check condition 1 of Definition 6.11—using only “big-
step evaluation,” that is, the second subset of step(Y)—for cases
(iii)-(v) in Definition 6.10. Again, it is straightforward to construct
contexts that include each (evaluation) context in these conditions,
“emulating” high-branch closures by actual high-secrecy branches.
Where {S}g is inductively defined, we, naturally, use the inductive
hypothesis—that {S}if satisfies the conditions of Definition 6.11.

O

7 Examples
Example 7.1. The pairs

p = (i, Ax.declassify (if x < 42 then 1else0))
and

p’ = (Jj, Ax.declassify (if x < 42 then 1 else 0) )
are LL-contextually equivalent at type

s = intpy Xiy (intuy —Lw intry)

for any integers i and j with (i < 42) &= (j < 42). To show that,
consider X = {R} where:

R = {(@u-p ) (it Jus intun),

((Ax.declassify  (if x < 42 then 1 else 0))y,
(Ax.declassify (if x < 42 then 1 else 0)) 4,
intyy —Ln intep),

(1L, 1Lw, inten), (Ouw, Ouw, intin), (BuLs by » boolyy)

| b,b’ € {true, false} }
To see X is an LL-environmental bisimulation, we check the con-
ditions in Definition 6.11, most of which are trivial in this case. A
little caution is needed for condition 2e, where the HH arguments W
and W’ for x can be 1y and 1y or Oy and Opy, in addition to ipy
and jyy, because of upward closure. Note that, for the same reason,

(0, Ax.declassify (if x < 42 then 100 else 0) )
and
(50, Ax.declassify, (if x > 42 then 100 else 0) )

are not LL-contextually equivalent at the same type s, which could
be overlooked without such careful consideration as the environ-
mental bisimulation proof above.

Note also that, in the above R, we may not need both (1., 1.4, int y)

and (Opy, Oy, inty) if i, j < 42, but having them in the same R does
no “harm” and is convenient in fact. Such “larger than necessary” R
is common in (environmental) bisimulations. Meanwhile, if i, j > 42,
we must consider the return values 0 and 0 at type int y, which can
be upgraded to intpy and then given to the same function, yielding
1and 1 as well.

Moreover, comparison of the high-secrecy integers i and j by
contexts such as [ ] = ¢ where c is some integer constant which may
happen to be i or j, may result in possibly different high-secrecy
Booleans b and b” if i # j, though further consequences of this
difference can be absorbed thanks to high-branch closures, and
does not break the equivalence thanks to their low integrity. This
inclusion of b and b’ in X is not necessary if i = j, but again “does
no harm” even in the latter scenario.

Consequently, it is often the case that X is a singleton set because
one big environment R suffices, as in the present example.

Example 7.2. Continuing the previous example, g = Af. f p and
g’ = Af. f p’ are LL-contextually equivalent at type
t = (s> bool ) — bool

again provided that (i < 42) &= (j < 42). In fact, we can
show this equivalence by the same X as above, since (g,¢’, ) €
R (< Ril_fl_) for D = Af. f x1. This trick does not work if g and g’
themselves are of high integrity (so the low-level attacker cannot
compose the common context D) like

t = (s —LL bOOlLL) — 1y bool |

. . i
in which case we apply them to arguments W and W’ from R}, to

obtain W p and W p’, which are again in RiLfL so we are done.

Example 7.3. The pairs of functions
q = (Ax.{(x,x), Ap.declassify| (#1(p) + #2(p)) )

and

’

q =

are LL-contextually equivalent at type

(Ax.{x + 1,x — 1), Ap.declassify, (#1(p) + #2(p)) )

st = (intLL —LH So) XLH (So —LH intiL)

where so = inty| Xuy intLL. The point here is that the integer x is
of low security (both low-secrecy and low-integrity) but the pairs
(x,x) and (x + 1, x — 1) are HH, for which the only applicable func-
tion Ap. declassify| (#1(p) + #2(p)) returns the same low-secrecy
integer 2x. Note that g and ¢’ cannot be equivalent if the pair type
so were inty. Xy inty. and x were of type inty, as attackers
could then create arbitrary pairs of type so by freely recomposing
them.
To see the equivalence of g and ¢’ at type s;, take X = {R}
where:
R = {(qq" )
(Ax. (x,x), Ax.{(x+ 1,x — 1), int L —LH S0 ),
(Ap.declassify| (#1(p) + #2(p)),
Ap.declassify (#1(p) + #2(p)),
so —in intL ),
((i,i), (i+1,i—1), sp), (b, b’, booly )
| i €Int, b,b’ € {true, false} }

Checking the conditions of LL-environmental bisimulation is straight-
forward by construction. In particular, it is crucial that attackers
(contexts) cannot create high-integrity pairs (of type so) of arbitrary
integers.

However, comparison of the first and second elements of the
high-security pairs (i, i) and (i + 1,i — 1) by contexts such as

letr=[]inlet f =#(r) in #1(f 42) = #2(f 42)

for q and ¢’, yields different high-secrecy Booleans, though further
consequences of this difference can be absorbed thanks to high-
branch closures.

Changing the pair type so from int | Xpy inty| to intyL Xun
intyL by itself makes no difference in this example, thanks to the
high integrity. However, changing also the type int( of the integer
parameter x to inty_ breaks the equivalence for contexts like:

letr=[]inlet f = #1(r) in let g = #2(r) in
g(f(if #1(f 42) = #2(f 42) then 1 else 0))



It may be surprising that changing the secrecy from low to high
leads to more information leakage in such an indirect way via a
high-secrecy conditional branch, even though it can be explained
abstractly as an instance of general contravariance of the argument
part of function types.

Note also that without the first change, the second would be ill-
typed and thereby prevented, trying to “downcast” inty to inty
with no explicit declassification (while the first change without the
second performs an “upcast,” which is well-typed by T-Sub and
S-Label).

Example 7.4. This example essentializes the point above on in-
formation leakage caused by changing low secrecy to high: the
pairs

q = (truey, Ax.declassify (x))

and
’

q° = (falsey, Ax.declassify (x))

(where _ means “don’t-care,” i.e., either H or L will do as long as all
terms are well-typed) are LL-contextually equivalent at type

s = booly X (intyL — inty)

(where the “declassification” does nothing for the moment) with
X ={R} and

R = {(q ¢, s) (truey, falsey , booly ),
(Ax.declassify (x),
Ax.declassify (x),
inty, — inty )}

However, they are inequivalent at another type booly X (inty. —
inty L) for contexts such as

letp =[] in#2(p)(if #1(p) then 1 else 0).

Again, “upgrading” int| to inty_ broke the equivalence via a
conditional branch over high-secrecy Booleans. This time, how-
ever, there would be less surprise, given such obvious information
leakage via declassification.

Further changing inty_ to intyy prevents the leak since the
context cannot create a value of high integrity, showing the role of
integrity even for ensuring secrecy only.

Technically, such subtle but crucial differences are captured by
condition 2e of Definition 6.11, where the function arguments W
and W’ are composed according to Definition 6.8.

8 Conclusion

We have developed a theory of environmental bisimulation for
directly proving noninterference as equivalences of security-typed
A-terms with declassification, and presented examples including
non-trivial interaction between security types, declassification, and
high-secrecy conditional branches.

An obvious possible extension would be endorsement for in-
tegrity, often considered the dual of secrecy and declassification.

For the sake of simpler exposition, our present language does
not have recursion and is therefore strongly normalizing. It is fun-
damentally straightforward (though notationally tedious) to extend
it with, for instance, a fixed-point operator with appropriate se-
curity levels [21]. It is also straightforward to make our theory
termination-insensitive as in traditional security type systems for
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imperative languages (e.g., [47, Theorem 6.8]), by adapting Defi-
nition 5.2 as “...when: [V/X]C - by and [V,/E]C - bl/c’ imply
b = b’ for any by, bllc” and...” and the last lines of X in Defi-
nition 6.10 and step(Y) in Definition 6.11 as “M - V and M’ —»
V’imply RU{(V,V’,s)} € - - - with most of the proofs unchanged—
only small portions that use these conditions need to be adapted
accordingly (in fact, almost automatically).

Since our language did not have state or generative names [12,
24], the environmental bisimulations could probably be reduced to
logical bisimulations [12, 34]; indeed, all the X’s in Section 7 were
singletons! The sole element R of X can “easily” be constructed “just”
by including all (possibly infinite—recall the problem is undecidable
in general) pairs that can be reached from the initial programs ac-
cording to each condition (which represents an attacker’s operation)
of environmental bisimulations. We nevertheless adopted the more
general, environmental bisimulations since they are arguably not
much harder from a technical viewpoint, and naturally scale to lan-
guages with state [14, 33, 35, 40] and even concurrency [33, 35, 38].

We guaranteed security of programs directly as noninterference
(with suitable conditions) via environmental bisimulations, while
the security type system was necessary for constraining the attack-
ers as well as programs’ interactions with them, e.g. to prevent a
program from applying an attacker’s function of type int- — ...
to an argument of type int". Pushing this approach to an extreme,
it may be possible to allow even “internally untyped” programs.
We leave this as interesting future work.

One might wonder what is so special about Booleans in A-calculus,
where they can anyway be encoded into mere functions in the style
of Church. Consider the standard Church encoding of truey and
falsey, thatis, ctruey = (Ax. Ay. x)y and cfalsey = (Ax. Ay. y)u. Ap-
plying each of them to any known values V and V" yields, of course,
Vi and V/, respectively. It might be interesting to think of a less ad
hoc method to handle them without having to add all such pairs
(Vh, Vjj) into the environment.

Practically, it is natural to consider (necessarily incomplete—
since equivalence is undecidable—when the language is extended
with recursion, but as useful as possible) automation, or mechaniza-
tion with proof assistants, of our environmental bisimulation proofs,
on both of which work is in progress. In the former, it would help to
introduce some symbolic representations (e.g. as in open or normal
form bisimulations [15, 32]) of the function arguments W and W’
taken from the infinite sets RL{ in condition 2e of Definition 6.11.
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